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1. General

1.1. Welcome to go2MONITOR

go2MONITOR is a modular software solution for classification, demodulation, decoding and recording of

LF, HF, VHF and UHF signals.

It includes the following features:

Wideband input from various digital receivers, pre-recorded files or network streams
Automatic classification and production using an extensive decoder library

Parallel processing of multiple narrowband channels

Manual or automatic search for Signals Of Interest

Interactive analysis, demodulation and decoding of signals

Automatic modulation type classification for all detected signals

Automatic signal recognition based on predefined signal patterns in a spectrogram
Automatic modem recognition, demodulation and decoding of Signals Of Interest
Task-based control with selectable analysis depth

Automatic triggering of modem recognition, demodulation and decoding for specific sig-
nals only (based on detected modulation type and parameters)

Automatic stepping/sweeping through all frequency ranges during a search

Predefined modem knowledge base (definitions of modems and decoders) stored in the
system and used during demodulation and decoding. It can be expanded or changed by
the operator

Recording of wideband input or narrowband signals

Storage of all system results (e.g. recordings, audio, text) in a database for later data
mining and statistical analysis

Script-based GUI automation

Powerful TCP-based command interface

The go02MONITOR operator can freely combine the following processing types:

© 2023 PROCITEC GmbH

Automatic processing: Based on a set of rules defined by the operator, the product will
automatically search for signals, and demodulate, decode and store the results

Manual processing: The operator searches manually for signals in the monitoring GUI, se-
lects Signals Of Interest, and issues manual commands to classify, demodulate and decode
them
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1.2. The goZsignals product-line

The use of radio communication is constantly rising. The traditional approach of monitoring these more
and more connected sighal scenarios with a manual approach of channel stepping and manual search is
not promising for future challenges.

The product line go2signals covers customer requirements from traditional manual signal handling up
to fully automatic intelligence system. This provides processing speed and user comfort of automatic
intelligence systems even from single user working positions. It is the perfect solution for mobile, stand-
alone and remote controlled applications as well as a start into the world of automatic monitoring.

MONITORING SUITE Bundles all products around monitoring and signal production

ANALYSIS SUITE Bundles all products around signal analysis, signal simulation and de-
coder development

COMPONENTS SUITE Bundles all products around integrable system components

Table 1: goZsignals Suites

GO2MONITOR Radio monitoring, signal classification, signal decoding and signal
recording software solution for complete signal scenario surveillance
(HF, VHF, UHF, SAT bands)

GO2MONITOR LOWSWAP Radio monitoring, signal classification, signal decoding and signal
recording software solution for complete signal scenario surveillance
(HF, VHF, UHF, SAT bands) optimized for low-SWaP equipment

GO2MONITOR OPERATOR Application for setting up additional operator stations for manual sig-
nal processing and result viewing for an existing central go2MONITOR

system

GO2MONITOR RESULT Application to set up an additional workplace for go2monitor result pro-
cessing

SCL Software integrable automatic signal modulation and modem classifi-

cation C++ library

GO2DECODE Analysis, demodulation and decoding of known and unknown radio sig-
nals. Creating and editing of customer defined modems and decoders

GO2ANALYSE Analysis, evaluation and manipulation of bit streams for the determina-
tion of coding characteristics

Table 2: goZsignals Products
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2. Installation

2.1. System Requirements

The following operating systems are supported (64bit only):

Windows®
+ Windows® 10 (de/en)
* Windows® 11 (de/en)
Linux®
¢ CentOS 7.x (7.5 or higher, 7.5 is recommended)
¢ RHEL 8.x (8.4 or higher, 8.4 is recommended)

e Ubuntu 22.04 LTS

PC or notebook with a minimum of
* one hard disk
¢ one DVD-ROM drive (for installation only)

* one free USB port (dongle version only).

Monitoring Suite (.: go2signals
[ ]

External AudioPlayer under Windows® requires that Media Feature Pack is installed. Only Windows® N

editions do not have it installed by default.

There may be additional requirements dependig on the selected receiver (see chapter Supported Re-
ceivers. For further information please visit our website www.procitec.com or contact our support at

service@procitec.com.

2.2. Installation Instructions

An installation wizard guides you through the setup step by step through the entire installation.

go2MONITOR is not compatible with an ampersand character (“&”) in the username. Please choose a

different username.

Make sure no dongle is connected to the USB port of your computer.

If the software was delivered on DVD, insert the go2MONITOR DVD into the DVD-ROM drive. If the software

was downloaded, unpack the delivered ZIP-archive.

© 2023 PROCITEC GmbH
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2.3. Copy Protection via CodeMeter®

An application protected by CodeMeter® can only run if the CodeMeter® is connected and its driver is
installed. The CodeMeter® may be shipped with the software or can already be at hand. An encrypted
license file (.maw) is needed. It contains information about the CodeMeter® and the unlocked features
depending on the licensed configuration of the software.

If you desire to use a CodeMeter® already at hand, please contact our support at service@procitec.com.

2.4. Installing the Software on Windows®

Make sure no dongle is yet connected to the USB port of your computer.

Insert the go02MONITOR DVD into the DVD-ROM drive. The setup will start automatically; otherwise start
the file “setup.exe” from the DVD. Follow the instructions on the screen.

2.5. Installing the Software on Linux®

The installation of the application requires superuser rights.

To start the installation, execute the “setup.sh” script, and confirm the installation if asked to do so. The
installation routine will set up all components required by the application. Additionally, a pro_postgres
system user will automatically be created. This user is mandatory for the application to be operated by the
root super user.

Attention: The pro_postgres system user is removed when the application is uninstalled.

2.6. Connecting the Dongle

2.6.1. Local CodeMeter®-Connecting

Connect the CodeMeter® to an available USB Port of the computer. The CodeMeter® must remain con-
nected to the local USB port while using the software.

Note: If the CodeMeter® was previously connected, diconnect it. Restart and reconnect the CodeMeter®.

The installation is now complete.

2.6.2. CodeMeter®-Connecting via Network

Note: The connection of a CodeMeter® on a network is described below for the Windows® operating sys-
tem. For support with the connection for the Linux® operating system, please contact our support at
service@procitec.com.

Depending on the configuration of the software, copy protection can also be provided by another com-
puter or server on the network. Therefore, a CodeMeter® containing multiple licenses has to be connected
to this “copy protection server”. These licenses can then be provided via network to the go2MONITOR
installations on client computers.

To install a copy protection server, follow the steps below.

1. Uninstall all CodeMeter® components
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2. Install the CodeMeter® runtime from DVD (applies only to the server)
3. Connect the CodeMeter®

4. Start the server as described below

2.6.2.1. Open Server

The CodeMeter® control center shown in Figure 1 is opened by selecting <Start Menu><All Programs>
<CodeMeter><CodeMeter Control Center>.

IS CodeMeter Control Cent [F=rES)
File Process View Help

License Events

@ CmStick
2-2623641 MName: CmStick

Serial: 2-2623641

Version: CmStick 2,02

: 92 % free (361520 Bytes)

: © (& Disabled

(@) {2 Enabled until unplugged

@ @ Enabled

License Update Eject Change Password
CodeMeter is started.

Figure 1: CodeMeter® Control Center

To call the CodeMeter® WebAdmin module, click <WebAdmin> in the CodeMeter® Control Center.
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CodeMeter WebAdmin C

SYSTEMS

Dashboard  Container~  License Monitoring ~  Diagnosis ~ JEeGllile[Vg1alel %

Server Configuration Server Access 2] B English (US) ~

== Basic >
) . Server > Server Access
Server Access License Access Permissions |
Advanced License Access Permissions

—Network Server
O Disable
® Enable

Network Port *: 22350

—CmWAN Server
® Disable
O Enable

Apply Restore Defaults

Figure 2: Setup CodeMeter® Server

In the Network Server section, select <Enable> and click <Apply>.

Note: The server service can also be disabled (stopped) here.

In the CodeMeter® Control Center (see Figure 1), select <Process><Restart CodeMeter Service>.

The WebAdmin also provides information about connected CodeMeter® such as the quantity of used and
available licenses.

CodeMeter WebAdmin Cr

SYSTEMS

Dashboard Container ~ JERGCHEENGGOIGIGLESE Diagnosis ~  Configuration ~  Info

ﬁ All Licenses A e ses e B English (US) ~
Available License; S°° 54envm1l’
v 10 CodeMeter Test Firm Code
Product Code * Name Feature Map License Quantity Used Available
13 Test Entry - 1 0 1

Figure 3: License Information

The CodeMeter® should now also be accessible by the go2MONITOR installation on the client computer. If
not, you can add the server name or its IP address to the Server Search List on the client via the WebAdmin
interface.
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CodeMeter WebAdmin C

SYSTEMS

Dashboard  Container ~  License Monitoring ~  Diagnosis v [l =Tulo g%

-n- Basic Cenfiguration Server Search List i N [ ST SEaran Lt B English (US) ~
Server Search List Proxy WebAdmin Backup server ’ | Proxy
—server Search List Advanc.ed . WebAdmin
1. 192.168.1.1 (i 1 ¥ ] Backup
2. WiBUWin7x64DevVM O ©

e add new Server

Apply Restore Defaults

Figure 4: Server Search List

2.6.2.1.1. Stop Network Server

The network server is terminated via the CodeMeter® WebAdmin module (see Figure 2). Under the Server
Access tab, select <Disable> and confirm by clicking the <Apply> button.

2.6.2.2. Troubleshooting

Should the remote client not be able to connect to the server, the firewall should be configured to allow
communication on port 22350.

Another possibility to establish a connection is to stop and then restart the server.

2.6.2.3. Connected Clients

As soon as the CodeMeter® runtime software is installed on a connected network client, it will be possible
to access its WebAdmin module via:

http://<ClientNameOrIPAddress>:22350/index.html

2.7. Starting the Software

When you start the software for the first time, you will be asked to point to the location of the provided
license file. The file will be automatically copied to the appropriate subfolder in your user folder.

1. Start the application
2. Click <Yes>

3. In the file dialog that opens, select the path to the MAW file that is included to activate the software
and select the correct file

4. The file will be copied to your user folder and renamed to “default.maw”
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Note: When you launch the application for the first time, you may receive a warning from the Windows®
Firewall. This is because individual applications communicate with each other on localhost via TCP/IP. This
communication can be approved without any security risk.

2.8. License Renewal

If you have a new license file - for a new software version or with extended options - you have to delete the
old license file from the appropriate user folder:

o Windows®

%USERPROFILE%\g02SIGNALS\go2MONITOR x.y\default.maw ‘

o Linux®

’ $HOME/g02SIGNALS/g02MONITOR x.y/default.maw ‘

Note: “x.y” denotes the old version, e.g. v19.1

After you restart the software, you will be asked to point to the location of the provided license file. The file
will be automatically copied to the appropriate subfolder in your user folder.

2.9. Update From Older Versions

go2MONITOR stores all user-modified data (e.g. configuration files, decoders, modems, etc.) in the appro-
priate user folder:

U Windows®

9%USERPROFILE %\ go2SIGNALS\go2MONITOR x.y |

o Linux®

| $HOME/g02SIGNALS/g02MONITOR x.y |

“ 7Rz

Note: “x” denotes the major and “y” the minor version, e.g. “22.1” for go2MONITOR v22.1.

These files will remain when you uninstall the software.

2.9.1. Database

When updating to a new version, go2ZMONITOR will also update the existing database to the required level
on the first application start. This includes the Migration of the internal database structures, as well as, if
necessary, PostgreSqgl DB Upgrade of the database component, see the following chapters for details. For
details on the database refer to chapter ‘Application Database’.
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2.9.2. Update

If there is only a change in the minor version number (last number of the version, e.g. from v19.1.0 to
v19.1.1), g02MONITOR will always use your existing user data.

However, if a clean installation is preferred, the folder go2MONITOR can either be deleted or renamed
before installing the update:

o Windows®

%USERPROFILE %\g02SIGNALS ‘

o Linux®

| $HOME/go2SIGNALS |

2.9.3. Migration

It is not possible to have multiple go2MONITOR versions installed and operated on the same computer.
The installation of a new version will remove the old version first. Existing custom data will not be deleted
and will remain in the old user directory.

In order to use your old custom data (e.g. receiver configuration, etc.), the corresponding files must be
migrated manually from the old user directory to the new one. For assistance, please contact our support
at service@procitec.com.

All result data stored in a database (signals, results, missions/tasks, stored filters etc) will be automatically
migrated so that it can be used by the new installed version. Please note that this process can not be
reversed, i.e. if you decide to uninstall the new version later and to install the old one again, it will not be
able to use database data because it was migrated to the newer version.

Before migrating the data, a warning will be displayed, explaining that the migration process can not be
reversed. If you accept it, migration will be done automatically and you would be able to use your data in
the new version. If you do not accept it, go2MONITOR will leave your database untouched and quit. Then,
you can manually create a database backup by copying or moving the directory:

. Windows®

%USERPROFILE%\g02SIGNALS\go2MONITOR ‘

o Linux®

[ SHOME/go2SIGNALS/g02MONITOR |

After you are finished with copying or moving this directory, you can start go2MONITOR again. If you
moved the database directory, there will be no warning and a new, empty database, will be created. If you
only copied the directory, a migration warning will be displayed again. Since you created a backup copy,
you can safely accept it so that your old data will be automatically migrated.

If you decide to uninstall the new version later and to install the old version again, you should simply
restore the directory you copied or moved in the previous step.
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2.9.4. PostgreSql DB Upgrade

The database of the previous go2MONITOR version will be upgraded to a newer PostgreSql version if nec-
essary (only for upgrading from v22.2 or older to v23.1 or newer). For setups with default configuration the
upgrade will be done automatically when you start go2MONITOR for the first time after installing the new
application version. When using custom database configuration please contact our support for instruc-
tions and further details (refer to chapter Support). During the upgrade process, the internal structures
and the content of the existing database are transferred to the new one. After the upgrade is successfully
completed, the previous database will be automatically deleted.

The output messages of the upgrade process are collected into a log file and saved at the storage location
of the results directory. On failure the log can be used to do error analysis. In this case, please contact our
support for instructions and further details (refer to chapter Support).

Depending on the size of the database, the upgrade process can take some time to complete. A corre-
sponding progress message appears in the go2MONITOR splash screen.

Note: The database is started with the default configuration files after the upgrade.

2.10. Uninstallation

On Windows®, select in the <Control Panel><Programs and Features>, right-click on g02MONITOR and
click <Uninstall>.

On Linux®, use the package manager to uninstall the software.
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3. Overview

3.1. First Start
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Use the provided example IQ signal files (located on the DVD or in the installation package in the Signals
directory) to get familiar with the basic software functions.

The following would be a typical procedure to start using go2MONITOR:

1. Add and parametrize your receivers if necessary (for details, see chapter Receiver Configuration). Start
the receiver configuration by selecting the <File><Wideband receiver configuration...> menu option.

@ Views Help

Load channel configuration...

Save channel configuration...

Modem list editor,..
Reload modems from disk

Restore default modem lists

System position...

Wideband receiver configuration...

Import signal file...
Settings...

Exit

Help

Active Name Type Description

ExtIO Demo EXTIO receiver simulation for testing purposes

7 Plath SIR 5110/ 5115 EXTIO attached to antenna SE

Plath SIR 5110 f S115 = Add

Figure 5: Configuration of Wideband Receiver

Sate [ e=

Cuphcate |

Test

g02MONITOR has to be closed during receiver configuration. Conversely, receiver configuration has to
be closed before starting go2MONITOR.

2. The preferred wideband input has to be selected: Receiver, Stream or File (for details, see chapter Input
Selection). Here is an example of using signal files as input:

¢ Select <File><Input> as the wideband signal input type.

1: File ]

+Use channel

2: None

O Record

~ | Speed: | 1x

U File v

2 Test Recziver

riput:

Bre v ™ H€ 00 Use bandwidth:

go2DECODE/DANA

@None b
| Frequency: | 10.0000 MHz [ 5| #l B8 CF | < show fre ~

[ Wideband Recording
None

Figure 6: File Selection as Wideband Signal Input
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* Then, click <File> toolbar button to open a signal file

1:File 2: None

#Usecha el
BFle v ™

Use bandwidth:

v |Speed: | 1x v |Frequency: 0.000Hz £ )| /g 8% O |—Show frequendes— v

Figure 7: Open Signal File
3. The signal is displayed in the wideband spectrogram (for details, see chapter Spectrum and Spectro-
gram).

1: File [testsignald2.wav] 2: None
#Use channel ORecord Input: :)ﬁ' File

Prie - N K _ testsignal0 2 wav [07;12:29] Use bandwidth: | 100 %  ~ Speed: |1x ~ | ¥l :?&'g Q‘T -— Show frequendes — 2e
Usileita.uuy ; ’ R ' 4
07:12:20,000 #
07:12;22.000 :H:

y
07:12:24.000
o
07:12:26,000 (1]
07:12:28.000 3
l

[dBFS @REW]

G Dt ko e s A

12,64 12,68 12,72 12,76 12.80 12.84

[MHz]
testsignald2.wav [Range: 12625.00 - 12874.94 kHz, Bandwidth: 250 kHz]

Figure 8: Wideband Signal in the Spectrogram
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4. Click <Find emissions> to grab a wideband classification snapshot, which will give you an overview of
the emissions from the wideband spectrum (for details, see chapter Emissions).

Views | Help Type Frequency  Bandwidth Distance (Shift/Tone/Ch) Symbolrate SNR
@ Channels Unknown 12625.6kHz  1331Hz 1068
IE? Emissions FSK2 12629.0 kHz 427 Hz 168.1Hz 99.9Bd 28dB
4 Frequencies PSK2A 12630.9kHz  183Hz 43.98d 2048
@ Blocked frequendies FSK2 12641.0 kHz 488 Hz 203.6 Hz 100.1Bd 32d8
3 ) FSK2 12654.1kHz 427 Hz 166.5 Hz 99.9 Bd 39dB
o Action editor
— STANAG 4285... 12668.3 kHz 3113Hz 2400.0 Bd 27dB
%] scheduler editor
Unknown 12678.1kHz 940 Hz 12dB
% Bulk File Processing
- FSK2 12684.0 kHz 427 Hz 212.4Hz 49.8 Bd 27dB
‘B Resources FSK2 12701.1kHz  1221Hz 881.7Hz 45.6Bd 4248
“@ RTLSDR Dongle Unknown 12713.0 kHz 366 Hz 11dB
[Ef] Results Fsk2 12721.0kHz  488Hz 198.5Hz  100.18d 2608
=ty et Fsk2 12730.0kHz 1160 Hz 840.9Hz  49.98d 38dB
m WB input(s) Unknown 12752.0 kHz 488 Hz 13dB
Unknown 12756.5 kHz 183 Hz 11dB
Missions [inactive] Unknown 12818.0 kHz 464 Hz 11dB
G Mission statistics [0 tasks, 0 actions] FSK2 12832.0 kHz 427 Hz 198.7 Hz 49.9 Bd 25dB
B0 Mission channels Fsk2 12851.0kHz ~ 488Hz 209.7Hz  99.98d 1848
< >
@ Perspective 4 o . Run wideband -
*] Find emissions S classification snapshot Clear all emissions
B8 Al signal inputs 4

s Filter & display jgptions
4 Task-based filter

Figure 9: Emissions View

5. From all found emissions, select Emissions Of Interest in the spectrogram or <Emissions> View and
assign those to the available narrowband channels (for details, see chapter Channels).

Use the context menu in the <Emissions> View to process an emission or simply drag and drop it into
the appropriate narrowband channel.

| E 99.5 Bd
ok Process with Channel 1 Ctrl+1 99.5 Bd
Fok] Process with Channel 2 Ctrl+2 Hz  100.0 Bd
FSk] Process with Channel 3 Ctrl+3 Hz  G50.0Bd
FSk Process with Channel 4 Ctrl+4 Hz  100.1Bd
5K Process with Channel 5 Hz  93.9Bd
FS TXR58. 0 Rz Hz 99,9 Bd

Figure 10: Context Menu in Emissions View

6. Use narrowband channels to process the Signal Of Interest: classify, recognize modem, decode content,
demodulate audio, etc. (for details,see chapter Channels).
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Channel 1
0 Wideband | 27 il [testfe.wav] [1of 4used] + 0ok | Do v Fou M n ~ Vo, (| Eol .| @ O e2IER

@ Classificaton result Fistory

4 [Moduation FSK (86%)
Wl |Symbolrate s0.318d

3 st
2
7006

Banduidth 625H
EYS 2d
Signal time 12.11.10 13:13:17

0.4170 0.4150 04150 0.4200
4z ALE400 vm b ©

= = =i \

Figure 11: Mode Selection in Narrowband Channels

7. In addition to this manual processing method, go2MONITOR can be parametrized to automate this
process, search for signals automatically and process them in different ways. For details, see chapter
Automatic Wideband Monitoring.

3.2. Interfaces

The below graphic shows all the input and output accepted by the go2MONITOR.

Dec Files
Bin Files
T~

—
STREAM 101 Files

goZMONITOR

Results

‘ ;

.

RX (RCM)

'ﬂ
'J

DAMA
AudiaFiles

STREAM

S0MO

Figure 12: go2MONITOR Interfaces
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3.3. Software Modules

WB files ar S = —' NBroceiver |l | NEfesor
streams R¥ contral . o sireams
‘ T T portirod

Monitoring Suite (Q.\ go2signals
[ ]

J—, WE IF Sfroam

l Signal detection J

[ WE classifier ] | WE-Racarding ]

= — |

Fil= storage |
)

A
Y
Control Interface

oy

[_ Databasa

GuUl — Core

| S R |

[N B:-Elasglﬂer‘ [NB-Ramrdlng][ Audia ‘

Muodkem daebaction

|'- Demeaulation
Decodding

Figure 13: Main Components Overview

The figure above shows how the different software modules are set up to work together.

3.4. Display

Signals are shown in two ways:

. The wideband spectrum displays the actual spectrum of the frequency range under obser-
vation.
. The wideband spectrogram shows the frequency occupation over a certain period (water-

fall, spectrogram).

The wideband spectrum and spectrogram provide several configuration options (for details, see chapter

Wideband Signal Input).

By using the spectrum or spectrogram views, the operator can select signals for further processing. For
each selected signal, a narrowband channel is extracted by using DDC algorithm.

The output of a DDC is assigned to a narrowband processing channel and the additional Channel view is

displayed.

Alternatively, the wideband classification results can be used to select Signals of Interest. Modulation,
bandwidth, symbol rate, shift and other parameters are displayed for all classified emissions within the

wideband frequency range.
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3.5. Narrowband Channel

A narrowband channel features a detailed display and processing results of the selected narrowband sig-
nal. The narrowband spectrum and spectrogram are configurable.

A narrowband channel provides different operating modes:

. Classification: The signal is continuously classified

. Decoding: The signal is decoded by using a manually selected modem

. Recognition and decoding: The signal will be decoded automatically by using a modem
list

. Classification, recognition and decoding: Suitable decoders will be automatically se-

lected depending on the classification result and the signal will be decoded if the matching
decoder has been found

Depending on the license, multiple narrowband processing channels can be used in parallel.

The display of the results is configurable using XSLT (Extensible Style sheet Language Transformation).

3.6. Signal Sources

This chapter gives an overview of the available signal input types for go2MONITOR.

3.6.1. Files
IQ IF-files (*.wav) can be recorded and played back directly in the main GUI. We recommend using recorded
files (provided by go2MONITOR) to get familiar with the software.

When the standard WAV format is used, 1-channel WAV files are interpreted as real signals and 2-channel
WAV files as complex signals. The following sample formats can be used:

. PCM 8/16/24/32 bit integer

o PCM 32 bit float, 64 bit double
. A-law

. p-law

. Blackbird TCI CAP format

Optionally, WAV files can contain additional signal information, e.g. frequency, time or used bandwidth in a
separate “custom chunk”. The format description of the “custom chunks” can be provided on request.

3.6.2. Wideband Recording Input

With this signal input, previously recorded signals can easily be made usable in the system. Signals
can then be processed both automatically and manually. This function is explained in chapter Wideband
Recording Input.
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3.6.3. Wideband Receivers
Wideband receivers can be used to provide signal input to all wideband components of the go2MONITOR,
e.g. wideband spectrogram in the GUI, wideband classification, etc.

Wideband receivers are internally controlled by the Receiver Control Module (RCM, “rcm.exe”) and config-
ured using the Receiver Configuration Tool (for details, see chapter Receiver Configuration).

Attention: Configurations where the same receiver is activated as a wideband and a narrowband receiver
at the same time may cause errors during go2MONITOR execution.

3.6.4. Narrowband Receivers

The narrowband receiver option enables the use of narrowband receivers as signal sources directly in nar-
rowband processing channels as handoff receivers (for details, see chapter Narrowband Receiver Control
Option (NRC)).

Narrowband receivers are also controlled by the RCM in a similar way as wideband receivers. The config-
uration may be edited using the Receiver Configuration Tool (for details, see chapter Receiver Configura-
tion).

Attention: Configurations where the same receiver is used as a wideband and a narrowband receiver at
the same time may cause errors and are not supported.

3.6.5. Streaming Signal Sources

Input signal can also be provided as a network stream (TCP or UDP) and used directly in wideband inputs
or in narrowband channels for processing.

In wideband inputs, streaming signals are used in the same way as wideband receivers to provide sig-
nal input to all wideband components of 2o2MONITOR, e.g. wideband spectrogram in the GUI, wideband
classification, etc.

In narrowband channels, streaming signal input is used in the same way as signals extracted from wide-
band input, and processed with the narrowband classifier or used for modem recognition and decoding.

The currently supported format is compatible with other PROCITEC products. Format description can be
provided on request from our support at service@procitec.com.

Additionally, the PXGF stream (compatible with GEW/Wavecom products) format can be used as stream
input in both wideband and narrowband scenarios. The software recognizes the format automatically
without the need for the user to switch between these formats.

Configuring streaming sources is different for wideband and narrowband inputs. For details about con-
figuring streaming sources in narrowband channels, see chapter Channels. For details about configuring
streaming sources for wideband inputs, see chapter Configuring Wideband Streaming Sources.
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3.7. Remote Control Interface

All go2MONITOR low-level functions (classification, demodulation, decoding, recording, receiver control,
etc.) can be accessed by using a comprehensive remote control interface. That way, go2MONITOR can be
used as a backend component in another system.

Developer documentation, libraries and test tools for this remote control interface are provided with a
separate package, RemoteControlAPI, which can be requested from your software vendor.

All functions accessible through remote control APl are located in backend components/processes and do
not need go2MONITOR GUI in order to work. go2MONITOR GUI itself is using the same interface in order
to communicate with the rest of the system. After starting the RemoteControlAPI functions can be used to
control the system directly.

For using g02MONITOR through remote control interface, the following guidelines should be applied:

* go2MONITOR GUI must not be combined with using backend functions from another system. That
would cause resource conflicts. To monitor the system during remote control operations, a separate
application is provided as a part of RemoteControl APl package.

¢ To start all backend components without GUI, use start_all.bat script file located in application in-
stallation directory. To close all applications, use kill_all.bat script file. After starting, use Remote-
ControlAPI functions to control the system directly.

* You can store your license file directly in the installation directory before the first system start

For further information, see RemoteControlAPI package.

3.8. Alerts

go2MONITOR uses an alert mechanism to report various signal- based events. These events can be trig-
gered by:

. Alert at Automatic Wideband Monitoring task execution
Alerts are defined in a task for different types. For Details, see chapter Alert on results.

. Alerts triggered from the “Alert on results” scheduler task
The scheduler task of the action type “Alert on results”, can trigger alerts by detecting
specific data in the result database (see chapter Description of the included action types).

. Alerts at channel search
The search can trigger alerts if the text in the search field appears in the decoder results
(see chapter Result Window Toolbar).

If an alert occurs, a popup hint is shown in the GUI. The hint disappears automatically after 60 s. It can be
closed by simply clicking on it with the mouse. The popup displays the following information:

. alert name (Scheduler task name or AMT task name)

. alert description (optional)

. frequency of the signal which triggered the alert (multiple frequencies possible for Sched-
uler alerts)

. time of alert triggering
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Figure 14: Alert Information

For system integrators, the possibility exists to display custom popups (based on python scripts) instead
the default one.

© 2023 PROCITEC GmbH 19 of 265



Monitoring Suite (..\ go2signals GO2MONITOR

4, Basics

4.1. Software Start

On computers running Windows®, launch the software either from the Start Menu or by double-clicking
the go2MONITOR program icon on the desktop. The main screen, spectrum and spectrogram will be dis-
played.

On computers running Linux®, the application can be launched from the application folder.

Whenever the application restarts, the settings that were used before the application was stopped are
re-applied.

The wideband spectrogram acts as a control center for the software. The operator can control the receiver,
select the sighals and perform further analyzes, such as classification or decoding on these signals, with
a simple double-click.

In Figure 15 the screen is divided into different areas:

. Menu bar with <File>, <Views> and <Help> menu options
. Control elements for the spectrogram and spectrum

. Spectrogram and spectrum

. Status bar at the bottom of the spectrogram

File Wiews Help
opadd channel  [EResults | g Channels  <ZEmissions  [[idFrequencies  (ByResources @ Missions inactive] @Mussmnmannals [Tperspective @Al signal inputs
1: File [_signal_130415_153058_ch1_L...  2:Mone

Sause chamnel @ Record  Input: | ) File v Prie ~ M ¢ ESEEEEEEE: s: cn1 Lwey [11:57:07)  Use bandwidth: | 100 % v Speed: | 1x | A B3 € |—Show fiequences — -
| 1 L £l ]

11:36:52.000 ¢ | 1 i
1 i 1

1, b
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{

¥

| i
11:36:54.000
11:36:56.000
11:36:58,000
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11:57:04.000
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3.8 3.9 4.0 4.1 4.2 4.3 4.4 4.5 4.6 4.7

[MHz]
_signal_130415_153058_ch1_l.wav [Range: 3738.00 - 476194 kHz, Bandwidth: 1024 kHz]

Figure 15: Main Screen with Spectrogram and Spectrum

The status bar text at the bottom of the spectrogram displays information about the status of the software.
If a receiver is connected, the settings of the receiver - including the frequency range, total bandwidth and
attenuation - are displayed.
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The functions of the above menus will be described in the next chapters.

4.2, File Menu

4.2.1. Load Channel Configuration

To load the settings of a previously stored channel configuration into go2MONITOR, go to <File><Load
channel configuration...>. The configuration file contains the information to set up all the channels and
their parameters, such as frequency, bandwidth, mode, etc.

* Avalid file name has to be entered to load the configuration

* The directory for the storage can be anywhere on the current computer or on the network

4.2.2. Save Channel Configuration

To store the current channel settings in a configuration file, go to <File><Save channel configuration...>.
This file contains all the parameters, which have been set up in the channels, such as center frequency,
bandwidth, mode, decoder list, etc.

* Avalid file name has be entered to save the configuration

* The directory for the storage can be on the local computer or on the network

Important: When the center frequency value assigned to a channel is outside of the wideband signal
range, the message “Frequency/Bandwidth out of range” will appear in the channel’s status bar.

4.2.3. Modem List Editor
4.2.3.1. Modems

A modem consists internally of a signal demodulator with its parameters (e.g. modulation type, symbol
rate, channel count, etc.) and a decoder which is producing the output and which can have modifiable
parameter values like alphabet type, decryption code or similar. The software installation includes a com-
prehensive set of preinstalled known modem descriptions (called “Modems”).

The exact number of preinstalled modems depends on the go2MONITOR license. These modems can be
used in different use cases throughout go2MONITOR, for example for manual recognition and decoding
in channels (see chapter Recognition + Decoding Mode) or for automated operations by using Automatic
Wideband Monitoring tasks (see chapter Automatic Wideband Monitoring), where they can detect the types
of intercepted emissions or decode there contents.

A completely new modem, including all demodulator settings and a custom decoder, can be created by
using go2DECODE product. See chapter FAQ / Troubleshooting for importing these new modems into
go2MONITOR.

To make the usage of modems for specific use cases easier or more efficient, modems are grouped into
modem selections called “modem lists”, based on different criteria, for example frequency ranges, signal
types, etc. These modem lists can be used in most use cases instead of selecting a single modem. Some
predefined modem lists are deployed with go2MONITOR, but users can also freely create own modem lists
by using the Modem List Editor (see chapter Modem List Editor Usage).

In order to use some modems optimally, they have to be parametrized firsts, for example by providing
them information about some dynamic emission property like alphabet type, network ID, decryption code
or similar.

© 2023 PROCITEC GmbH 21 of 265



Monitoring Suite (..\ go2signals GO2MONITOR
[ )

The value of the column Parameter indicates if a modem has modifiable parameters by “Yes” or “No”. If
the value is “Yes”, a tooltip shows a textual representation of the parameters if any (see Figure 16). The
modification of the parameters can be done by the modem editor (see chapter Modem Editor) which can
be opened by context menu or double-click (see Figure 18).

4.2.3.2. Modem List Editor Usage

To create and set up specific modem lists, go to <File><Modem list editor...>. A modem list is a list of
modems. In the Modem List Editor, modem lists can be viewed as groups of modems. These modem groups
can be used for task parameterization in the software.

In Figure 16 Air_Control_VHF is a modem list that groups multiple modems.

The Modem List Editor displays all the modems, which are available for the application and allows modem
lists to be created, deleted or copied. After selecting one or more modems from a list in the <Modem
list> combo-box, all modems belonging to that list will be assigned to a Modem list. Modems can be
added/removed by selecting/unselecting a checkbox next to the modem name.

A textual modem list description can be entered in the <Description> field. This description will be dis-
played next to the modem list name each time a modem list choice is displayed in other parts of the
software.

Modem list: | Air_Control_VHF v

Description: |Modems used by air traffic control in VHF frequency range

optenlist.. Bcopylist.. PDeletelist

Modem name Modulation Decoder Parameter Symbolrate Shift/Tone dist. Tone count  Channel cour Auto- Expected bar Min. ch. banc Offset nomin Freq. ranges Description ~

ACARS VHF MSK acars_dec.pkg No 2400 Bd Yes 10800 Hz 13200 Hz 1800 Hz 129.0MHz - 137.0MHz

O AlS GMSK AIS No 9600 Bd Yes 14400 Hz 19200 Hz 162.0MHz - 162.0MHz

[0  Alcatel 801H Coquelet 8 Alcatel 801H_ o Yes 850 Hz 1520 Hz 3.0MHz - 30.0MHz detection only
O ALE 2G Multitone FSK8  ale2g_dec.pkg No 125 Bd 250 Hz g8 8 Yes 1938 Hz 2500 Hz 1625 Hz 2.0MHz - 30.0MHz

O ALE 3G Unknown ale3g Yes Yes 3240 Hz 4800 Hz 1800 Hz 2.0MHz - 30.0MHz ALE 3G with e
[0  ALE-400 Multitone FSK8  ale2g_dec.pkg o 51 Bd 50 Hz 8 8 Yes 425Hz 500 Hz 1625 Hz 2 ranges

O aus FSK2 disc. alis_dec.pkg Yes 229 Bd 170 Hz Yes 405 Hz 495 Hz 2 ranges

O Multitone FSK8  alis2 No 241 Bd 241 Hz g8 8 Yes 2047 Hz 2408 Hz 843 Hz 2 ranges

o . FSK2 disc. alis_dec.pkg Yes 229 Bd 170 Hz Yes 405 Hz 495 Hz 2 ranges

O APCO-25 FSK4 disc. apco25 3500 Hz Yes 9350 Hz 14025 Hz 2 ranges

[0  APCO-25 Phase2 Downlink DPSK4 AJB apco25_p2 Yes 7200 Hz 12000 Hz 2 ranges

O ARQ6-90 FSK2 matched arg_6-90_98 400 Hz Yes 600 Hz 800 Hz 3.0MHz - 30.0MHz

[0 ARQ698 FSK2 disc. arq_6-90_98 170 Hz Yes 465 Hz 465 Hz 3.0MHz - 30.0MHz

[J  ARQ-E Cyc4 85.78d 170Hz FSK2 matched  arg_e_cyct 170 Hz Yes 256 Hz 341 Hz 3.0MHz - 30.0MHz

[0  ARQ-E Cyc8 185Bd 370Hz FSK2 matched  arg_e_cyc8 370 Hz Yes 555 Hz 740 Hz 3.0MHz - 30.0MHz

[]  ARQ-E CycS 96Bd 192Hz FSK2 matched  arg_e_cyc8 192 Hz Yes 288 Hz 384 Hz 3.0MHz - 30.0MHz

[]  ARQ-E3 1008d 400Hz FSK2 matched  arq_e3_cyc8 400 Hz Yes 500 Hz 600 Hz 3.0MHz - 30.0MHz

]  ARQ-E3 1008d 850Hz FSK2 matched  arq_e3_cyc8 850 Hz Yes 950 Hz 1050 Hz 3.0MHz - 30.0MHz v
< >
[ Use this list as a source for automatic modem filtering instead of “All modems™ list
[ Use this list in Classification-+Recognition +Decoding mode if modulation has not been recognized for | 305 =

Select al Unselectall | Show list members only oK Cancel

Figure 16: Modem List Editor

Begin the creation of a new modem list by entering a name and
description and then select the available modems required in the
) new list. Close the dialog by clicking on the <OK> button to per-
L'FNEW list... ; )
sistently store the newly created list.
This function is useful to generate lists depending on the actual
Mission tasking or frequency ranges.

A copy of the current list is created. The new list name has to be

a Copy list... entered.

xDelete list Deletes the current list with user confirmation
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<Use this list as a source for au- | The list designated by this option replaces the default “All mo-
tomatic modem filtering instead | dems” list, which will be used for modem filtering purpose on
of the “All modems” list> classification results. For example, the selection of a list hold-
ing only HF modems when working in the same frequency range
would avoid the faulty matching of VHF modems contained in the
“All modems” list.

<Use this list in Classification + | The list identified by this selection is utilized for modem recogni-
Recognition Decoding mode if tion and decoding when the classification has not recognized the
modulation has not been recog- | sighal modulation for a specified period of time

nized for 5 * >

<Select all> Select all modems in the list

<Unselect all> Unselect all modems in the list

<Show list members only> Show only selected modems in the list

<OK> Saves all changes and closes the dialog
<Cancel> Closes the dialog without saving the changes

Table 3: Modem List Editor Functions

Important: A single list may not contain more than 200 modems if it will be used for “Recognition + De-
coding” in a narrowband channel.

4.2.3.3. Modem Editor

This dialog enables the user to modify certain decoder properties of a modem. If these modem properties
are changed for one of the preinstalled modems, those will be used only temporarily, until go2MONITOR is
closed. After the next start of go2MONITOR, all modem settings for preinstalled modems will be reset to
defaults.

If the user wants to save some modem changes (decoder parameters) permanently, a new modem has to
be created as a copy of an existing modem. For some modems with parameters, changed copies can be
saved as user modem. Such a modem is regarded as “user modem”. Its properties can freely be changed
and saved permanently. Also, unlike preinstalled modems, user modems can be permanently deleted.

Preinstalled system modems with no modifiable parameters can only be temporarily removed by context
menu until system restart (see Figure 17).

Temporary delete modem until system restart

Figure 17: Modem context menu delete

If the modem has modifiable parameters a modem editor dialog shown in Figure 18 can be opened to
change parameter values or create a modified copy of the modem by context menu.
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Yes 729 Rd 170 Hr
............. N[ it modem..

Ve Copy modem...

Mi Temporary delete modem until system restart

Mi Delete modem permanent

Figure 18: Modem context menu

If you simply double click on a modifiable modem the modem editor dialog will open in modification mode.
The list and graphical representation of modifiable parameters depends on the modem (see Figure 19).

A modem can also contain parameters stored in a table. For some modems those tables can be edited.
Use <CTRL + RETURN> for adding a row right under the row which contains the currently selected cell.
Use <CTRL + DELETE> for deleting the row which contains the currently selected cell. It is also possible
to completely replace the current contents of a table from the clipboard. A right click on table opens a
context menu. The number of columns has to match for this to work. The current table can also be copied
to the clipboard using this context menu.

Modem parameters

ignore wrong CR.C
reset alphabet level (ITAZ) W
after each burst

Store oplions
[] Temporary change until system restart

Reset Cancel

Figure 19: Modem Editor

See chapter Decoder Data Sheets for details of the modifiable parameters.

If you are in copy mode, you have to enter a unique modem name after pressing the <Save> button to
store the parameter modifications as a new modem (see Figure 20).

Modem name

|;5.LIS_|:|'|angEd |

Cance

Figure 20: Modem Editor copy

Pressing <Reset> button in Figure 19 resets the modem parameters to the values before opening the

modem editor dialog. Pressing <Cancel> button will close the modem editor dialog without saving any
changes.

With the checkbox <Temporary change until system restart> you can decide whether you want to store
your modification permanent or only until system restart. This option can only be changed for copied
user modems. Preinstalled system modems can only be changed until system restart and the checkbox is
checked and disabled.
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If modem parameters for a certain modem are changed (preinstalled or user modem), these changes will
affect all active or future operations in the system which use that modem, for example channel processing

or the next action of an Automatic Wideband Monitoring task.

If copies of preinstalled modems are created in order to use them with different specific decoder parame-
ters, care has to be taken that they are not used at the same time (in the same modem list) for parametriz-
ing recognition and production in one task (in channels or in Automatic Wideband Monitoring), as these
modems differ only in terms of decoder parameters, their recognition part is identical.

This will cause the recognition to become indeterministic, i.e. which one of these modems will be recog-
nized does not depend on the signal. Typically, if one user modem with specific parameters should be used,
it should be applied to a channel where a list containing that modem only will be used (Recognition and
Decoding mode), or that single modem will be selected for Decoding only.

4.2.4. Restore Default Modem Lists

If any predefined modem lists are changed and saved by mistake, their original content can be restored
using the <File><Restore default modem lists> menu option. The content of all predefined modem lists

will be restored. The content of user-defined modem lists will not be changed.

4.2.5. System Position

To set the current geographical position of the system, go to the <File><System position...> menu entry.
All results produced in the future will include this position information. The selection of the system position
is accomplished by using a map. The map can be moved with the mouse cursor and zoomed with the mouse
wheel. If <Ctrl> is pressed and held, the cursor shape will change to a cross cursor. The system position
can be set by clicking on the desired place on the map. To delete the system position, click <Clear>.
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Figure 21: Definition of the System Position
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The currently set system position is represented by a blue marker on the map. The latitude and longitude of
this position are also displayed in the status bar of the main window. This position information is specified
in angular minutes.

System position: +08% 40,403 lon +38% 52.920' lat

Figure 22: Display of the Set System position on the Status Bar

4.2.5.1. Retrieving System Position from External GPS-Receivers

go2MONITOR also provides generic capabilities for retrieving position information automatically from
some external GPS receivers.

For this purpose, integrators can develop their own plugins to retrieve the position information. The stan-
dard go2MONITOR installation includes the implementation of a plugin, which is able to retrieve the posi-
tion information from most NMEA 0183-compatible GPS receivers connected to the serial, USB or TCP port
(“gpsplugin.dll” on Windows® or “gpsplugin.so” on Linux®).

In order to set up the connection with the GPS receiver, some changes have to be made manually in the
“gpsplugin.dil.settings” on Windows® or “gpsplugin.so.settings” on Linux® file in the go2MONITOR instal-
lation directory. The first row in this file must contain the type of the input: “SERIAL” (for serial/USB) or
“TCP”.

For “SERIAL” type, the second row must contain the name of the COM port to which the GPS receiver
is connected (for example COM1 or COM6). The third row must contain the baudrate used by the GPS
receiver. This information can be found in the documentation of the GPS receiver.

For “TCP” type, the second row must contain the IP-Address of the TCP server delivering GPS information
(for example 192.168.0.7). The third row must contain TCP port for the connection.

If the settings are correct, a new position will be retrieved from the GPS receiver in 10-seconds intervals.

Once a position has been retrieved, it will be retained even if the GPS receiver stops delivering it. The cur-
rent position can always be reset/cleared manually from the <System Position> dialog described above.
Also, a position retrieved from the GPS receiver will always overwrite any position manually set from the
<System Position> dialog.

Note: If an integrated plugin cannot retrieve the position from certain GPS receivers, an integrator can also
develop its own, device-specific, plugin in the form of a dynamically linked library. For technical details and
interface description, contact your software vendor.

4.2.6. Antennas

g02MONITOR provides functions for handling information about antennas used in the system and assign-
ing the antennas to wideband inputs (see chapter Signal Source Antenna Selection). Antenna can be as-
signed to any wideband input (receiver, stream, file). All results generated from that input will contain the
corresponding antenna information. This enables the antenna-based result filtering in ResultViewer.

In addition, the antennas can be used for the definition of triggers in Automatic Wideband Monitoring (see
chapter Trigger by Antenna), as well as specifying antennas for fixed frequencies (see chapter Antenna
selection in Fixed-frequency tasks).

Assigning antenna to a wideband input does not imply any control of an external device (e.g. antenna
switches or receiver inputs). Physical connection between the receiver and the antenna must be estab-
lished outside of g02MONITOR.
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4.2.6.1. Antennas Editor

After selecting <File/Antennas...> menu option, Antennas editor dialog will be opened. It can be used
to add, modify and delete antenna information. If no antennas are configured in the system, the GUI ele-
ments for antenna selection (see Signal Source Antenna Selection, Antenna selection in Fixed-frequency
tasks) will not be visible. If antennas are deleted or renamed, the antenna information in tasks with fixed
frequencies will be automatically updated. In search tasks, the antennas entries will not be automatically
updated and will have to be changed manually.

i X

Maae Description
Antenna 2 Description antenna 2
Antenna 3 Description antenna 3

Figure 23: Antenna editor

4.2.7. Content Matching

The content matching allows to search decoder results for specified patterns. These can be used by Au-
tomatic Wideband Monitoring tasks to automatically search and recognize patterns in decoder results.
These recognitions can be displayed in results or in task overview (see chapter Displaying content match-
ing results).

4.2.7.1. Editor

The editor allows to manage multiple content matching lists, where each can contain multiple patterns for
content detection. Lists and patterns can be added and deleted. A double click allows editing of list or
pattern names.

Each list can be activated or not activated under <Properties>. An activated list allows searching for
contents for this list. Furthermore, it can be specified whether an alarm should be triggered when the
pattern is recognized (see Configuring content matching).

A display color can be assigned to the lists. Clicking on the color field opens the color selection dialog for
selecting a color. The color is used in the Content view from Result detail (see Displaying content matching
results).

A pattern can be a regular expression. The regular expressions can be tested by selecting the pattern
and entering a text under <Test selected pattern>. Some examples are given in the Regular Expressions
Examples chapter.
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Lists Properties
dk| 3¢ Active [ ] Alert
Content detection list 1 Name |C0ntent detection list 1 |
Content detection list 3 olor
Pattern
MyPattern 9k
Test selected pattern
Input
Text with MyPattern
Result
Text with MyPattern
oK Cancel Apply

Figure 24: Content matching editor

Selecting <Apply> applies the changes, <OK> applies the changes and closes the editor, <Cancel> closes
the editor without applying the changes.

4.2.7.2. Configuring content matching

To activate the content matching functionality for specific task, the content matching lists must be spec-
ified in the Automatic Wideband Monitoring Wizard (see chapter Creating and Editing Tasks) at Advanced
Settings for End Trigger. It is possible to select several lists for a task.

Searching for the patterns is done whenever a new decoder result file has been writtten (.dec file). This
always takes place with a slight delay in relation to the actual production of the results (up to 5 minutes).
A result can contain several decoder result files. Recognition results are stored into the production result
(see detail view of result viewer (chapter Result Window Toolbar). Changes in the content matching lists
only affect future results. A repeated search for patterns in old results is not possible.

4.2.7.3. Displaying content matching results

The names of recognized lists in one result are added in its <Content match> column (semicolon-separated
in case of multiple list matches). This column is visible in the ResultViewer (see Figure 25).

In case of a match in one of alert lists, the <Content alert> flag will also be set. In that case, this flag will
be displayed in Result Viewer as orange field with white "X" on it.
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[ Table view Time/Frequency view

Task Antenna Type(color) Type Content alert Conten\t/match Fre
1 HF Test _ Content production 1957
2 HFTest _ Content production — keywordlistl; keywordlist2 19711
3 HFTest _ Content production 1957:

Figure 25: Show content matching in ResultViewer table

The flag can be reset in the <Remove Flag> context menu and then by selecting the <Content Alert> flag.
The flag is set again the next time content is successfully recognized.

In the task overview an alert is also visible in the column <Content alert>.

Task overview

Tasks
2|[@] | ||E mimerange: [06.10.2022 00:00:00

Task Content alert

HF Test — Continuous

Figure 26: Alerts in task overview

The flag can be reset in the <Reset content alert> context menu.

The matching contents are displayed in the Result detail, Content view (see chapter Result Window Tool-
bar) from the ResultViewer. Select “ContentMatch” in the selection menu for showing the matching text.

All{outt) v | &8 [
All{outl) ~
All{out1-4) FCX
All{out2) FOX
All{out3) FCX
All{out4

m ) - +<WR
Errors

Files

Hex

Motifications v WH FOX

Figure 27: Select ContentMatch

With this selection, the results in the window are displayed in the colors specified in the content detection
list.
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Content -]
Decoded text
E;; 08:59:27 - 09:04:27 [300.1s], 20221010.085926.0986_100527_1.dec ~
=| 00:04:27 - 09:00:27 [300.0s], 20221010.000427.0211_100527_2.dec
=1 09:09:27 - 09:14:27 [300.0s], 20221010.090927.0388 100527 3.dec v
ContentMatch ~ | &8 [ [ B ==
23 P P TT oTIL : =T T p==y T=o E =4 O = T A

THE QUICE BROWN FOX JU

5 OVER THE LAZY

THE QUICE BROWN FOX

THE LAZY

THE QUICE BROWH FOX

THE LAZY

THE QUICE BROWN FOX
THE QUICEK BROWN FOX

THE LAZY
THE LAZY

THE QUICE BROWN FOX

floroaa

S OVER THEZVIMXLIRUDEEREH

DOG. 01234567839
DOG. 0123456789
DOG. 0123456789
DOG. 0123456789
DOG. 0123456789

Figure 28: Show detected content

In case of multiple overlapping matches, the color will match the first recognized pattern, so that other
matches will be possibly invisible. Overlapping matches will be displayed underlined, as a warning that

some information may be hidden.

In the Scheduler, the <Content Alert> flag can be used in the <Alarm on Results> action to generate an
alert (see action Alert on results). However, the alarm is output with some delay, since the decoder result
file has to be written first and then the scheduler has to be executed once.

4.2.7.4. Regular Expressions Examples

The recognized characters are shown in red.

A>(-

id: [A-Z]{1,3}[0-9]{1,5}

[\.0-9]{6} [kK]Hz

A[A-Z0-9]{1,3}|D[A-Z0-9]{1,4}

AABA

ABC id: DE1234 XYZ

xx1234.6 kHzxx

ABCDE
DEFGHI

AABA
more recognitions with same pattern

ABC id: DE1234 XYZ
id with digits and numbers

xx1234.6 kHzxx
recognize frequency

ABCDE
DEFGHI
A with max 4 chars, D with max 5 chars

4.2.8. Shortcuts

Table 4: Regular Expression Examples

Several options in go2MONITOR provide keyboard shortcuts, such as opening different views in the main
window (e.g. bulk file processing), or the execution of the <Apply filter> in the ResultViewer. These short-
cuts can be assigned and deleted with a shortcut edit dialog via <File><Shortcuts>.
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Ty Shortcuts *
Main Window | |Filter
Action Assigned shortcut Window
¥ Channel
Use channel Main Window
v Classification
Allinputs Ctrl+5hift+a Main Window
Clear dassification results Ctrl+Shift+X Main Window
Find emissions Ctrl4Shift+F Main Window
¥ Help
Decoder data sheets. .. Main Window
Decoder list... Main Window
User manual... F1 Main Window
~ Marrowband channel
Process with Channel 1 Ctrl+1 Main Window
Process with Channel 2 Ctrl+2 Main Window
Process with Channel 3 Main Window
Process with Channel 4 Main Window
Process with Channel 5 Main Window
Process with Channel 6 Main Window
Process with Channel 7 Main Window
Process with Channel 8 Main Window
¥ \Views
Action editor Ctrl+D Main Window
Blocked frequencies Ctrl+8 Main Window
Bulk File Processing Ctrl+p Main Window
Channels Ctrl-+N Main Window
Ermissions Ctrl+E Main Window
Frequencies Cirl+Y Main Window
Missions Ctrl+ Main Window
Resources Ctrl+0 Main Window
Results Ctrl+M Main Window
Scheduler Ctrl45 Main Window
5 Reset to default

Figure 29: Shortcut Edit Dialog

The <Shortcuts> dialog shows all actions with assignable shortcuts. Actions and their shortcuts are
grouped in the respective window they are being active. The choice for window grouping is selected in
the top left corner of <Shortcuts> dialog. Possible values are:

. ALL
o Main Window
o Result Viewer

Only actions and shortcuts within the chosen window will be visible in the dialog. Actions and shortcuts
in that window are themselves grouped by the context they are running in, e.g. “Narrowband channel” or
“Views” in Main Window (see above). By double-clicking on the context name, the context can be expended
or contracted.

Note:

A shortcut may be assigned only once within one window scope, but multiple times across different window
scopes.

The action can be searched by name from the <Filter> text box.

To assign a shortcut, double-click on the shortcut name or the column next to it. A dialog as seen in
Figure 30 will be displayed.
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Please press the desired key combination:

Figure 30: Assignment of a Shortcut

If the shortcut is already taken by another action, you will receive a warning next to the <OK> button, as
seen in Figure 31.

Flease press the desired key combination:

Cirl+]|
Already used by:

Interesting =

Figure 31: Already Used Shortcut

If the entered shortcut is valid, the <OK> button will be enabled. Apply your choice by clicking <OK> or
undo any changes by clicking <Cancel>.

To delete an already assigned shortcut, click the button with the <Rubber> icon next to the text edit
field.

If a frequently used shortcut is about to be assigned, a warning will be displayed as follows:

v Assign shortcut >

Please press the desired key combination:

|Reb.|rn| | F

Cancel

Return is is a frequently used shortcut.
It is strongly recommended to select another shortcut.

Figure 32: Warning for frequently used shortcuts

It is possible the undo all assignments by clicking on the <Reset to default> button. Be aware that this
step cannot be undone; all assigned shortcuts will be lost and must be reassigned again.

4.2.8.0.1. Cached Shortcuts

If your system has the interactive actions feature (optional), actions may be added and deleted dynam-
ically (see chapter Scheduling Administration with Action Editor (option). If a shortcut is assigned to an
interactive action which does not exist anymore, the action is displayed in red italics in the <Shortcuts>
dialog (see Figure 33).

If the action is added again, the last assigned shortcut will be automatically be assigned to the action
(caching).

A cached item can be deleted by selecting an item, opening the context menu with a right-click and then
selecting <Delete cached entry>.
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Action Assigned shortout 4

Process
Processed
Protected
Should comment
Verified
Verify
4 Delete on selection x Delete cached entry
Delsfe results Daf
4 Export on filter results
Standard export
4 Export on selection
Standard export
4 Export on single selection
Standard export
4 Freguency range
HF (3-30 MHZ)
LF {30-300 kHz)
MF (300-3000 kHz)
UHF (300-3000 MHz) -

[@. Reset to default

m

Figure 33: Cached Actions

4.2.9. Wideband Receiver Configuration

To configure wideband receivers, go to <File><Wideband receiver configuration...> (for details, see chap-
ter Receiver Configuration).

4.2.9.1. Starting the Receiver Configuration Tool

Receiver Configuration is a standalone tool and can be started directly from the menu bar within the ap-
plication. For configuring narrowband receivers, the same tool will be used.

The Receiver Configuration Tool requires the main application to be closed. When the Receiver Configura-
tion tool is opened, a dialog box will prompt the user to close the main application.

Alternatively, the Receiver Configuration Tool can be started from the app’s installation directory:

o Windows®

using the batch file ReceiverConfiguration_wb.bat

o Linux®

using the shell script file ReceiverConfiguration_wb.sh

The wideband Receiver Configuration Tool can also be opened from the <Start Menu> under Windows®.

4.2.10. Narrowband Receiver Configuration

To configure narrowband receivers, go to <File><Narrowband receiver configuration...>. Narrowband
receivers can be configured in a similar way as wideband receivers (for details, see chapter Receiver Con-
figuration). The configuration of narrowband receivers is available with the licensing option Narrowband
Receiver Control Option (NRC) only.
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4.2.11. Import Signal File

To import an externally created signal file (complex WAV files are supported) into go2MONITOR results
storage, go to <File><Import signal file...> (for details, see chapter Results).

After selecting this menu item, the user can select one or more WAV signal files to be imported. If multiple
files are selected, each of the files will be imported as a separate result.

Since the import process can take a while, it is performed in the background. When the process is complete,
a popup is displayed describing, which file has been imported and which target directory has been used as
the destination. Any errors during the process will be shown in the same popup. The popup can be removed
by clicking on it. It will become visible again only if there is new information about the import.

Signal file impaort for 1 file(s) runs in the background. ..

File imported: E:/RESULTS 20180514, 140230/ 100477/
hfdl.waw

Figure 34: Signal Import Feedback
After the import, these files can be used in the ResultViewer in the same way as if they were created with

go2MONITOR. All imported files can be found in the ResultViewer as results of the Narrowband recording
type. In the Source field, all imported results will have the following content: “[Import: <filename>]".

[ Table view | [Z5] Time/Frequency view 4 | signal g
S 14:30:00 - 19:33:20 [200.0g], hfdl.wav
5 result(s) ]
2e(col Status Source Task Transmission type FHS3 hop bandwidth
- y - e
1l Fshed Om DN L
2 Finished [Import:hfd.wav][]
14:30:00.000
-
|
14:30:05,000
< I r
¥ Advanced sorting [ Last change ] |
Find matching recording [] Show other results: |MB-Recording, Modem

Figure 35: Imported Signal File in the ResultViewer

The signal time will be retrieved from the file itself if a compatible “custom chunk” in the WAV file exists.
Otherwise, a file creation date and time will be used. If frequency information in the “custom chunk” is
missing, a frequency of -1.0 Hz will be used.
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4.2.12. Settings

To configure general settings and those related to result storage options, go to <File><Settings...>.

4.2.12.1. General Settings

@ settings *

General = Result Storage
GUI

Show text next to icons in main toolbar

Channels

Default configuration for new channels: |default >~

Channel raster when moving channels per mouse 100.00 Hz '3

Channel is allowed to stop automatic operations to get its resources
Auto search bandwidth in Classification+Recognition+Decoding mode
Channels font
Decoder results font: (Courier wew, =) E
)

Status bar font: [MS Shell Dig 2, 8]

Channel markers

Color: Line width: Single v

Frequency display

Unit: 'MHz - | Decimal places:

(Changes will apply after restart)
Modems

[ Exclude modem if its frequency range does not match the input signal frequency
(Changes apply to new narrowband channels only)

Map

Map server address |Provide an URL or leave it blank for local data.

OK Set defaults
Figure 36: General Window
GUI <Show text next to icons | If enabled, text explaining the function of each icon
in main toolbar> is displayed on the toolbar
Channels Default configuration for Select the default configuration to be used if a
new channels new channel is opened. The configuration includes
its functional and visual settings, refer to chapter
Channels.
<Channel raster when Grid used if a channel gets selected by a double-
moving channels per click or by moving the center line in the spectro-
mouse> gram of the wideband signal
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<Channel is allowed Manual channels will stop Automatic Wideband
to stop automatic Monitoring actions running in background in order
operations to get its to acquire its resources if needed.

resources>

Auto search bandwidth in Percentage of the configured channel bandwidth in
Classification + Recogn- which the automatic signal processing takes place.
ition Decoding mode

Channels font Decoder results font Select the font used for the text output. Reset font
to the default font by using button.

Status bar font Select the font used for the status bar text display.
Reset font to the default font by using button.

Channel markers | Color Select the color used to mark the channel in the
spectrogram
Line width Select between single, double or triple width of the

lines used to mark the channel in the spectrogram

Frequency Unit Select the unit used to display or enter frequencies
display (For frequency input fields the unit can be adapted
afterwards.)

Decimal places Select the number of decimal places used to dis-
play or enter frequencies (For some frequency in-
put fields the number of decimal places can be
adapted afterwards.)

Modems <Exclude modem if its Any modem whose assigned frequency range (re-
frequency range does fer to chapter Modem List Editor Usage) is outside
not match the input the frequency of the input signal will be excluded
signal frequency> from the signal processing. This setting is dis-

played in application’s status bar.

Map Checkbox behind map The map functionality is activated.

Using the map functionality can increase user
speed influence. If maps are not needed, you can
generally switch this off here.

<Map server address> Provide an URL for a map server or leave it blank
for local data. Only map servers without LTS (no
https) are supported.
http://c.tile.openstreetmap.org/
http://a.tile.openstreetmap.fr/osmfr/
http://c.tile.opencyclemap.org/cycle/

Buttons <OK> Accept all modifications and close the window.
Closing the window using the “X” in the window ti-
tle rejects the modifications.

<Set defaults> Restore default settings

Table 5: General Settings Functions
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4.2.12.2. Results Storage Settings

The settings on this tab control how the results are stored into the database and in the result file storage.
Please note that this tab is visible only in the desktop configuration where this GUIl is also used to start and
stop the system. If the system is running in the background, independently of the GUI, these settings will
have to be performed in the SystemConfiguration.xml file. Please contact us for further information.

General  Result Storage

Delete results automatically

Delete non-archived results after: 7 D . days
Delete archived results after: 10 2 | days
Delete results if free storage space is less than: 2% |5

(] split WB recordings in results of this length: 10 min -

Store in database:

Production Classification M Recordings

Delete all data from storage: Delete all

Figure 37: Results Storage Settings Window

Delete result automati-
cally

Delete results if free stor-
age space is less than

Split WB Recordings in re-
sults of this length

If this option is turned on, old results will be deleted automatically based
on user-defined age thresholds. Automatic deletion is always based on the
age of a result. Actual signal time is of no importance, only the UTC time
of the result insertion into the database is relevant. There are two result
categories for which the age threshold for deletion can be defined:

* non-archived results (result flag “Archived” not set)
* archived results (result flag “Archived” set)

For more details about result flags, see ResultViewer

Age threshold is always defined as a number of days since the result was
inserted into the database. The threshold for non-archived results must
always be less or equal as the threshold for other archived results.

If this option is turned off, the results will be automatically deleted
only if the amount of free space of the hard-disk falls below the specified
value (the value can be changed by using a separate option below).

This settings controls when the storage will be regarded as almost full and
automatic deletion of the oldest data will begin. The settings are specified
in percent of the free space on the corresponding drive. Default value is 2
%.

This setting controls if and how the system should split long wideband
recordings. If automatic splitting has been turned on, each wideband
recording will be automatically split in multiple separate results, based on
the duration parameter.

© 2023 PROCITEC GmbH
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Store in database

Delete all data from stor-
age

<OK>

<Set defaults>

This option determines, which result classes will be stored in the database
(<Production>, <Classification>, <Recordings>). It can be used to reduce
the amount of stored data, i.e. database size.

This function can be used to delete all stored results (database and files).
This operation cannot be undone or canceled. The deletion runs in the
background and can last several minutes depending on the amount of
stored data. It is not recommended to use the software to create new re-
sults during the deletion process.

Accept all modifications and close the window. Closing the window using
the “X” in the window title has the same effect as pressing <OK>.

Restore default settings

4.2.13. Exit

Table 6: Results Storage Settings Functions

Close the application and store all settings.

4.3. Views Menu

From the <Views> menu, different views can be opened.
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Views Help

f{?‘ Channels Cirl+M

w# Emissions Ctrl+E

ﬁ Frequencies Ctrl+Y

@ Blocked frequencies Ctrl+B
& Action editor Ctrl+D
i_’3| Scheduler Ctrl+5

% Bulk File Processing Ctrl+P

'} Resources Ctrl+0

U Results Cirl+M

i Scripting editor

Il wE input{s)

E Missions [inactive] Ctrl+
H Task overview

Task Channel Watch

Perspective »

)

All signal inputs L

Figure 38: Main Menu - Views

All views can be docked to the main window or undocked into a single window, either by drag-and-drop or
by double-clicking with the left mouse button on the view’s title bar. For example, in a two-monitor system
the <Channels> window displaying 1, 4 or 8 channels can be moved to a second monitor.

4.3.1. Channels

This view displays the <Channels> window for narrowband classification, recognition and decoding of
signals (for details, see chapter Channels).

4.3.2. Emissions

This view displays the Control and Result window for wideband classification (for details, see chapter
Emissions).
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4.3.3. Frequencies

This view displays the <Frequencies> window (for details, see chapter Frequencies).

4.3.4. Blocked Frequencies

This view displays the <Blocked frequencies> window (for details, see chapter Blocked Frequencies Win-
dow).

4.3.5. Action Editor

The <Action editor> is the GUI for managing scheduling actions, which can be used later in the Scheduler
Editor to create scheduling items (for details, see chapter Scheduling Administration with Action Editor
(option)).

4.3.6. Scheduler

The <Scheduler> is the GUI for managing scheduling items (for details, see chapter Scheduler).

4.3.7. Bulk file processing

This view provides functions for automated processing of signal files by using available GUI channels. For
details, see chapter Bulk file processing.

4.3.8. Resources

This view provides a graphical display of the actual product configuration and the status. The actual set
of included components depends on the configuration and on the license.
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GO2MONITOR
Resource Status
v [P system Q08
> (P Bearing Provider @00
> (# Client connections o0&
> (' Demodulation/Decoding @O
> Pm File [2022-10-04 06-55-.. @O
v B NB Server QO
Channels | 0f16 ]
CPU | 0 % |
Freguency range 422,4904 MHz - 422,5336 MHz
D 401
Location Local computer
Mermary 197 MB
Status 0K
Version 23.1.0
v B NB server 00
Channels F 116
CPU 0 % )
Freguency range 12,6979 MHz - 12,8021 MHz
D 402
Location Local computer
Mermary 194 MBE
Status Ok
Version 23.1.0
> (P ProSys Controller QO
> [ Result Post-Processor QO
» ﬂl Result Storage [ Slale]
> (B Scripting Scheduler Q08
> (B signal Extraction Server  @@O@
> (B system controller o0&
» @y Test Receiver QOe
> @y TestReceiver (2) QoG
> (B wideband Classification ~ ©@@©@
» ﬂl Wideband Classification DO
B [?F_']' Wideband Recording Input ©&&
S [__Fj Wideband Recording Input @@
Event Log
[15:35:40] SIGMAL ALERT: Text 'Malta’ found in Channel 1 result (Globe Wireless
FSK 100Bd 12.7212MHz )
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The overall system status and component status is displayed in the form of icons with following states:
« @@@ Working state, everything is okay

e @O@® The system or component is in initialization or transition state, e.g. waiting for an input signal
or some other requirement

« @@® The component/system is stopped or has reported an error

If applicable for a specific component, this view will show the current resource usage of the component,
e.g. number of total/used channels.

If there are any problems during normal usage of the product, the <Resources> view should be opened
to investigate the system status. Any information about errors can be useful when contacting support
address the problem.

The default resource display shows all items in the collapsed state, i.e. only the name of the component
and its status are visible. To see all information, the <Expand all items> context menu option provides
more details.

The last error message from a specific component will be displayed as a Last error item in its tree view
status field and include error code, error description and error time. If needed, all Last error information
from all components can be removed using the <Remove all “Last error” information> context menu
option.

In addition, important events (e.g. Alerts) or critical errors (e.g. licensing problems) are displayed in the
Event Log at the bottom of the view. For each event or error, the time and all available informations are
logged. Errors are displayed in red and events in blue font color. Event Log can be cleared by using its
context menu.

4.3.9. Results

Displays the <Result> window (for details, see chapter Results).

4.3.10. Scripting Editor

Optional (for details, see chapter GUI Scripting Option).

4.3.11. WB input(s)

This menu option switches the view with wideband inputs on/off. All wideband inputs are always switched
on or off. Note that switching wideband input view off and then on will reset its appearance to the standard
layout. The previously layout is not saved (for details, see chapter Wideband Signal Input).

4.3.12. Missions

This view displays all Missions for Automatic Wideband Monitoring (for details, see chapter Automatic
Wideband Monitoring).

4.3.13. Task Overview

This view displays tasks and channels triggered from Automatic Monitoring (for details, see chapter Task
Overview).
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4.3.14. Task channel watch

Task channel watch displays channels and their states for the currently active Automatic Wideband Moni-
toring Mission (for details, see chapter Task channel watch).

4.3.15. Perspective

Provides functions for either saving the current GUI layout to a file or deleting the previously saved layout
file (for details, see chapter GUI Layout Perspective).

4.3.16. All Signal Inputs

This menu entry contains entries to be applied to all available signal inputs at the same time (for details,
see chapter Functions Applicable to All Signal Inputs). This menu item is only available with the Multiple
Wideband Signal Inputs licensing option.

4.4. Help Menu

4.4.1. User Manual

Shows the user manual (PDF).

4.4.2. Decoder List

Shows the list of available decoders (PDF).

4.4.3. Decoder Data Sheets

Shows data sheets for available decoders (PDF).

4.4.4, About

Displays additional information about the release and build.

4.5. Receiver Configuration

This chapter describes the necessary configurations to use a receiver in the go2MONITOR product line
environment. Receivers are controlled by the Receiver Control Module (RCM). With the help of the Receiver
Configuration Tool it is possible to define receiver parameters such as IP address, control port, etc., and to
enable or disable the support for certain receivers. After making changes to the configuration, it might be
necessary to restart the software to apply the new settings.
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4.5.1. Receiver Configuration Dialog

GO2MONITOR

Help
Aickive Marne Tvpe Description Edit
L] ExtI0 Demna EXTIO recetver simulation for testing purposes Dielete

Plath SIR 5110 f 5115 EXTIO attached ko antenna SE

Flath SIR 5110 5115 'l [ Add ]

Figure 40: Receiver Configuration Tool

Duplicate

Test

il

On startup, the RCM will show a list of currently configured receivers. The fields have the following mean-

ing:

Active

This indicates if a receiver is enabled or not. Disabling a receiver makes it unavailable but keeps its config-
uration. It is recommended to disable unconnected receivers. The status can be changed by selecting or

deselecting the checkbox.

Name

Name of the receiver.

Type

Type of receiver connection.

Description

An individual description of the receiver.

State

This field shows the status and result of the test procedure.
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4.5.2. Supported Receivers

The following receivers are supported:

Plath SIR 51xx LAN Plath WinDF/Winmon application is | yes yes yes
needed to perform basic receiver set-
tings (ports, addresses, etc.). Each sin-
gle sub-band (768 kHz bandwidth for
SIR 51xx) can be used as a virtual re-

ceiver.

Plath SIR 21xx LAN Plath WinDF/Winmon application is | yes yes not
needed to perform basic receiver set- recom-
tings (ports, addresses, etc.). Each sin- mended
gle sub-band can be used as a virtual
receiver.

SIR 21xx usage is recommended only
under Linux®. Packet loss might occur

under Windows®.

IZT R3000 series LAN Multiple templates are available: yes yes yes

* wideband usage with one
overview spectrum and one IQ
channel up to 2.4 MHz

* wideband usage with only one
IQ channel, up to 20 MHz band-
width, using multicast

¢ for use as Narrowband receiver
(with NRC license only).

IZT SignalSuite LAN Support of R4000/Signal Suite. Con- | yes yes yes
R4000 trol can be carried out directly from
our software or via IZT Signal Suite.
Block size up to 64 K supported.
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IZT R507x

R&S®EM100
/ PR100

R&S®EB500
R&S®EB510
R&S®ESMD

WinRadio G31DDC

Excalibur

WinRadio G33DDC

WinRadio G35DDC

WinRadio G39DDC

Excelsior

Grintek GRXLAN

optical
LAN
(SFP+)

LAN

LAN
LAN
LAN

UsSB

USB

PCl-e

USB

LAN

Two templates are available for 3 GHz
and 6 GHz receiver option ..-RF3 and ..-
RF6, respectively.

Ensure that packets to/from the re-
ceiver are not blocked by a firewall and
jumbo frames are enabled for the net-
work device.

Further ensure the system time is set
correctly, because in default configu-
ration this is used to set the receivers
reference time.

The receiver can be used only af-
ter successful time synchronization,
which may take some time especially
if the receiver GPS module is used.
Check the status with the <Test> but-
ton. See also notes on status TIME-
BASE_SYNCED in the receivers operat-
ing manual.

Other compatible R&S receivers may
also work by using this driver.

Bandwidth up to 5 MHz supported

Maximum bandwidth approx. 15 MHz,
depen-ding on the operating system
and the hardware.

Receiver driver (from CD or manufac-
turer’s website) has to be installed
first. Recommended/tested version is
v1.69 (other versions not officially sup-
ported).

Receiver driver (from CD or manufac-
turer’s website) has to be installed
first. Recommended/tested version is
v2.13 (other versions not officially sup-
ported).

Receiver driver (from CD or manufac-
turer’s website) has to be installed
first. Recommended/tested version is
v1.42 (other versions not officially sup-
ported).

Receiver driver (from CD or manufac-
turer’s website) has to be installed
first. Recommended/tested version is
v1.58 (other versions not officially sup-
ported).

See below for IP-settings instructions

yes

yes

yes
yes

yes

no

no

no

no

no

yes

yes

yes
yes

yes

no

no

no

no

no

yes

yes

yes

yes

yes

yes

yes

yes

yes
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narda® NRA-3000 | LAN yes yes yes
/ NRA-6000
/ IDA 2
Microtelecom USB Native support only for USB 2.0. no no yes
PERSEUS Experimental support for USB 3.0 by
using ExtlO driver with limited func-
tionality.
Receiver driver (from CD or manufac-
turer’s website) has to be installed
first. The following files have to be
copied manually from the driver instal-
lation to the “32bit” subdirectory of
the installation directory:
* All perseus®.sbs files
* All perseususb*.dll files
RFSPACE SDR-14 USB Experimental support no no yes
ThinkRF LAN VITA49 protocol is used. yes yes yes
WSA5000-408 Maximum bandwidth is 781 kHz.
ThinkRF LAN VITA49 protocol is used. yes yes yes
WSA5000-427 Maximum bandwidth is 781 kHz.
ThinkRF LAN VITA49 protocol is used. yes yes yes
R5500-408 Maximum bandwidth is 6.25 MHz.
ThinkRF LAN VITA49 protocol is used. yes yes yes
R5500-427 Maximum bandwidth is 6.25 MHz.
RTLSDR / USB Experimental support. Libraries are | no no yes
Noxon USB-sticks not included. See chapter Installation
of Missing ExtlO Libraries.
SDRplay RSP USB Experimental support. Separate con- | no no yes
figurations for RSP1 and RSP2 vari-
ants. Libraries are not included. See
chapter Installation of Missing ExtlO
Libraries.
AirSpy USB Experimental support. Libraries are | no no yes
not included. See chapter Installation
of Missing ExtlO Libraries.
Test Receiver Receiver sidmulation for testing pur- | yes yes yes
poses
CommsAudit LAN No receiver control, only VITA-49 wide- | yes yes yes
CA7851 band signal interface
CommsAudit LAN yes yes yes
CA7852
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GO2MONITOR

Signal Hound
BB60C and
BB60D

Signal Hound
SM200A and
SM200B

Other generic
“Winrad ExtlO”
supported
receivers

Generic VITA-49

UsB

USB

LAN

Windows®:

The driver software for the receiver
must be installed on the system. This
can be done using the Spike™ soft-
ware provided by Signal Hound®. The
software can be downloaded from the
manufacturer’s website.

Linux®:

It must be ensured that the “libusb-
1.0” library is installed on the sys-
tem. In addition, special “Device Per-
missions” must be set for the receiver.
Read the corresponding instructions
(README.txt) in the Signal Hound®
SDK. The SDK can be downloaded from
the manufacturer’s website.

Windows®:

The driver software for the receiver
must be installed on the system. This
can be done using the SpikeTM soft-
ware provided by Signal Hound®. The
software can be downloaded from the
manufacturer’s website.

Linux®:

It must be ensured that the “libusb-
1.0” library is installed on the sys-
tem. In addition, special “Device Per-
missions” must be set for the receiver.
Read the corresponding instructions
(README.txt) in the Signal Hound®
SDK. The SDK can be downloaded from
the manufacturer’s website.

Not included, experimental support
possible

Generic VITA-49 driver, which has to be
parametrized for a specific receiver
type. One generic TCP/UDP version
and one UDP-specific, Multicast ver-
sion are provided. It is supposed to be
used only by experienced technician
familiar with VITA-49 protocol details.
Experimental support.

yes

yes

no

yes

yes yes

yes yes

no yes

yes yes
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Generic VITA-49
Multicast

VITA-49 Auto-
matic Mode

VITA-49 Au-
tomatic Mode
Multicast

LAN

LAN

LAN

Uses direct multicast signal distribu-
tion to all components.

Generic VITA-49 driver, which has to
be parametrized for a specific receiver
type. One generic TCP/UDP version
and one UDP-specific, Multicast ver-
sion are provided. It is supposed to be
used only by experienced technician
familiar with VITA-49 protocol details.
Experimental support.

VITA-49 driver which uses information
from the DataPacketPayload format, if
present in the data stream. Existence
of this information can be verified by
using vrt2stream tool. Receiver man-
ufacturers should document the exis-
tence of this information in their docu-
mentation. Not all variants of VITA-49
are supported. Experimental support.

VITA-49 driver which uses information
from the DataPacketPayload format, if
present in the data stream. Existence
of this information can be verified by
using vrt2stream tool. Receiver man-
ufactures should document the exis-
tence of this information in their docu-
mentation. Not all variants of VITA-49
are supported. Experimental support.
Uses direct multicast signal distribu-
tion to all components. Experimental
support.

yes

yes

yes

yes

yes

yes

yes

yes

yes
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narda®
SignalShark®
3310

RFSPACE NetSDR

LAN

LAN

Control of bandwidth, frequency and
gain is possible. Support of Vita-49
streams up to 20 MHz. Two templates
are available for configuration:

1. NARDA_SignalShark_20Mhz: This
template is suitable for most use
cases. Full control and a bandwidth
up to 20MHz are supported.

2. NARDA_SignalShark_20Mhz_noReseft
This template should be used if the
user has made settings on the
Signalshark that should be re-
tained during operation with
go2MONITOR. When using this
template, the initialization of
the SignalShark must be com-
pleted before go2MONITOR is
started. The scope of services
corresponds to the template
NARDA_SignalShark_20Mhz

Separate HF/VUHF- configurations.

yes

yes

yes

yes

yes

yes
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USRP X310

LAN

Receiver driver (from CD or manufac-
turer’s website) has to be installed first
(32-bit

VS2017 version for Windows®, 64-
bit version for Linux®). Recommend-
ed/tested version is v4.0 (other ver-
sions not officially supported). Note
that the driver version has to be com-
patible with the USRP Firmware ver-
sion.

The UHD library (uhd.dll / libuhd.so)
has to be copied manually from the
driver installation to the “32bit” sub-
directory of the installation directory.
If necessary, the environment variable
UHD_RFNOC_DIR has to contain a sub-
directory of the UHD-installation (usu-
ally:
<UHD_install_dir>/share/uhd/rfnoc).
Installation under Linux® may require
building your own UHD driver to sup-
port CentOS 7 platform. The Boost li-
brary has to be installed additionally
version must be compatible with UHD
driver).

Installation under Windows™ requires
installation of the “libusb” library. The
library (libusb-1.0.dll) has to be lo-
cated in the “32-bit” subdirectory of
the installation directory.

See receiver documentation and on-
line resources for further details.

®

yes

no

yes

Table 7: Supported receivers

Maximal supported bandwidth may be less than the maximum bandwidth of the actual receiver. This de-
pends on performance and license issues.

4.5.3. Adding a Receiver

To add a new receiver, select a template from the dropdown list at the bottom of the main window and
then click <Add>. A new dialog window will appear showing various receiver parameters. The type of
parameters and thus the layout of this dialog depends on the selected receiver.
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Mame ID of Receiver

Flath 5IR. 51xx f 2 1xx

Description

Only one active instance at a time!

Receiver sends signal data to this network interface

192,168.56.1 e

Receiver sends signal data to this network port

40000

IP address of UDP multicast group {(Jeave empty for unicast)
239.165.80_.10_

Lewvel in dBm to normalize to 1.0

]

Save ] [ Discard

Figure 41: Edit Receiver Parameters

If the default parameter values are okay, close the window by clicking on the <Discard> button. If any
changes were made, e.g. to the IP address in the case of a network receiver, click <Save> to update the
new parameters and close the dialog.

For technical reasons, adding more than one receiver of the same type is not supported for some receivers.
In this case, after adding the first receiver configuration, the <Add> and <Duplicate> buttons will be dis-
abled and the selection of the affected template in the dropdown will be deactivated.

If support for more than one receiver of certain type is needed and the Receiver Configuration Tool does
not support it, please contact our support for help (see chapter Support).

4.5.4. Edit Receiver Parameters

To edit the parameters of a receiver, which is already in the list, either select it and then click <Edit> on
the right side or double-click on the row. The previously described parameter dialog will appear.

4.5.5. Delete Receiver

To remove a selected receiver from the list, click <Delete>. If a receiver should only be temporarily de-
activated, it is recommended to disable it instead by unchecking the receiver “Active” checkbox. This will
retain its configuration parameters for later use.

4.5.6. Duplicate Receiver

To create a copy of the selected receiver configuration, click <Duplicate>. The parameters of the newly
created receiver configuration must be edited afterwards. If adding more than one of the selected receiver
is not supported the <Duplicate> button is disabled.
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4.5.7. Test Receiver

It is possible to test the connection to a configured receiver with the <Test> button. It will start a new RCM
instance in the background with the current configuration and check the data connection. This might take
some time. The result of the test connection will be shown in the “State” table column. It is recommended
to disable all but one receiver for testing. To ensure this, only one receiver should be active before the test
is activated.

4.5.8. Troubleshooting

LAN receivers

To connect to a receiver over a LAN-interface, the IP-address and control port of the receiver has to be
provided. Consult the receiver handbook if you would like to know the default IP-address or change the
IP-address of the receiver.

The following hints should be considered for using network receivers delivering UDP Unicast or Multicast
data:

Attention: Make sure that the receiver and the PC on which RCM is running are on the same network.

Attention: Activating unconnected network receivers might produce delays and problems during initial-
ization.

Attention: To operate LAN-receivers, any security questions regarding firewall rules after the first start of
your product must be acknowledged. You may also need to do this after connecting a new receiver and
adding it into the product. If the communication between the product and the receiver does not work, it
may be that the used firewall interferes with or even prevents the data exchange.

USB receivers

Make sure that the USB-drivers are installed properly. Also, check the connection between the receiver
and the PC.

Attention: Activating unconnected USB receivers might produce delays and problems during initializa-
tion

4.5.9. Remote Installation

It is possible to install RCM and the Receiver Configuration Tool on a different computer without an addi-
tional license. However, it is the customer’s responsibility to automatically start RCM on this computer.

4.5.10. Complex Receiver Configurations

The receiver configuration tool enables easy creation of prevalent configurations. Complex configurations,
such as some WinRadio receivers or Plath SIR receivers with several sub-bands, are also supported. They
do, however, require some tuning regarding configuration files. In this case, please contact our support for
guidance and further details (see chapter Support).
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4.5.11. Using Receivers with Higher Bandwidths (> 5 MHz)

Default receiver configurations, which can be added using the receiver configuration tool, will support
bandwidths of typically up to 5 - 7 MHz. Higher bandwidths, up to the maximum bandwidth supported by
the receiver, are possible, but require some manual configuration, especially for network receivers. In this
case, please contact our support for guidance and further details (see chapter Support).

4.5.12. Installation of Missing ExtlO Libraries

To put some of the supported receivers into operation, external ExtlO libraries are necessary. These li-
braries are, if possible under the terms of license, delivered with go2MONITOR.

For the following receivers, this is not possible:

. RTL-Stick
. AirSpy
. SDRPlay

To put the above receivers into operation, it is necessary to install the ExIO libraries manually. If this is not
done yet, the RCM configuration tool shows a warning when one of these receivers is added.

It is recommended to use the libraries that come with the receiver. If these are not available, the latest
version from the manufacturer/developer website should be downloaded.

The libraries have to be renamed to a specific filename for each of the receivers according to Installation
of Missing ExtlO Libraries.

RTL-Stick ExtlO_RTL.dll

AirSpy extio_airspy_cmake_mgw-v1.0.7.dll
SDRPlay RSP1 ExtlO_SDRplay_RSP1.dll

SDRPlay RSP2 ExtlO_SDRplay_RSP2.dll

Table 8: ExIO Libraries

Note: If the library you purchased is named differently, rename it accordingly.

To install the library in go2MONITOR, copy the library file (after renaming if necessary) to the 32 bit folder
in the installation directory of go2MONITOR. Typical folders are:

* Windows®

’ <installation path> \32 bit, for example C:\Program Files\procitec\go2monitor\32 bit ‘

e Linux®

’ /opt/procitec/go2monitor/32bit/ ‘

To determine if the installation was successful, start the Receiver Configuration Tool (restart if already
running) and add the corresponding receiver (see chapter Adding a Receiver). If the installation was suc-
cessful, no warning is shown.
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4.6. GUI Layout Perspective

A layout perspective stores the position and the size of the main GUI views. As the GUI contains multiple
views, the application has been equipped with a perspective management feature, which allows quick and
simple layout adaptation. Perspective management offers the possibility to store the current GUI layout
into a perspective file and to apply the previously stored layout by loading a perspective from a file. The
application installer provides some default perspectives.

The perspective management feature provides a useful tool when a quick rearrangement of GUI views is
needed. However, there are a few limitations to be considered.

. The storage location for user-defined perspectives is limited to the user home directory
. The deleting of user-defined perspectives is limited to the user home directory

. The deletion of default perspectives is not allowed

. The reuse of file names already occupied by some default perspectives is not allowed

If any of the above rules are violated, the application will display an error message.

Views
o@  Channels Chrl+M
<y Emissions Ctri+E
4 Frequencies Ctrl+Y
H Blocked frequencies Ctri+B
- Action editor Ctrl+D
L] Scheduler Ctri+5
"% Bulk File Processing Ctrl+P
Resources Ctrl+0
Results Ctrl+m

Scripting editor
WB input(s)

Missions ['Zeus' active] Ctri+I
Task overview

Observation channels

Ferspective » G Sawve current perspective...

B &40 BE WE &

All signal inputs v 9 Delete perspective...

Figure 42: Views Menu Entry

The application saves the GUI layout on exit and restores it to the stored layout on start.

4.6.1. Save a New Perspective

To save the current GUI layout, click <Views><Perspective><Save current perspective...> menu option
as displayed in Figure 42. Specify the file name in the opening dialog and click <Save>. The application
places the perspective data into the specified file. After saving them, perspective is enabled for selection
by its file name (without extension) as outlined in chapter Load Perspective.
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4.6.2. Load Perspective

To load a perspective, click <Perspective> located on the main toolbar and select the perspective by name
from the dropdown list.

B All signal inp

a '.',Ef Stations | @ Perspective

=, wav] 2: File [sig default

® Record  Inp my new perspective 1

-

-mmy T ‘

Figure 43: GUI Perspectives Selection in Main Toolbar

4.6.3. Delete Perspective

To delete a perspective, click <Views><Perspective><Delete perspective...> menu option as displayed
in Figure 42. Specify the file name in the opening dialog and click <Open>. To confirm deleting the file
holding the perspective data, click <Yes>.

Important: Restoring a deleted perspective is not possible!

4.7. Wideband Signal Input

The central part of the GUI is reserved for selection, display and control of the wideband signal input. In the
default configuration, only one signal input can be processed, but there is also an option to use Multiple
Wideband Signal Inputs simultaneously.

4.7.1. Input Selection

To view all defined receivers and streaming sources, click <Input>. At the top of the menu are the receivers,
followed by the streaming sources. At the bottom of the list are <File> and <None> options. The signal
source can be selected at any time.

Input: :"_-]' File W
“2 RTLSOR Dongle
go2DECODE/DANA

Figure 44: Input Selection
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4.7.1.1. File Input

Input: 1.2]1'File v fEéNo antenna ~ PPFie ~ W K a [12:5 Use bandwidth: | 100 % | Speed: | 1x | Wil ﬁé: 'Qr

Figure 45: Functions for Files as Signal Source

If a file is selected as the signal source, the toolbar provides the following options:

. Starting and stopping of the file playback

. Selection of an antenna

. Jumping to the start of the file

. Selection of the used bandwidth

. Control of the playback speed

. Setting of the center frequency of the signal

To open the dialog to select input files, click <File>.

Note: Maximal input bandwidth is limited by the license. Minimal supported file bandwidth is 2.0 kHz.

Note: The performance of the executing computer has to be high enough to play back the signal file at
least at real time speed otherwise the results may be incorrect.

4.7.1.1.1. Signal Source Antenna Selection

With the antenna selection, the signal source can be assignhed to an antenna. The antenna selection is only
visible if at least one antenna is configured. Antennas can be configured in antenna editor (see chapter
Antennas).

€ Antenna 1

'f.j' Antenna 2
'f.j' Antenna 3
& No antenna

Figure 46: Antenna Selection

4.7.1.1.2. Open

In the <File Open> dialog that is opened when the <File> button is pressed, one or more WAVE files can be
selected. By clicking on the <Open> button of the dialog, the selected files will be automatically added to
a file playlist (in alphabetic order) and the file list will be used as signal input. The name of the associated
file stream input source is set to the first file in the playlist.
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4.7.1.1.3. History

Testsignal_Sync_FSK.wav
MOrse, waw

20200526_12 07_14 12750000 wb.wav
C:ftest_signals
Clear history

Figure 47: History of Previously Played Files

By clicking on the downwards arrow next to the <File> button, the history of previous played files is shown.
Select one of the entries in the history to play the corresponding file or file list again.

To delete the history, click <Clear history>.

4.7.1.1.4. Drag-and-Drop

For loading WAVE files using drag-and-drop, open the file explorer, select one or more WAVE files and then
drag them into the playback’s progress bar area. Drop the files when the format of the mouse cursor
changes and the “+” sign appears at the lower end of the arrow cursor. Playback will start immediately
and the name of the currently played file is displayed in the progress bar.

4.7.1.1.5. File Playback Toolbar

During the playback of the WAVE file, the following functions are available:

Brie ~ Opens the <Add signal> file dialog. The file will be played in a
loop until the <Stop> button is clicked.
! Stop the playback of the file
K Start the playback at the beginning of the file

Select the effective signal bandwidth for the playback. A value
of 50 % will reduce the effective bandwidth from 200 kHz
Use bandwidth: to 100 kHz bandwidth. It should be used for signal sources,
which do not define effective bandwidth themselves (for ex-
ample, signal files without frequency/bandwidth information).

With this combo-box, the playback speed of the file(s) can be
chosen

Note: The performance of the executing computer has to be
Speed: sufficient to process the data with increased speed. If not,
here may be problems like incomplete or incorrect production
results. By default, the playback speed can be set to 1x and
2x. Playback speeds up to 5x are available with custom con-
figurations.
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j‘ This button turns the playback loop function on/off
This button will mirror the signal display. If there has been a
- carrier on the left side of the center frequency it will be moved
i . , : . .
nn to the right side of the center frequency. This function will
display the correct spectrum and spectrogram when files have
been recorded with a converter.
On activation, the signal time is generated from the time in-
formation stored in the input file. Otherwise the signal time
I::T‘;T;r is generated based on the system time of the executing com-
puter (default).
) This field is displayed only if the current file has no center fre-
Frequency: 0.000Hz [+ OF 88 quency set. In this case the original center frequency of the
File frequency is unknown, To file can be specified using this field. The file itself is not modi-
ensure correct signal fied by this action.
recognition, please enter The center frequency is needed to determine a preselection
i s.ignal Fr_equenq- of for the modems matching the contained signal. If the center
the input signal. ) . . L
frequency is missing, this can lead to classification errors. It
is still possible to play a file with a center frequency of 0.0 Hz.

Table 9: Functions of the File Playback Toolbar

4.7.1.1.6. File Input Progress Bar

During file playback, a progress bar will show the name of the current file and the current position in the
file. When the WAVE file is played, any position on the progress bar can be clicked. The replay will start
directly at the selected position of the bar. Additionally, the progress bar’s tooltip displays the playlist
content along with the time specified by the position of the mouse cursor.

4.7.1.2. Wideband Recording Input

The wideband recording input offers the possibility to use previously recorded broadband signals in the
system. The signals provided can be processed both automatically (see Signal Source) and manually (see
Channels) in the same way as receiver or stream signals. The user defines a period of time which is used
to find suitable recording results. All matching results are grouped by frequency, bandwidth and antenna.
This makes it possible for several consecutive results to be played back one after the other. The user now
selects one of the groups formed and can start playback.
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Time Interval: |2022-10-1409:32:00.000 ~ | - | 2022-10-14 09:35:59.00(

Available Recordings: | 2.9784 MHz - 10.0216 MHz (2022-10-14 09:33:43.976 - 2022-1C Today

> Il = - Yesterday

This week
This month

Last month

Last week

Past 24h
Past hour
Past 5 min

Past minute

Figure 48: window wideband recording; seting time interval

4.7.1.2.1. Time interval definition

The time interval, which is used to select the results to be played, can be specified using the "Time Interval"
text boxes. This range also determines the start and end time of playback if there are corresponding results
covering it. If there are not enough recording results, the start and end times are set to the beginning of the
first or the end of the last recording in the time range. If there are time gaps between individual recordings,
the input signal will make a time leap at these points. This will abort any ongoing signal processing. Defined
time periods can be selected quickly with the button labeled "...". After each time interval change, the result
selection is updated. Changes to the data situation such as new parts of active recordings or deletions
due to loop recordings are determined at intervals and used to keep the GUI elements up to date.

4.7.1.2.2. Selection of Recordings

A result group can be selected with the "Available Recordings" combo box. Each recording result of the
selected group is shown as a green bar in the progress bar. Attention: It is possible that the recording
results of a group are overlapping in time. These overlaps are displayed in different colors in the progress
bar. When playing a result group with overlapping content, there are time jumps in the signal. This causes
the sonagram and processing components to reinitialize. If recordings of the selected group overlap, this
is made visible by a warning message.

4.7.1.2.3. Start playback of recordings

To start playback, click the Play button. Playback starts, the Play button is disabled, and the Pause and
Stop buttons are enabled. The progress of the playback is visualized by a white marker in the progress bar.
The current playback time is shown next to it. (See illustration). You can jump to a specific playback time
by clicking on the progress bar. For active recordings, the time period representing the file being edited is
shown in red. This area cannot be played back. If a click occurs in a region that is locked or for which no
signal is available, playback will continue at the next possible point in time. If there are no signals in the
time interval that are after the click time, playback is stopped.
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Time Interval: | 2022-10-18 10:07:08.548 - | 2022-10-13 10:10:08. 543
Available Recordings: | 12,7023 MHz - 12,7977 MHz (2022-10-18 10:07:41.995 - 2022-10-18 10:09:04.013)

e T

Figure 49: window wideband recording input - active playback

4.7.2. Spectrum and Spectrogram

4.7.2.1. Overview

*Add channel EResults Q}achannals < #Emissions t@Frequenaas (BResources  BMissions [inactive] @Tﬁsk averview @Perspechve
1: File [signal_260614_153435_ch1_1i.wav]
puse channel @ Record  Input: | ) File + | Gt No antenna ~ Pprie ~ W K 14

<

3 chi1_ Ly Use bandwidth: | 100 %  speed: 1x | @ £ O [ select frequendes »

13:28:46.000

13:28:45.000

13:28:50.000

B ® # H#

13:28:52.000

13:268:54.000

13:28:56,000

U

[dEFS @REW]
REW 62,50 Hz

-100

375 3.80 3.85 3.90 3.95 4.00 4.05 4.10 4.15 +.20 4.25 .30 +4.35 4.40 4.45 4.50 4.55 4.60 4.65 4.70 [MHz]

signal_260614_153435_ch1_1.wav [Range: 3.7380 MHz - 4.7619 MHz, Bandwidth: 1024 kHz]

Figure 50: Spectrum and Spectrogram

This window displays all the signals within the selected receiver bandwidth. The lower part displays the
spectrum and the upper part the spectrogram.

Main functions are accessible from the menu bar at the top of the window.

Adds a channel for this wideband input. The center frequency of the
channel is set to the center frequency of the spectrogram of this wide-
e Use channel band input.

“Wideband” is selected as the input source in the channel.

If the signal input is set to <None>, no action is executed in the narrow-
band channel.

<Add channel> is independent of the wideband input view. Clicking this
# Add channel button always adds a new channel in the <Channel> view. This is also
the case if the signal input of the wideband signal is <None> or if the
Wideband Input View is not visible.
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@ Record

.KLINGENFUSS Utility 2013

KLIMGEMFUSS Utility 2013

— Select all —

— Unselect all -—
HF
V-JUHF
HF MFJLF /VLF
UHF
VHF

V| KLINGENFUS..jlity 2018

KLINGENFU.. cast 2018

-

m

Start a wideband recording of input signal. The corresponding data -
such as the file name holding the recorded signal, or start and end time
of recording, as well as the recording duration - is available in the Re-
sultViewer (see chapter ResultViewer).

Additionally, the duration of the running recording is present in the ap-
plication title bar.

Additionally, storing input signal in a file, this function will also calcu-
late preview spectra of the input signal and store them in a file for later
quick preview.

Frequencies overlay selection. One or more frequency groups can be
selected and displayed as overlay in the spectrogram.

Displays the frequency cursor for spectrum and spectrogram. The num-
ber and type of cursors do depend on the configuration of spectrogram
settings.

Displays two time cursor in the spectrogram window
Displays two amplitude cursor in the spectrum window

When selecting the <Zoom> button, the mouse cursor will change to a
magnifier glass. The magnifier can be moved to an interesting signal
and clicked on again. The selected frequency will be the new center fre-
quency with the half bandwidth. If the total bandwidth of the spectrum
or spectrogram is 100 kHz the <Results> window will have a bandwidth
of 50 kHz.

To zoom out, either use the spectrum’s context menu entry or the but-
ton in <Spectrogram Settings><Cursor> dialog. Optionally hold down

<Ctrl> (the “+” sign in the magnifier symbol attached to the mouse

pointer will change to “-“) and click the left mouse key.

To display a selected area in a new window, select a rectangular area of
the spectrogram and click on the <Magnifier> button.

Pauses the signal displayed in the spectrum

Turns auto-range function on or off. If the function is on, min/max am-
plitude values will be automatically adjusted each time the signal fre-
quency or bandwidth change. If the function is off, min/max amplitude
values will not be automatically adjusted.

Shows the <Settings> window for the spectrum and spectrogram

Turn marker display for blocked frequency markers within the Spectrum
overview on or off. Active/Blocked frequency ranges will be calculated
from the frequency scenario of all currently active tasks, combined with
the global list of blocked frequencies. Resulting blocked ranges are dis-
played by using diagonal cross brush and active ranges are normally
visible. This is the same behavior as the Spectrum overview of Receiver
Control (see chapter Spectrum Overview)
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Table 10: Toolbar Functions

4.7.2.2. Spectrogram Settings

To display the context menu for the spectrogram settings, right-click in the spectrum or spectrogram win-
dow.

s channel - @ Record  Input: | S File | G No antenna v| Bre v M ¢ TREEEREE - Use bandwidth: 100 % v |Speed: 1x v | M B8 @ [<select frequendes > -

§ 4 ]
= 5 E . i H
13:04:14.000 H
Cursor
13:04:16.000 .3
Zoom range Max. frequency range
13:04:1%.000 1 # Zoom in Max, time range ﬁ
Zoom out Max, frequency and time range
13:04:20,000 | 7 Inmediate mouse zoom [ i
M
13:04:22.000 o ¥
i Magnifier ‘1]]
13:04:24,000 | Copy as Picture Ei
Set Channel 1 to this frequency
13:04:26.000 Set Channel 2 to this frequency
Set Channel 3 to this frequency
13:04:28.000
Set Channel 4 to this frequency
[dEFS @REW]
REM! 62,50 Hz Maximize spectrogram
75 Block selected frequency range
100 Create fixed-frequency task for this frequency
T T R VIR W e e Juwﬂ" wu
125
375 &80 385 330 395 400 405 410 415 420 435 430 435 440 445 480 455 480 485 470 [MHe)
signal_260614_153435_ch1_1.wav [Range: 3.7380 MHz - 4.7619 MHz, Bandwidth: 1024 kHz]
Figure 51: Spectrogram Settings - Context Menu
The following settings are possible with the context menu:
<Cursor> X-Cursor Displays the amplitude cursors
Y-Cursor Displays the frequency cursors. The number of cursors is de-
fined in the spectrogram settings.
Z-Cursor Displays the time cursors. The number of cursors is defined in

the spectrogram settings.
2 Cursor mode Two cursors are displayed

Harmonic The defined number of cursors is activated at equidistant in-
tervals. In this mode, the first cursor will move all other cur-
sors. The intervals are defined by grabbing and moving the
second or any following cursor.

Mirrored The defined number of cursors is activated at equidistant in-
tervals on the left and the right sides of the first cursor. In this
mode, the first cursor will move all other cursors. The inter-
vals are defined by grabbing and moving the second or any
following cursor with the first cursor remaining at its fixed po-
sition.
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<Zoom Range>

<Zoom in>

<Zoom out>

<Ilmmediate
mouse zoom>

<Move>

<Magnifier>

<Copy as
Picture>

<Set channel 1
to this
frequency>

<Set channel 2
to this
frequency>

<Set channel 3
to this
frequency>

<Set channel 4
to this
frequency>

Maximize
spectrogram

Block selected
frequency range

Centered

Max. frequency
range

Max. time range

Max. frequency
and time range

Add frequency range currently selected in the spectrum or

To show the blocked frequency ranges, activate the button &

The defined number of cursors is activated at equidistant in-
tervals on the left and the right sides of the first cursor. In
this mode, the first cursor will move all other cursors. The
intervals are defined by grabbing and moving the second or
any following cursor with the cursor mirrored at the first one
remaining at its fixed position.

The maximum frequency range will be displayed in the Spec-
trum view

When clicking <Zoom in> theselected frequency will be the
new center frequency with the half bandwidth. If the total
bandwidth of the spectrum or spectrogram is 100 kHz, the
<Results> window will have a bandwidth of 50 kHz.

This option will reverse the <Zoom in> step

Zoom in by clicking the mouse at the desired position. Zoom
out by pressing <Ctrl>

When selecting the <Move> menu item, the spectrum can be
dragged to the left or right side

After selecting a rectangle area of the spectrogram a new
window will be opened displaying the selected area

Creates a screenshot of the current spectrogram content.
The screenshot will be copied to the clipboard of the operating
system and can be used in further applications.

When selecting this menu item, channel 1 will be displayed.
The frequency under the mouse cursor will be the center fre-
quency of the <Channels> window.

When selecting this menu item, channel 2 will be displayed.
The frequency under the mouse cursor will be the center fre-
quency of the <Channels> window.

When selecting this menu item, channel 3 will be displayed.
The frequency under the mouse cursor will be the center fre-
quency of the <Channels> window.

When selecting this menu item, channel 4 will be displayed.
The frequency under the mouse cursor will be the center fre-
quency of the <Channels> window.

This option increases the size of the spectrogram display by
removing all toolbars, and the time-axis and spectrum display.

spectrogram to the global list of blocked frequency ranges.
New frequencies will be applied with a delay up to 10 seconds.

Show marker for blocked frequencies.
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<Create fixed- Opens the wizard for tasks (see chapter Creating and Editing
frequency task Tasks) with the frequency at cursor position.

for this

frequency>

Table 11: Context Menu Spectrogram

The context menu entries for single channels can be modified if the license option WMPC is used see
chapter WMPC Option (More DDC than production channels).

The spectrogram can also be manipulated using the mouse wheel:

Mouse wheel If the mouse is on a spectrum, moving the mouse wheel forward zooms in on
the spectrum. Moving the mouse wheel backwards zooms out the spectro-
gram.

Mouse wheel + <Shift> | If the spectrum has a horizontal scroll bar, pressing the <Shift> key and mov-
ing the mouse wheel forward will shift the spectrum to the right. <Shift> and
mouse wheel downward will shift the spectrum to the left.

Mouse wheel + <Ctrl> If the spectrum has a vertical scroll bar, pressing the <Ctrl> key and moving
the mouse wheel forward will shift the spectrum upwards. <Ctrl> and mouse
wheel down shift the spectrum down.

Table 12: Spectrogram Settings - Mouse Wheel

4.7.2.2.1. Spectrogram Settings Dialog

<Pause> Click <Pause> to stop the display (not the signal processing). A change of pa-
rameters is possible for a more detailed analysis of the current signal.

<Autorange> Automatic setting of the displayed range to view the total amplitude

<Peak hold> If activated, the highest and average values are determined and displayed as a
second curve in red

Table 13: Spectrogram Settings - Common Controls
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4.7.2.2.2. Spectrogram Settings - Parameters

Parameters Cursor Extras
Maximum level: | -49.5 dB :|
Minimum level: | -115.5 dB :|
FFT length: 16384
Exp. average: | 70.000 % :|
Lines / second: | 20 /s :|
Display mode: | Lines ~
Peak hold time: | 10.0005 3 |

[ ] Peak hold pause

Pause Autorange Peak hold

Figure 52: Spectrogram Settings - Parameters

In this window, the parameters for the spectrogram can be set up.

<Maximum level>
<Minimum level>

<FFT length>

<Exp. average>

<Lines / second>

<Display mode>

<Peak hold time>

<Peak hold pause>

Defines the maximum level of the display
Defines the minimum level of the display

Number of frequency values in which the signal is displayed. The value cannot
be changed.

The spectrum is displayed in average of several spectrums. The result of a
change of the spectrum will be a total view of the spectrum.

0 %: No average

<80 %: Low average

80 % - 99 %: High average

100 %: No updating of the spectrum

Number of spectrums that can be calculated and displayed within one second.
This parameter sets the time resolution for the spectrogram, which is directly
related to the scroll speed of the display.

Line:  the spectrum is displayed as a closed curve
Beam: the individual values are displayed as bars

When the time adjusted has elapsed, the peak hold (the red curve in the spec-
trum) will be reset to the current values. 0 means no reset.

This check box is used to freeze the continuous display after a period specified
in the <Peak hold time> spin box (the <Pause> button is clicked and locked).
It can only be selected if the <Peak hold pause> button has been clicked.
This function will not stop the signal flow between the signal processing mod-
ules. To reactivate the continuous update of the display, click <Pause> again
(toggle switch).
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4.7.2.2.3. Spectrogram Settings - Cursor
Parameters Cursor Extras
[ pelta Mumber: 2005
X-Cursor ¥-Cursor

Cursorl 9'122'000.00 Hz - -125.63dB =

Cursor2 §'375'000.00 Hz = -56.88 dB =

Difference 258'000.00 Hz 5 £8.75dB =

Inv. diff. 0.00391ms =

Delta 255'000.00 Hz [+ 68.75dB =

Z-Cursor Maximum

Cursorl 18-11-23 07:34:17.450 = [ Down ]

Cursor2  18-112307:34:32.406 [+] | Up |

Difference 00:00:14.955 =

Inv. diff. 0.087 Hz

Delta 00:00:14.955 =

[ Pause ] [ Autorange ] [ Peak hold ]
Figure 53: Spectrogram Settings - Cursor
In this window, the cursor functions can be set up.
<Cursor Mode> 2 Cursor For measuring tasks, two cursors are displayed at the same
time.
Harmonic The defined number of cursor is activated at equidistant inter-

vals. In this mode, the first cursor will move all other cursor.
The intervals are defined by grabbing and moving the second
or any following cursor.

Mirrored The defined number of cursor is activated at equidistant inter-
vals on the left and the right sides of the first cursor. In this
mode, the first cursor will move all other cursor. The intervals
are defined by grabbing and moving the second or any follow-
ing cursor with the first cursor remaining at its fixed position.

Centered The defined number of cursor is activated at equidistant inter-
vals on the left and the right sides of the first cursor. In this
mode, the first cursor will move all other cursor. The intervals
are defined by grabbing and moving the second or any follow-
ing cursor with the cursor mirrored at the first one remaining
at its fixed position.
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<Delta> Affects the position of cursor. When activated, the cursors are
placed at equidistant intervals between the leftmost and the
rightmost cursor. Otherwise the cursor are placed either on
the right side of the first cursor (in the “Harmonic” mode) or
on both sides of the first cursor (in the “Mirrored” and “Cen-
tered” modes).
<Number> With this spin box, the number of cursor is selected to be dis-
played in “Harmonic” or “Mirror” mode
<X-Cursor> The cursors are activated/deactivated in X-direction. They
are used to measure frequencies in Hz.
Cursorl Frequency for cursor 1
Cursor2 Frequency for cursor 2
Diff. Cur. 1/2 Frequency distance between cursor 1 and cursor 2
Inv. diff. Inverted difference is a function for direct time readout ac-
: 1
cording to the formula D
Delta Frequency distance between the first and last cursor in “2 Cur-
sor” mode: “Harmonic” or “Mirror” mode.
<Y-Cursor> The cursors are activated/deactivated in Y-direction. They
are used to measure the level of signals in db.
Cursorl Frequency for cursor 1
Cursor2 Frequency for cursor 2
Diff. Cur. 1/2 Frequency distance between cursor 1 and cursor 2
Delta Frequency distance between the first and last cursor in “2 Cur-
sor” mode: “Harmonic” or “Mirror” mode.
<Z-Cursor> The cursors are activated/deactivated in Z-direction. They
are used to measure values of time.
Cursorl Time of cursor 1
Cursor2 Time of cursor 2
Diff. Cur. 1/2 Time difference between cursor 1 and 2
Inv. diff. Inverted difference is a function for direct frequency readout
. 1
according to the formula i
Delta Time distance between the first and last cursor in “2 Cursor”
mode: “Harmonic” or “Mirror” mode.
<Maximum> <Left> Moves the visible cursor down the frequency range
<Right> Moves the visible cursor up the frequency range

<Zoom in>

With enabled cursor, the <Zoom in> button allows the user to
graphically zoom into the area delimited by the cursor. With
disabled cursor, the zoom enlarges the area by a factor de-
fined by the relative factor in the spectrogram settings of the
total bandwidth around the center frequency. Additionally, a
rectangle can be drawn in the display window and this section
can be zoomed into.
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<Zoom out> Each time the <Zoom out> button is activated, the <Zoom in>
function is reversed

Table 15: Spectrogram Settings - Cursor

4.7.2.2.4. Spectrogram Settings - Extras

Parameters | Cursor | Extras |
Color scheme: [SEndard 2 ]
Spectrum Marmal
Peak hold type: [Maximum 5 ]
Relative zoom factor: 205
Pause ] [ Autorange l [ Peak hold

Figure 54: Spectrogram Settings - Extras

In this window, different display types are selectable and the peak hold factor can be adjusted.

<Color scheme> Inverse Activates the inverse color display
Standard Activates the standard color display
Monochrome Activates the monochrome color display
<Spectrum> Normal exponential averaged spectrum
At Cursor 1 the spectrum exactly at the position of Cursor 1
Average value the averaged spectrum between the two cursor
Cur.1l/2
<Peak hold type> Maximum Aggregates the maximum values during aggregation time
Minimum Aggregates the minimum values during aggregation time
Average Aggregates the average values during aggregation time
<Relative zoom The relative factor is used for the zoom process to determine
factor> the zoom factor

Table 16: Spectrogram Settings - Extras

4.7.2.3. Magnifier

After selecting a rectangle area of the spectrogram with this menu item, a new window will be opened
displaying the selected area.
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Figure 55: Spectrogram - Magnifier

4.7.2.4. Shortcuts

If the mouse pointer hovers over the spectrogram, it enables the use of specific key combinations for
efficient navigation within the display and for triggering actions within the narrowband channel:

<Process frequency under | Crtl+Down The narrowband channel 1 is opened with the
cursor in channel> frequency below the mouse.

<Scroll left> Ctrl+left Spectrum is moved to the left.

<Scroll right> Ctrl+right Spectrum is moved to the right.

Table 17: Shortcut spectrogram

These shortcuts can be modified via Shortcuts in window <Main Window> and context <Narrowband
channel>.

4.7.3. Multiple Wideband Signal Inputs

go2MONITOR can use Multiple Wideband Signal Inputs simultaneously. The maximal number is limited
only by the license. The GUI provides a separate WB input view for the display and management of each
input signal. Various functions for simultaneous control of all signal inputs are available (for details, see
chapter Functions Applicable to All Signal Inputs).
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Figure 56: Main Window Showing Two Wideband Signals

Below the spectrogram of every WB input view is a status bar with the name of the signal source along
with some signal-related parameters.

4.7.3.1. Signal Input Components

Each wideband signal input allocates and uses separate instances of system components (i.e. BCU and
SignalServer) for processing the wideband signal. This enables the simultaneous use of all system func-
tions for all wideband signal inputs in parallel.

The application automatically detects compatible components for a composition into a signal input and
executes the set up procedure for their integration. On creation, the signal input is deactivated by default,
requiring the user to explicitly activate it through input selection as described in chapter Input Selection.

4.7.3.1.1. System View on Signal Input Components

Each signal input with its components is represented by a “WB-Components” entry in the <Resource>
view (for details, see chapter Resources). As shown in Figure 57, this entry also displays the unique system
identifiers of the assighed components in an active state.

kB
Al

EYEET

Figure 57: Input Choice with Associated Signal Inputs
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4.7.3.2. Receiver Input Signal

The wideband receiver signal is exclusive to a specific WB input view. An already selected receiver input
signal is therefore not available for another WB input view.

4.7.3.3. Stream/File Signal Input

Unlike the receiver input signal, the multiple selection of a stream signal input is possible for several WB
input views at the same time, assuming the required signal input components are available. This also
applies to the file input described in chapter File Input.

4.7.3.4. Wideband Signal Classification

The snapshot classifier can be started either for a single signal input or for all available signal inputs at
once by clicking on the <Find emissions> button (for details, see chapter Classification of Modulation).
When classifying all input signals, the reported classification results of every Wideband Classifier are ag-
gregated into the classification results table.

Emissions F X
Type Frequency Bandwidt Distance Symbolri SHR Input
Morse 14.5 kHz 281Hz 60,0 Bd 39de File [mors
Marse 12629.0 kHz 183 Hz 60.0 Bd 26dB File [2012
FSK2 12631.0 kHz 427 Hz 194.7 Hz 49,9 Bd 27dB File [2012]
FSK2 12641.0 kHz 488 Hz 192.4Hz 99.9 Bd 34dB File [2012
Morse 12653.9 kHz 183 Hz 60.0 Bd 36 dB File [2012]

IST."-\NAG 428... 12668.3kHz 3113 Hz 2400.0 Bd 31dE File [2012
Unknown 12678.1kHz 1160 Hz 19dB File [2012]
FSK2 12684.0 kHz 427Hz  209.3Hz 49,9 Bd 33dE File [2012
FSk2 12701, 1kHz 1221Hz 830.5Hz 49,9 Bd 45dB File [2012
Unknown 12713.0 kHz 305 Hz 11dB File [2012

I FSK2 12721.0 kHz 488 Hz 214.8Hz 100.1Bd 30dB File [2012
FSK2 12730.0... 1160Hz 8324Hz 49.9Bd 42 dB File [201
Unknown 12752.0 kHz 488 Hz 13dB File [2012]
Unknown 12756.5 kHz 427 Hz 14dB File [2012]
Unknown 12818.0 kHz 431Hz 11dB File [2012]
FSK2 12832.0 kHz 427 Hz 194.5Hz 49,9 Bd 32d8 File [2012
FSK2 12851.0 kHz 488 Hz  209.7Hz 99,9 Bd 16 dB File [2012]
£ >

| -'—[ Find emission™ | ‘SND - ,j;ﬂ, Clear all emissions

All inputs

File [20200526_12_07_14_12750000_wb.wav]

File [morse.wav] 5 X

Figure 58: Select Wideband Signal Input for Classification

The <Filter & display options> dialog offers the “Show emissions from” option for filtering the classifica-
tion results on a specific signal input (see Figure 59).
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| 7 Filter & display options

Show emissions in spectrogram Clear emissions before each new search

[] Pause spectrogram after each search  [] Display only emissions from the visible frequency range

Show emissions from: All -
Al
Line width: File [202005256_12_07_14_12750000_wb.wav]

File [morse.wav]
Show Type Calar al

CIS-112 OFDM -

CI5-128 OFDM 3kHz -

CIS-45 OFDM 33.38d -

CIS-45 OFDM 40Bd -

CI5-60 OFDM - v
Shaw all Hide all Load defaults

Figure 59: Classifier Option for Multiple Signal Inputs

4.7.3.5. Narrowband Channels

The available number of narrowband channels can be shared among all wideband inputs. After creating
a narrowband channel from one wideband input (by using double-click or using the spectrogram context
menu), a created channel will be assigned to that source signal input. The name of the source signal input
will be visible in the combo-box in the narrowband channel Ul.

To change a wideband input a channel is assigned to, simply select its name in the signal input combo-box
in the <Channels> view. The tuned frequency will be kept until the user explicitly changes it, as described
in chapter Channels.

The flexibility of channel assignment enables an optimal usage of system resources especially when pro-
cessing a variety of signals in a complex scenario. For example, a channel processing a Signal Of Interest
could be shifted from a wideband receiver to a narrowband handoff receiver in order to free DDC channel
resources.

[l Wideband [ &7 File [Baudot_iokiiz.wav] [10f 4us | 99982, 7khz (2] 10.0ktz ~ @ v pom ) ||Cassification +Recognition +Decodng |y §f[[__-we | ®off- & [[H0l .| @ @ @eB3aITR

le [Baudot _10kH__av] [1 of 4 use: e -
@ N Receiver RTLSDR Dongle [free] i Classification result Histary [ch filtered by dassification] we | Alfoutt) MLY BER=RAE
Lo te server 0o duced B |Moduation FSK (77%) Modem Status  Detection B aesn 50 4 ~
I 3 Symbol rate ALE-400 Detecting  exduded I
I ‘_al Tone distance iz ARQ-E3 488d 400Hz Detecting  not detected z
I ch Mo. of tones 2 ARQ-E3 50Bd 400Hz Detecting  not detected
} Freauency sosm 19tz Baudot asyno 1.5 Stop..  Detecti.. production |
| B [oarcmitn 750 Hz topbit S0Bd ... Detecting  modulation. YUTO
SNR. 24dB THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG. 0123456785
95.9800 95,9850 < > | |THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG. 0123456789
[69.98 trz] [MHz] Signal time 05.11.13 11:11:58 THE O “
. Decoding Baudot async 1.5 Stopbit 508d 450Hz | ERTYUIO THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG. 0123456789 THE QUICK BROWN FOX JUMPS OVER THE LAZY DOG. 0123456

Figure 60: Signal Input Choice Change on a Channel

4.7.3.6. Using Multiple Signal Inputs with Automatic Wideband Monitoring

When processing multiple signal inputs with Automatic Wideband Monitoring, all active signal inputs are
automatically used for action triggering and processing. The specific frequencies of the tasks are au-
tomatically matched with all active signal inputs. Therefore, Automatic Wideband Monitoring usage is
basically the same as with single signal input. Refer to chapter Automatic Wideband Monitoring for further
information on this mode.

4.7.3.7. Functions Applicable to All Signal Inputs

For convenience, the application provides the ability to apply certain activities to all available signal inputs
at once.
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Figure 61: All Signal Inputs on Main Toolbar

4.7.3.7.1. Layout Selection

<Tabify signal inputs> and <Tile signal inputs> arrange the single WB input views either in tabbed or tiled
presentation mode. When switching to a tiled layout the order of a tabbed layout is preserved. When in
tiled layout, clicking <Tile signal inputs> again will distribute the available space equally among available
signal inputs.

4.7.3.7.2. Maximize Spectrogram

This option increases the size of the spectrogram display in each WB-Input by removing all toolbars, and
the time-axis and spectrum display. It is useful for displaying neighboring channels next to each other by
using tiled layout with as small a gap between them as possible.

4.7.3.7.3. Wideband Signal Recording

<Start recording> and <Stop recording>: Select the appropriate entry to either start or stop the recording
of the wideband signal input. The action affects only WB input views where a signal input is selected.

Note: Wideband recordings are stored in 16 bit resolution. This can lead to a signal information loss in the
recording, especially if the signal is weak.

4.7.3.7.4. Wideband Spectrogram Signal

<Spectrogram pause on> and <Spectrogram pause off>: Pause or continue the spectrograms in all WB
inputs.
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4.8. Receiver Control

The control of receivers takes place using the receiver control function. Each configured receiver has its
own control window, which is opened via the <Views> menu item with each one entry in the menu.

iy Receiver with type description in menu.

Table 18: Receiver-control symbol in view menu

If a receiver view entry is selected, the visibility of the docking window of the receiver control will be
changed.

il | 8 B o ® Frequency:[ 100°000 knz 3] € P [Fcain: (AGCsion], 4 Panoramascan [OFf]  IFMemorystep ¥ yMemoryscan

| V)
e L ] w_‘

95.5 96.0 96.5 97.0 97.5 98.0 98.5 99.0 99.5 100.0 100.5 101.0 101.5 102.0 102.5 103.0 103.5 104.0 1045 [MHZ]

Figure 62: Receiver Control with Spectrum Overview

The receiver control for an IZT receiver is shown in Figure 62. Depending on the receiver type, different
settings are available on the toolbar of the receiver control.

Receiver-specific settings are:

. Spectrogram settings

. Turning different markers on/off
. Frequency control

. Gain/Attenuation

. Panorama scan control

. Memory step/scan functions

Receiver-specific settings are automatically switched on and off depending on availability, i.e., if a receiver
does not have scan functionality, or scan is not supported, the scan control is automatically hidden or
disabled.

4.8.1. Spectrum Overview

The Spectrum overview shows spectra provided by the receiver in a panorama display. Since not all re-
ceivers provide the necessary data, the Spectrum overview is not available for all receivers. See the prod-
uct description to find out for which receivers a Spectrum overview is available.

The bandwidth of the Spectrum overview is sometimes specified by the respective receivers and cannot
be changed by the user. In other cases, the spectrum bandwidth is the same as the current effective
bandwidth of the IQ signal output of the receiver. Typical bandwidths are:

. IZT R3000: 20 MHz
o Winradio G39: 16 MHz
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. R&S®EM100: 10 MHz

4.8.1.1. Toolbar

If Spectrum overview is available, following buttons for configuring the Spectrum overview are available:

Switch between spectrogram and spectrum

Opens the spectrogram and spectrum settings window (for details, see chapter Spec-
trogram Settings - Parameters)

=g <)

Turn marker display for active wideband signal inputs (channels of this or other re-
ceivers) within the Spectrum overview on or off (for details, see chapter Markers for
Receiver Channels or other Wideband Signal Inputs)

Turn marker display for signal activity within the Spectrum overview on or off (for details,
see chapter Markers for Spectrum Activity)

Turn display for blocked frequency markers within the Spectrum overview on or off (for
details, see chapter Markers for Blocked Frequencies)

el @ @

‘_f_’ Maximizes the Spectrum overview. [f the maximization is deactivated, levels or time
+ information are displayed.

Resets the interface used to communicate with the receiver. It should be used only if
you encounter some problems with the receiver. All data coming from the receiver will
be interrupted for several seconds.

ﬁ.

Table 19: Receiver-control toolbar buttons

Right-click on the Spectrum overview to open the context menu shown in the Figure 63. Various actions
can be started from the menu.

IH: Cursor L4

Zoom range L4
,‘;i’e" Zoom in +

ﬁ Zoom out =

./9 Immediate mouse zoom

Move

Copy as Picture

Block selected freguency range

Set receiver ‘RS EM100 (145.89.9.71)' to this frequency
Set receiver ‘RTLSDR Dongle' to this frequency
Set receiver 'Signalhound BE&OC' to this frequency

Set free receiver channel to this frequency in Signal Input 1 (Signalhound BE&OC)

v 493

Set free receiver channel to this frequency in Signal Input 2 (Off)

Figure 63: Context Menu for the Spectrogram Overview
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The first four sections of the context menu correspond to the spectrogram settings from chapter Spec-
trogram Settings and chapter Magnifier. The other entries in the context menu are divided into two sec-
tions:

<Block selected frequency range> Add frequency range currently selected in the
spectrum or spectrogram to the global list of
blocked frequency ranges.

ey <Set receiver X’ to this frequency> By selecting this menu entry, the selected re-
ceiver is set to the frequency of the cursor po-
sition
b <Set free receiver channel to this | This menu entry sets a free receiver channel
frequency in Signal Input Y> to the frequency of the cursor position

Table 20: Spectrogram Context Menu Actions

The entries in the <Set receiver ...> section allow the frequency of existing receivers to be set to a selected
frequency. The frequency of the cursor position will be chosen as the frequency to set when calling the
context menu. It is thus possible to move additional receivers to the displayed frequencies via the context
menu of a receiver.

Entries in the last section allow the receiver channels to be set to the frequency of the current cursor posi-
tion. The prerequisite is that the receiver supports several channels and at least one channel is currently
free and thus not used in any signal input.

If several receiver channels are free, the next free receiver channel is selected. In the case of a configu-
ration with several signal inputs, a corresponding menu entry appears for each signal input. The current
selection of the signal input is appended in brackets (e.g., “IZT R3000 Channel 2” or “File”). If all receiver
channels are busy, the entry form setting the frequency of a receiver channel is not visible.

Only the receiver channels of the receiver of the current receiver control can be set. For example, it is not
possible to set a Winradio G39 channel via the receiver control of an IZT R3000 receiver. To set the G39
channels, the corresponding Winradio G39 receiver control must be opened. Only the frequency control
of the entire receiver is performed across the entire representation.

4.8.1.2. Markers for Receiver Channels or other Wideband Signal Inputs

To display frequency ranges currently being processed by channels belonging to this receiver or other
receivers/signal inputs, ®=m toolbar button can be used.

Wl > B [ 9 Freqene: | 390%679kHz[2] € P [[Hoan . APanoramascan [Off] * UeMemorystep ? <fjMemorysan *

| |

1 il | i M Iy i v‘um ‘Th ﬂr d \IJL il ol
\,@t1*.l;"a!'Juﬁ.\;\Iw.lwaw" q‘1L;f‘*~,|m¥,u'q\w.¢\.'35»1%\»Uu."w-\nlh?-mwupw1 it 1'”1W‘W"qu|\. I upﬂ" v‘“qunf'ﬂ'um,‘* LT m Ml“ TR b g iy UH \]fk.ﬂ‘”‘ﬂiﬂ'dm

£ 1
Siepalhaund Bt ARG ELOG PRin: ]

Figure 64: Markers in the Spectrum Overview

Markers are displayed in different colors depending on the type of wideband signal source. A receiver’s
own channels are shown in green as in Figure 64 above.
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If there is another online source, e.g. a further receiver, then its marker is displayed in blue (for example,
“SignalHound BB60C” in Figure 64).

An offline source, e.g. a file input with activated date stamp, is displayed in gray color.

4.8.1.3. Markers for Spectrum Activity

To display the results of the spectrum activity detection, 1] toolbar button can be used. If this marker
display is turned on, all active frequency ranges will be displayed as dark green markers. The spectrum
activity detection is available only in scan modes “Panorama Scan” or “Memory Scan”.

Wl > @ B e Frequeny 150MHz 2 € P Gai Panorama scan [Off] ¥ Memory step ) Memoryscan *

[MHz]

Figure 65: Markers for Spectrum Activity

4.8.1.4. Markers for Blocked Frequencies

To display currently active and inactive frequency ranges, E: toolbar button can be used. Active/Blocked
frequency ranges will be calculated from the frequency scenario of all currently active tasks, combined
with the global list of blocked frequencies. Resulting blocked ranges are displayed by using diagonal cross
brush and active ranges are normally visible.

Wl > B [« Frequeny: 128mHz = € Gain Fanorama scan [Off] 7 IPAMemory step @ Memoryscan | >

[MHe]

Figure 66: Markers for Blocked Frequencies
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4.8.2. Parametrize Wideband Receiver Channels

[ s vemme: € P §iersiaiung 4 wronms fon ] -

s

Ouste: 2 2T LR Charrei 1 |

Figure 67: Representation of Receiver Channels

Figure 67 shows the receiver control of an IZT R3xxx receiver and three signal inputs arranged as tiles. The
signal inputs show the areas, which can be seen as markers in the Spectrum overview and correspond to
the channels of a receiver.

A receiver channel can be controlled from the Spectrum view of the receiver control by moving the green
markers using your mouse. The signal input changes according to the newly selected frequency. The
frequency of a receiver channel can also be entered directly via the toolbar of the signal input. If the
bandwidth of a receiver channel is changed in the signal input, the size of the marker automatically adjusts
to the new bandwidth.

If a receiver has only one channel and does not have a Spectrum overview, the behavior when changing
the receiver frequency is identical to changing the channel frequency from the corresponding signal input.
In this case, the bandwidth and frequency of the channel correspond to the receiver bandwidth and the
receiver frequency.

When selecting a receiver channel as a wideband signal input, the toolbar in the corresponding Wideband
Signal Input will provide functions according to the following Figure 68.

1: 1ZT R3000 Channel 2 |

+Add channel @ Record  Input: | = IZT R3000 Channel 2 « |  Freguency: 694'109 kHz = ( } Bandwidth:

Figure 68: Receiver Control

4.8.2.1. Setting a Center Frequency
The center frequency for a receiver channel can be entered directly as a value into the <Frequency>
field.

If a frequency has been entered into this field, it is possible to tune the frequency in steps related to the
selected bandwidth with the two arrows on the right side of the <Frequency> field. The left arrow { will

tune the frequency to a lower value, the right arrow } to a higher value.

It is also possible to tune the frequency with the mouse wheel. For this function, the mouse cursor has to
be placed on the right side of the digits. Moving the mouse wheel will also change the frequency up and
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down. Furthermore, the displayed unit and number of decimal places can be adapted by the context menu
and are synchronized and saved among all receiver center frequency fields.

4.8.2.2. Setting the Receiver Channel Bandwidth

The bandwidth of the input receiver can be set via the <Bandwidth> dropdown list.

4.8.2.3. Setting the Receiver Gain

Itis not possible to change the receiver gain individually for every receiver channel. Therefore, the receiver
gain is changed for all channels with the corresponding receiver control window (see chapter Receiver
Control).

4.8.2.4. Selecting a Frequency for a Channel

By double-clicking a position on the wideband signal range in the signal spectrum, any signal can be se-
lected and will be transferred to a channel. This is described in chapter Spectrum and Spectrogram.

4.8.3. Behavior of the Frequency Control

The behavior of the receiver frequency control in the receiver control varies depending on the receiver
used. This is due to different frequency control concepts of the respective receiver models. In the following
paragraphs, special features of the frequency controls for selected receivers are described.

Winradio G39

The receiver frequency of a Winradio receiver can only be set to certain frequencies in a fixed 10 MHz grid.
The channels of the Winradio receiver are not affected by this restriction. They can be freely parameterized
+ 8 MHz within the set receiver frequency.

If the receiver frequency changes by a value > 10 MHz, the new frequency of the receiver is set. If the chan-
nels of the receiver are not visible within the new frequency limits, they are also shifted by the difference
between the old and the new receiver frequency.

IZT R300

The receiver frequency of an IZT R3000 receiver can be selected freely. In contrast to a Winradio G39
receiver, the IZT receiver has the feature that any channels of the receiver, which are not in the range of
the receiver frequency + 10 MHz do not send data. In such a case, a channel can be assigned comfortably
and quickly by double-clicking on the desired frequency in the Spectrum overview. The prerequisite for this
is that an IZT channel is selected as the signal input within the wideband input and it does not display any
data.

If the channel frequencies are not adapted when the receiver frequency is changed, these channels do not
display any data until the receiver is parameterized again into the range of the channel frequency.
This means that no signal data is displayed in an IZT channel, unless these rules apply:

Fchanneix > Frey =10 MHz

Fchannetx < Frev +10 MHz
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Rohde & Schwarz EM100

For R&S®PEM100 receivers, the channel frequency is always the same as the receiver frequency. This
means that a parameterization of the channel frequency results in a parameterization of the receiver
frequency (and vice versa).

4.8.4. Receiver Gain

High-level sighals near the signal to be demodulated may cause intermodulation. To avoid this kind of
interference, the receiver input can be attenuated. The signal gain is set via the <Gain> dropdown. The
range of available values depends on the receiver, e.g. the value of + 20 dB means signal amplification,
the value of O dB leaves the signal unchanged, while some negative values such as -20 dB cause signal
attenuation. The gain or attenuation affects all receiver channels of the receiver.

4.8.5. Panorama Scan

Various receivers like the IZT R30xx or R&S® have a scanning mode to rapidly scan across wide frequency
ranges. If the scanning mode is supported by a receiver, a selection of possible scan bandwidths will be
listed when the <Panorama scan> dropdown arrow is clicked.

iy Panorama scan [Off] -
30MHz
100MHz
250MHz

®  500MHz
1000MHz
3000MHz

off

Figure 69: Panorama Scan Bandwidth Selection

If a scanning bandwidth is selected, scan mode in the receiver will be activated. The incoming scan data
will be displayed in blue within the Spectrum overview. The range to be scanned results from the set
receiver frequency + scan bandwidth/2 . The illustrated scanning range in Figure 70 is thus approximately
36 MHz - 536 MHz.

Bl » 8 B b Frequenoy 280MHz 2| € P Gain ¥ Panorama scan [s00MHz] |~ BedMemory step

Figure 70: Activated Panorama Scan Mode

By changing the receiver frequency, the scan range is re-parameterized, as well as when selecting a new
scan bandwidth. The update rate of the Spectrum overview in scanning mode is dependent on the scan
bandwidth and scan speed of the receiver. This can cause the display to be updated only about every
second when very large scan bandwidths are used.
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The Panorama scan mode is stopped by clicking again the <Panorama scan> button. The scan mode can
also be stopped via the <Set receiver X’ to this frequency> context menu item.

Some receivers do not actually have a native scan function, but the option may be provided in the GUI
nevertheless. In that case, the scan mode is implemented in the software by switching receiver frequency
as fast as possible, collecting signal snapshots and calculating a contiguous scan spectrum. This scan
simulation is normally much slower than a native scan would be. If receiver bandwidth cannot be controlled
from the GUI, as for most ExtlO based receivers, scan simulation will use the current receiver bandwidth
for scan simulation. This can be very slow if the receiver uses low bandwidth.

Panorama Scan is possible only in the frequency range supported by the receiver, but only for frequencies
above 30 MHz. If the parametrized frequency and bandwidth would cause panorama scan to leave this
range, the center frequency will be automatically adjusted so that the complete scan stays in the allowed
frequency range.

4.8.6. Memory Step and Memory Scan

Both Memory-Step and Memory-Scan functions allow automated receiver control based on the frequency
scenario used in the active Automatic Wideband Monitoring mission (“Memory”). These functions require
a wideband receiver with controllable frequency and bandwidth and an active Automatic Wideband Mon-
itoring mission. Memory-Step and Memory-Scan can only be started if at least one wideband input is
free.

By using these functions, the receiver is automatically controlled by the system to cover all frequency
ranges of all currently active tasks in the best possible way. The system constantly checks, which tasks
are active (based on time or geographical position), collects all search frequency ranges defined in these
tasks and commands the receiver according to the selected strategy.

Additionally, it is possible to limit the frequency range covered by specific receiver to a certain range. This
allows efficient usage of multiple receivers in Memory Scan/Step Mode at the same time.

The possible strategies are described in the following chapters.

4.8.6.1. Memory Step

If using Memory step, the receiver is controlled to visit all required frequencies in round-robin mode. The
wideband receiver stays on each frequency range for a defined period of time, performs detection, clas-
sification and other task actions, and then proceeds to the next frequency range. The last used receiver
bandwidth and the parametrized dwell time will be used in this process. Figure 71 shows how this mode
works:
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Staring BW
—
? STEP 1 ] Receiver staring for X s
STEP 2
t STEF 3

STEP 4

e b 1 i,

100"

Search frequencies from all active tasks

Figure 71: Memory Step - Receiver Stays on Each Range for a Defined Dwell Time

Additionally, a “fast stepping” option can be turned on to recognize if there is any energy in a new fre-
quency range. If not, the frequency range will be skipped and the system will switch receiver to the next
frequency range. This will speed-up the stepping if there are many steps, which do not contain any energy
on frequencies of interest. Figure 72 shows how this mode works:

Only a short peek into the
frequency if there is no energy

Staring BW
| I 111 I
t BTEF T

Receiver staring for X s only
STEP 3 . .
if energy exists

e e T

Search frequencies from all active tasks

Figure 72: Memory Step - Receiver Skips Frequency Range if no Energy Found

4.8.6.2. Memory Scan

If using Memory scan, the receiver’s scan mode and staring (fixed frequency) operations are combined in
order to monitor very wide frequency ranges.
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As a first step, the receiver is controlled to switch to the scan mode covering all frequencies of the current
scenario. The signal activity in the scan spectrum is monitored based on scan spectra provided by the re-
ceiver. If a new signal activity is detected, the receiver switches to the staring mode on detected frequency,
allowing wideband classification and other system components to process the signal. All parametrized
task actions like detection, classification and decoding are executed. After some processing time in star-
ing mode, depending on the current Memory scan parameters, the receiver is commanded to switch back
to the scan mode and the whole activity monitoring process starts again.

Figure 73 illustrates the process:

Activity detected, switch to staring Staring BW |Activity detected, switch to staring
| |

g Scan until signal activity detected
] Receiver staring for X s
t Scan until signal activity detected
] If no emission found, fast ,back to scan” possible
Scan until signal activity detected
4

1N [ | 100"

Search frequencies from all active tasks

Figure 73: Memory Scan Procedure

Note: Memory Scan is possible only in the frequency range supported by the receiver, but only for frequen-
cies above 30 MHz.

Note: If using very short “Dwell time” for Memory step or “Back to scan” time for Memory scan, wideband
classification quality may reduce compared to the continuous mode or to the longer dwell times. These
short dwell times are provided only for fast overview purposes and will not perform well for some modem

anZi

types (e.g. “Voice”, “Morse”, etc.) or for signals with lower quality.

4.8.6.3. GUI Controls for Memory Step/Scan

If all prerequisites for using Memory step/scan functions are fulfilled, an additional toolbar part will appear
in the Receiver Control window next to the <Panorama Scan> button:

IFdMemory step ™ - yMemoryscan ¥
|

Figure 74: Memory Scan/Step Toolbar

By using these two buttons, Memory step and Memory scan functions can be turned on or off. Next to each
of these two buttons is an arrow button, which opens additional settings for the corresponding function.
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Options for Memory step

I*iMemory step = Memory scan ™
Dwell time: 30s v
] Skip frequency range if no signal found

i + RS +
a0 10 Next step

(] Limit step/scan frequency range

4k

irm Frem e M R
viin. freguenc 0.0000 MHz

ELL LY LLELELELE

4k

VMiax, freguency: 30'000,0000 MHz

__________

Figure 75: Memory Step Toolbar

B
B4 Memary Step Turns Memory step function on or off
S Defines how long a receiver should stay on each fre-
Dweell time: | 30.0s - quency range. Different time intervals are
available, as well as an “Unlimited” value.

If this option is on, the system will try to detect if the cur-
rent step frequency range contains any “Signals Of In-
terest” and will automatically step to the next frequency
range if it is not the case, even if the parametrized “Dell”
time has not been reached. The following methods for
the detection will be used:

L] Skip frequency range if no signal found

* A fast energy check will be performed for active fre-
quencies in each new step frequency range (typically
needs 500 - 700 ms). If no energy has been found, the
stepping will skip immediately to the next frequency
range.

* If no Automatic Wideband Monitoring action has been
triggered after ~ 10s, the receiver will skip immedi-
ately to the next frequency range.

If this option is turned off, the receiver will stay on each
frequency for exactly the parametrized dwell time.

By using this button, the user can leave the current fre-
quency range and skip to the next frequency range even

P Go to next Step if the parametrized dwell time has not yet been reached.

Frequency limitation can be optionally used to limit this
Limit step/scan frequency range receiver to a certain frequency range only. It will still be
using the frequencies from the current mission, but only
those which fall in the defined range. This is useful if
Max. frequency: | 2000 MHz |2 | multiple receivers are used for Memory Step simultane-
ously.

Min. frequency: | 1000 MHz |5 ]

Table 21: Memory Step - Options
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Options for Memory scan

On trigger: Staring W
Back to scan; s e

[] Back to scan if no signal found

Tl e e
k") Back to sca ay

L] Limit step/scan frequency range

Min. frequency: =
Max. frequency: =
Figure 76: Memory Scan Toolbar
i Memory Scan Turns Memory scan function on or off

Defines which action should perform if energy has been
detected during scan:

e Starring: Switch receiver to staring mode on the de-
tected frequency.

On frigger: |Staring W |

* Keep scanning: Keep scanning with the receiver, but
Keep scanning inform Automatic Wideband Monitoring about the en-
ergy event. This option can be used only if narrowband
receivers, which can process the emission while wide-

band receiver keeps scanning, are available.
Defines how long a receiver should stay on each staring
Back to scan: |10 5 - frequency after activity detection in scan mode. Differ-
ent time intervals are available, as well as an “Unlimited”

value.

If this option is on, the system will try to detect if star-
ing frequency range contains any Signals Of Interest and
will automatically switch back to scan mode if it is not the
case, even if the parametrized “Back to scan” time has
not been reached. The following methods for the detec-
tion will be used:

* A fast energy check will be performed for active fre-
|:| Back to scan if no signal found quencies in each new staring frequency range (typi-
cally needs 500 - 700 ms). If no energy has been
found, the receiver will switch back to scan mode im-
mediately.

* If no Automatic Wideband Monitoring action has been
triggered after ~ 10's, the receiver will switch back to
scan mode.
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By using this button, the user can leave the staring mode
) Back to scan now and switch the receiver back to scan mode immediately

Frequency limitation can be optionally used to limit this
Limit step/scan frequency range receiver to a certain frequency range only. It will still be
using the frequencies from the current mission, but only
those which fall in the defined range. This is useful if
Max. frequency: | 200 MHz 1= | multiple receivers are used for Memory Scan simultane-
ously.

Min. frequency: | 1000 MHz |+ |

Table 22: Memory Scan - Options

Note: Memory step/scan buttons may be disabled if the current frequency scenario or receiver capabilities
do not allow the functions to be executed. For example:

. Scan frequency range is wider than the maximal scan range for the receiver
. If only HF frequencies are in the scenario, scan will not be available
. No active frequencies, all frequencies are blocked

The specific cause for disabling the function will be stated in the corresponding button tooltip.

Note: Memory step/scan and Panorama scan are mutually exclusive. If you start one of these functions,
the other two will be disabled. Also, the manual receiver control will not be possible if any of these functions
are active.

4.9, Channels

The <Channels> window is for the processing of a single signal; this includes classification, recognition
and decoding.

The following signal input types are available for selecting the signal of a narrowband channel:

. Wideband spectrogram
. File playback
. Receiving a signal datastream via network (streaming)

When using channels via the wideband spectrogram, free channels can be assigned with a double click.
Specific or already occupied channels can be assigned by the context menu of the spectrogram (right
click).

Drag-and-drop of classifier results onto <Channels> windows is also possible.
The number of channels depends on the software configuration and license of go2MONITOR.

The <Channels> window provides four different working modes except for pure DDC channels see chapter
WMPC Option (More DDC than production channels) where only Classification is available:

. Classification

. Decoding

d Recognition + Decoding

. Classification + Recognition + Decoding
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Figure 77: Channels Window

4.9.1. File Playback in a Narrowband Channel

Files can be used as the input type for narrowband channels as when using a wideband signal input.

When a file is selected as the input source, the toolbar provides functions to start and stop file playback,

jump to the beginning of the file, select the bandwidth and select the playback speed.

Note: Minimal supported signal bandwidth is 2.0 kHz. Only complex IQ signal files can be used.

4.9.2. Streaming

With the streaming function of a narrowband channel, any external stream can be processed, provided

that it corresponds to a format that is supported by go2MONITOR.

Note: Minimal supported signal stream bandwidth is 2.0 kHz.

4.9.2.1. Establishing Connections

In order to connect to a stream, the connection type must first be selected (see “1” in Figure 78). There

are three different connection types:

o TCP stream

Direct TCP connection between the data source and the processing components. An IP

address and a port must be specified.

. TCP Stream with GUI Proxy

TCP connection between the data source and the user interface. This distributes the data

to the processing components. An IP address and a port must be specified.

o UDP stream

The processing components register at a multicast signal source. A multicast IP address,

the address of the receiving network interface and a port have to be specified.
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Figure 78: Single Channel in Stream Mode

Depending on the type of stream (see “1” in Figure 78) selected, different connection data will be needed.
Accordingly, input fields are displayed (see “2” in Figure 78).

After entering the connection data, the connection can be established by clicking on the <Play> button
(see “3”in Figure 78).

When a connection to a stream is active, no changes can be made to the connection data or the type of
stream. To deactivate the connection, click <Stop> (see “4” in Figure 78).

If the connection to a particular stream is needed more often, previously entered connection data can be
saved by clicking on the <Save> button (see “5” in Figure 78).

By clicking on the <Load> button (see “6” in Figure 78), previously saved connection data can be loaded
into the input fields.

4.9.3. Delays

go2MONITOR provides the option to use a delay buffer between the signal input and the narrowband signal
used for the channel. This delay in seconds can be set via the |)s ~| dropdown list. Clicking on the left
part of the icon enables or disables the delay.

Important: If the delay is changed during a narrowband recording, the recording will be stopped because
the signal time in the channel changes. After the recording has been properly stopped, a new recording
will be started automatically.

4.9.4. Working with Multiple Channels

Depending on the license, go2ZMONITOR can display between one and eight channels at the same time.
Figure 79 shows a version with four channels.
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Figure 79: Channels Window with four Channels
4.9.5. Channel Layout
The layout of each channel includes the elements
1. Toolbar
2. Spectrogram
3. Emission structure
4. IQ display
5. Classification
6. Modem list
7. Decoder result
8. Status bar
Figure 80 illustrates the different areas in the visual representation.
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Figure 80: Visual components of a Channel
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The visibility of these components, except for the status bar, can be adjusted as needed, and each item
can be displayed or hidden independently of the others. Thus, the freed up program interface can be made
available to the remaining elements. The visibility of elements can be controlled via entries in the context
menu (see Figure 81). The context menu is displayed via the button {E\u in the toolbar (for details, see
chapter Channels Window Toolbar). The current state of visibility is to the left of the item name.

Toolbar
Spectrogram
Emission structure
10) display
Classification
Modem list

Decoder result

L4 L 4 8 LA

Show all
Hide all

Figure 81: Visibility of Visual Components

The visibility of the visual elements also depends to the processing mode, e.g. the “Decoder result” compo-
nent remains hidden in the “Classification” processing mode, even if its visibility has been explicitly turned
on. When hiding all visual components, the channel display is reduced to the status bar (see chapter
Minimal View).

4.9.6. Channel Configuration

The complete configuration of a channel includes its functional and visual settings. The functional settings
relate to the functions of the channel, like the current processing mode. While the visual settings include
the state of the channel layout or the visibility of its visual components. Configuration management can

be used to save, load and delete configurations. The corresponding context menu can be displayed via the

=

button [/ in the toolbar (see Figure 82).

bulk_file_processing

default

rnirnimal

minimal_AM_dassification
minimal_audio_dass_recognition_decoding
minimal_audio_dassification
minimal_audio_recognition_decoding
show_all

signal_monitoring

new_configuration

Delete + new_configuration

Save configuration [

Figure 82: Channel Configuration Menu
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The upper section contains a list of existing configurations. The supplied configurations are listed at the
beginning, followed by the user-defined configurations. The configurations can be individually applied to
each channel by clicking on the configuration name.

<Delete> shows a list of configurations which can be deleted by clicking on the configuration name. Only
user-defined configurations are allowed for deletion.

With the item <Save configuration> you can distinguish whether the complete configuration or only the
layout should be saved (see Figure 83).

* Storage of the complete configuration (note that applying a full configuration will restart signal pro-
cessing in the channel)

e Save layout only

Mame new_configuration W

(@) Save full configuration {Jayout + functions)
() save layout only

Cancel Save

Figure 83: Save Channel Configuration

The fields of the dialog are described below.

<Name> Input field for the name of configuration to be saved. The drop-down list
allows selection of an already stored configuration. Overwriting existing
configurations must be confirmed. The field accepts the uppercase and
lowercase letters, numbers and underscore character. On invalid input
the <Save> button is deactivated and a corresponding message is dis-
played at the bottom of dialog.

Save complete configurat- | The configuration to be saved contains all channel settings
ion (layout + functions)

Save layout only The configuration to be saved contains only settings for the visual com-
ponents of the channel

<Cancel> Aborts the saving of configuration and closes the dialog

<Save> Saves the configuration under the specified name

Table 23: Save Channel Configuration - Parameters

4.9.6.1. Minimal View

When channels are displayed in minimal view style, only the status bar is displayed. All other window
components are hidden.
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Figure 84: Channels Displayed in Minimal View Style

The information in the status bar provides an overview of the channel’s current status.

In the first field the channel id along with processing mode is shown in color representation for quick visual
recognition. In addition, the processing mode name is displayed to the right (see to “1” in Figure 84).

In field “2” the current channel center frequency is displayed.

In field “3” either the modulation type or the name of the modem is displayed, if this can be determined.

In latter case the decoder output appears in field “4”, either as scrolling text or as status information, if it

can be determined by the decoder.

With enabled audio demodulation the audio squelch control is shown, refer to field “5”.

A double click on that control will mute the audio volume, the control’s background will turn grey in that
case, refer to field “6”. Another double-click switches the volume on again.

The buttons in area “7” allow to manage the channel configuration, change the channel view or close the
channel (for details, see chapter Channels Window Toolbar).

A double-click on the fields “1”, “2”, “3” or “4” will switch between minimized and complete channel view.

There is an additional field in the status bar if the license option WMPC is used see chapter WMPC Option
(More DDC than production channels).

4.9.7. Channels Window Toolbar

Depending on the signal input type, different entries are available on the toolbar.

|| Wideband =

12'729.9kHz (=

10.0kHz -

B -

FDM

A

Mode: |Decoding v

)
i

Selection of signal input. It can be selected between “Wideband sig-
nal”, “Stream” and “File”. Depending on the selection of the input,
additional entries appear on the toolbar.

The exact usage of the entries is described in chapter Establishing
Connections and File Playback in a Narrowband Channel.

Center frequency of the channel (if signal input is “Wideband” or
“File”)

Channel bandwidth. Receiver must follow this channel.
Delays (see chapter Delays)

Enables FM demodulation(FDM) for the signal input of the narrow-
band channel

Set receiver to follow this channel
Mode selection
Restart processing

Pause processing
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| -24 dB . l Audio squelch
# Digital . Audio demodulation and digital audio playback
':_} Volume

B e

(o],
Add to frequencies list with edit...

Shows matching frequencies from the frequency list and allows
Add to frequencies list

adding the current channel frequency to the frequencies or blocked
frequencies list.

Create news fixed-frequency task Further the wizard for tasks (see chapter Creating and Editing Tasks)
can be opened with frequency.

Add to blocked frequencies

® - Start a continuous or energy detected recording (see chapter Chan-
nel Recording)

Store symbols during decoding in a REC-file. Turning this function
on/off will restart running production

Show / hide visual elements. If the toolbar is hidden, the button is
displayed in the status bar.

@ O

Save new configuration, apply existing configuration or delete user
defined configuration. If the toolbar is hidden, the button is displayed
in the status bar.

FSr
E

Apply the configuration of this channel to all other channels. When
the toolbar is hidden, the button is displayed in the status bar.

il

Detach/attach channel from/to docking window. If the toolbar is hid-
den, the button is displayed in the status bar.

If the toolbar is hidden, the button is displayed in the status bar.
A simple left-mouse click will close the manual channel. If the left
mouse button is pressed for a longer time, a context menu with the
following options will appear:

% o

¢ Close channel and block this frequency: Closes the channel and
adds its frequency range to the global blocked frequencies list

* Close channel: Closes this channel only

¢ Close all channels: Closes all channels

Close live channel. If the toolbar is hidden, the button is displayed in
the status bar. A live channel is set up through Automatic Wideband
* Monitoring on processing of task type “Wideband signal search with
live processing” (for details, see chapter Automatic Wideband Moni-
toring.

Manual signal selection

Can be used in the “Classification + Recognition + Decoding” mode
to manually adjust the sighal processing range by moving the signal
selection markers. On default the manual signal selection is active.
Otherwise, the signal processing range is set automatically to a per-
cent of a total channel bandwidth.

W Switch between spectrogram and spectrum
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=

Turns auto-range function on or off. If the function is on, min/max
amplitude values will be automatically adjusted each time the sig-
nal frequency or bandwidth change. If the function is off, min/max
amplitude values will not be automatically adjusted.

Show the y-axis

Spectrogram settings (see chapter Spectrogram Settings)

Exact Frequency

The exact frequency selection is available in “Decoding” and
“Recognition + Decoding” mode.

When active, recognition and decoding processing will be performed
on a fixed frequency. Therefore, the nominal frequency for all
modems is computed based on the frequency selection marker.
When inactive, an automatic signal frequency determination within
a frequency search range defined by the frequency and frequency
range selection markers is performed.

In “Decoding” mode, the exact frequency selection will be activated
by default. In “Recognition + Decoding” mode, it can be activated
if the automatic signal frequency determination is impeded by e.g.
adjacent channel interference.

Lock Signal

This option locks the channel center frequency to the frequency se-
lection marker. On activation or if the marker is moved to a differ-
ent frequency, the channel center frequency will be automatically
changed to the frequency of the marker. This way the selected fre-
quency is always at the channel center.

4.9.8. Spectrogram Settings

Table 24: Channels Window Toolbar

4.9.8.1. Spectrogram Settings Dialog

The settings here are broadly similar to the wideband spectrogram (see Table 10).

<Pause>

<Autorange>

When a process is paused, the display is stopped (not the signal processing). A
change of parameters is possible for a more detailed analysis of the current signal.

Automatic setting of the displayed range to view the total amplitude

© 2023 PROCITEC GmbH
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4.9.8.2. Parameters

Parameters Cursar I Extras |

Maximurm level; -79.5d6 =

Minirmum level: -145.5d6 =

FFTlength:  |S12 - |

YWindowing: [Hanning A ]

Lires | second: 17 /s =
Pause ] ’ Aukorange

Figure 85: Spectrogram Settings Channel - Parameters Window

In this window, the parameters for the spectrogram can be set up, providing additional functions.

<Maximum level> | Defines the maximum level of the display
<Minimum level> Defines the minimum level of the display

<FFT length> Number of frequency values in which the signal is displayed. To get a higher
resolution of the displayed frequency range, the FFT length should be increased.

<Windowing> The FFT algorithm is used for the calculation of the spectrum. This algorithm
indicates inaccuracies in the amplitude (attenuation) as well as in the bandwidth
(expansion) of a signal due to the finite signal probe. These inaccuracies can be
reduced by using different windowing. Figure 86 shows the supported windowing
algorithms and their effect on bandwidth and magnitude accuracy.

<Lines / second> Number of spectrums that can be calculated and displayed within one second.
This parameter sets the updating rate for the spectrogram which is directly re-
lated to the scroll speed of the display.

Table 26: Spectrogram Settings Channel - Parameters

96 of 265 © 2023 PROCITEC GmbH



GOZ2MONITOR

high
band width accuracy

low
band width accuracy

Monitoring Suite (..\ go2signals
[ ]

* Rectangle
* Hanning
* Hamming
* Kaiser
* Blackman
* Flat-Top
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magnitude accuracy

4.9.8.3. Cursor

magnitude accuracy

Figure 86: Windowing

Parameters Cursar Extras

2 Cursor *-‘ [l Delta Mumber: | 0 = |
X-Cursor Y-Cursar

Cursorl |  131'511975.00Hz [ | -105.00 dB |2

Cursor2 | 131'535928.00 Hz :_| | -52.50 dB ;';;:|

Difference | 23952.00 Hz |2 | 52.50dB %

Inv. diff. | 0.04175ms ||

Delta | 23952,00 Hz (2] | 52,50 dB 5|
Z-Cursor Maximum

Cursorl | 20-12-02 13:47:50. 166 5_—,‘_;-_;| . Duwi'%

Cursor? | 20-12-02 13:47:58.398 | | Up

Difference | 00:00:08.232 |2

Inv, diff, 0.121Hz i

Delta | 00:00:08.232 12 |

- Zoom in Zoom out

Pause Aﬁﬁrange -P'.gak hnl.d

Figure 87: Spectrogram Settings Channel - Cursor
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In this window, the cursor functions can be set up. It also provides the function to zoom in and out to the

display.

<Cursor Mode>

<Delta>

<Number>

<X-Cursor>

<Z-Cursor>

2 Cursor mode

Harmonic

Mirrored

Centered

Cursorl
Cursor?2
Difference

Inv. diff.

Delta

Cursorl
Cursor?2
Difference

Inv. diff.

For measuring tasks, two cursors are displayed at the same
time

The defined number of cursors is activated at equidistant in-
tervals. In this mode, the first cursor will move all other cur-
sors. The intervals are defined by grabbing and moving the
second or any following cursor.

The defined number of cursors is activated at equidistant in-
tervals on the left and the right sides of the first cursor. In
this mode, the first cursor will move all other cursors. The
intervals are defined by grabbing and moving the second or
any following cursor with the first cursor remaining at its fixed
position.

The defined number of cursors is activated at equidistant in-
tervals on the left and the right sides of the first cursor. In
this mode, the first cursor will move all other cursors. The
intervals are defined by grabbing and moving the second or
any following cursor with the cursor mirrored at the first one
remaining at its fixed position.

Affects the position of cursors. When activated the cursors
are placed at equidistant intervals between the left most and
the right most cursors. Otherwise the cursors are placed
either on the right side of the first cursor (in the Harmonic
mode) or on both sides of the first cursor (in the Mirrored and
Centered mode).

With this spin box, the number of cursors is selected to be
displayed in Harmonic or Mirrored mode

The cursors are activated/deactivated in X-direction. They
are used to measure frequencies in Hz.

Frequency for cursor 1
Frequency for cursor 2
Frequency distance between cursor 1 and cursor 2

Inverted difference is a function for direct time readout ac-
g 1
cording to the formula N

Frequency distance between the first and last cursor in 2 Cur-
sor mode:
Harmonic or Mirrored mode

The cursors are activated/deactivated in Z-direction. They
are used to measure values of time.

Time of cursor 1
Time of cursor 2
Time difference between cursor 1 and 2

Inverted difference is a function for direct frequency readout
. 1
according to the formula DS
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Delta Time distance between the first and last cursor in 2 Cursor
mode: Harmonic or Mirrored mode
<Zoom in> With enabled cursors, the <Zoom in> button is used to graph-

<Zoom out>

ically zoom into the area delimited by the cursors. With dis-
abled cursors, the zoom enlarges the area around the center
frequency by a factor defined in the spectrogram settings.
Alternatively, a rectangle can be drawn in the display window
and zoomed in on.

Each time the <Zoom Out> button is clicked, the Zoom in
function is reversed.

Table 27: Spectrogram Settings Channel - Cursors

4.9.8.4. Appearance of Cursors

When operating with channels, there are different appearances of cursors in the spectrogram.

One set of cursors consists of two wide and a weak dotted line (see Figure 88. These are the search range
and the center frequency for the signal. The weak dotted line can be moved within the spectrogram to
select the center frequency of the signal. Both wide dashed lines can also be moved towards the center
line or way from it to set the range that is used to find the correct center frequency for processing.

Another set of cursors shown in Figure 88 consists of two fixed grey lines, which indicate the bandwidth
of the signal as determined by the classifier. The distance of these lines will change as the result of the
classifier depends on the signal quality.

b

-
£
=
&
=

=

Figure 88: Channel Cursor

When the classification process has finished with a result, the line color will change according to the colors
defined in the Emissions View (see Figure 9).
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FE450 76460 76470

Figure 89: Channel Cursor - Classification with Result

The name of the detected mode is shown adjacent to these lines:

Carrier
F3k.

MC P3E
Morse
PS5k
Woice
Unknown o

Figure 90: Colors Classification Results

When selecting one of the demodulators such as USB or AM, the bandwidth of the demodulator will be
displayed in the spectrogram as a white transparent overlay. The demodulator bandwidth can be changed
using the mouse.

9.0100 9.3150 0.0200  [MHz]

AN 9,0150 MHz B 6961.72 Hz

Figure 91: Channel View with Demodulator Bandwidth
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4.9.8.5. Extras

Settings Channel 1

Parameters Cursor Extras

Color scheme: Standard

{

Ak

Relative zoom factor: 2

Pause Autorange

Figure 92: Spectrogram Settings Channel - Extras

In this window, different display types and the relative factor can be adjusted. The display can be paused
and adjusted to the signal levels.

<Color scheme> Inverse Activates the inverse color display
Standard Activates the standard color display
Monochrome Activates the monochrome color display

<Relative zoom factor> The relative factor is used for the zoom process to deter-
mine the zoom factor

Table 28: Spectrogram Settings Channels - Extras

4.9.8.6. Channel Frequency and Bandwidth Control

Channels n
Il Wideba ~ | & File [testsignal02.way ~ | 12728.9kHz [3] 10.0kH ~ v~ fpy éﬂ] Classification w IS .. toff- 1 | [ o] - 8 0 & :@ S x
o Classification result History
4+ |Moduiation FSK (85%)
#ill | Symbol rate 45.95Bd
ba Tone distance 860 Hz
53 No. of tones 2
=
B Frequency 12730.04 kHz
Bandwidth 1617 Hz
SMNR 35dB
Signal time 21.09,1207:12:19
12,7250 12.7275 1 o0 12,7325
[PHz] ALE-400 NEECEE)

1 | Classification FSK2 <Decoder status/result> |

Figure 93: Adjusting Frequencies and Display Bandwidth

If necessary, the channel center frequency can be adjusted with the mouse by moving the center line of
the channel in the wideband spectrogram of the signal input or by entering a new frequency using the

<Frequency> 12725.9kHz |~ selector. It is also possible to place the mouse cursor on the right side of

a digit in the center field and to change the frequency with the mouse wheel. Furthermore, the displayed
unit and number of decimal places can be adapted by the context menu and are synchronized and saved
among all channel center frequency selectors.
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The bandwidth of the channel can be adjusted using the <Bandwidth> dropdown list 10.0kHz ~ .

Depending on the bandwidth of the signal source, it is possible to set the bandwidth in various discrete
steps from 2 kHz to 300 kHz. Additionally, this list includes an entry for the maximum bandwidth of the
channel. The channel bandwidth will also be indicated by markers in the wideband spectrogram of the
signal input.

4.9.9. Emission Structure

An Emission Structure display is available in each channel. The Emission Structure display enables visual-
ization of periodic signaling properties (i.e. the emission’s “structure”), which can assist in the characteri-
zation of an emission type or protocol see Figure 94.

0 10 z0 [m=]

Figure 94: Emission Structure Display

To generate this visualization of the emission’s structure, each respective instantaneous frequency is mul-
tiplied by the magnitude of the input signal; the selected signal component is calculated for each sample.
These values are mapped across color tables to user-selected color-palettes and displayed in successive
rows (a technique known as “rastering”).

After a time-duration determined by the automatically-derived or user-defined frame length value, the
signal is continuously plotted to consecutive lines of the same frame length (i.e. wrapped), enabling the
rastering process to continue and build. This procedure enables periodic signaling structures (such as con-
secutive start/stop bits and synchronization patterns) across the set frame length plotted by the rastering
process to be visualized as vertical constants and patterns.

The frame length can be modified by the user to enable visual identification of these periodic constants
and patterns within the emission’s signaling structure. Additionally, preset frame length values for specific
modems can be manually selected from the “frame lengths for known modems” list. Also, if a modem
with a known frame length is automatically classified, the frame length value can be automatically set by
ticking the “set frame length automatically” option. All frame length settings are available via the “Frame
length” button |&%|, this can be in points or in seconds.
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The “Color” button 0 is used to switch between colored or monochromatic color schemes.

The display’s contrast can be modified between values of 10 % and 100 % via the “Contrast” button [l .
This is achieved by restricting the value range which is used for the color mapping. Additionally, the color
mapping can be inverted by selection of the “Invert colors” menu option.

If the signal’s properties change (e.g. a change in the signal’s relative amplitude), the “Autorange” button

i can be selected to automatically adjust the color mapping values.

The time resolution in the rastered vertical axis can be changed using the mouse wheel. The horizontal
time-axis corresponds to the applied frame length.

A double-click on any point of the display’s rastered pattern will move the selected point to the left border
of the display. This function is particularly useful when rastering analog or digital imagery such as weather
facsimile (WEFAX) and Slow-Scan TV (SSTV).

A context menu can be opened by a right-click anywhere in the display. The context menu item <Copy as
Picture> can be selected and used to create a screenshot of the current emission structure. The screen-
shot will be copied to the host PC’s clipboard and can then be imported into other suitable applications and
reports.

4.9.10. 1Q Display

Beside the spectrogram there is a display of constellation structure in each channel available. This display
ist especially useful for modems with a using phase modulation (i.e. PSK, OQPSK, ...) in order to visualize
the used phase constellations and quality of demodulation see Figure 95.

31.03.21 12:13:20.259 i

B R e T T B T e R T e

-1.5 -1.0 0.5 0.0 0.5 10

Figure 95: 1Q Display

Even modems which a not directly using phase modulation but delivering a phase signal at clock time can
show accumulation points in the complex plane. The IQ display shows the signal in the complex plane of
numbers as a real part (in phase) and an imaginary element (quadrature). The real part is shown on the
horizontal axis the imaginary part on the vertical axis.

The button Lﬁ] Number of points can be used to set the nhumber of displayed data points.
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These phase values can be visualized as single points or connected by line. This display mode can switched
by the button .|j Display mode. The display mode line can be used to visualize and analyze transitions
between constellations points.

The button O Color can be used to change ther color scheme between light, dark, monochrome and
color intensity depending on data point density.

If the signal contains more channels you can select with channel is displayed or if all channels are dis-
played by the button I:F Channel selection.

By pressing <Ctrl> key and mouse wheel you can zoom in and out the displayed area. If the signal changes
or after zooming the button ¢ Autorange can be used to adjust the displayed area of the complex plane
to the available data values.

4.9.11. Audio Demodulation and Playback

Each narrowband channel includes functions for demodulating input signal as analog audio. Additionally,
digital audio decoded by the APC component (only during modem decoding) can be played. Both functions
are accessible from the Audio menu on the channel toolbar (see Figure 96).

USB
LSB
AM
FM
FM Voice Inversion [3.49kHz]
WFM
Digital [1.8 kHz offset, 3.6 kHz bandwidth]
cw [BFQ 800 Hz]
Digital codec (All channels) [Inactive]
Digital codec (Ch1) [Inactive]
Digital codec (Ch2) [Inactive]
Digital codec (Ch3) [Inactive]
Digital codec (Ch4) [Inactive]

@ Off

Automatic demodulator settings
v Record demodulated audio

Output Channel L4

Figure 96: Audio Menu

4.9.11.1. Analog Audio Demodulation

The following analog demodulators are included:

USB Single sideband, upper side band

LSB Single sideband, lower side band
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AM Amplitude modulation

FM Frequency modulation

FM Voice Inversion Frequency modulated analog voice inverted at 3.4 kHz

WFM Frequency modulation (200 kHz bandwidth)

Digital 1.8 kHz offset from the center frequency, bandwidth 3.6 kHz
CW Continuous wave/Morse with an BFO of 800 Hz

Off No audio output

Table 29: Channels Window - Demodulators

4.9.11.2. Audio Demodulation Options

Automatic demodulator settings | The audio demodulator will be parametrized automatically based
on the last classification result or modem recognition

Record demodulated audio The channel will store the demodulated audio signal as described
in chapter Recording Audio Demodulated Signal

Output channel Audio output to the left, right or center audio channels

Table 30: Channels Window - Audio Options

4.9.11.3. Recording Audio Demodulated Signal

To store the audio demodulated signal for later analysis, the channel will by default automatically record
signal data in an audio WAV file associated with a content production result. The result entry can be viewed
in the Result content view (for details, see chapter Content View). To distinguish from a decoder production
result, this result’s source field carries the value “Audio-Recording”.

On change to some channel or audio demodulator settings, the currently running audio recording will be
closed and a new one reflecting the new settings will be started.

When this option is unchecked, the currently running recording is finished immediately. The option remains
unchecked until the channel is closed.

4.9.11.4. Changing Audio Bandwidth Interactively

The demodulator bandwidth can also be fine-tuned in the spectrogram by resizing or moving the white
transparent overlay indicating the signal bandwidth currently being demodulated, but only if the automatic
demodulator setting is not active.

In the case of the USB demodulator, the nominal frequency will be the lower edge of the bandwidth selec-
tion, for LSB it is the upper edge. For all other demodulators, the nominal frequency will be at the center of
the bandwidth selection. The current settings of the demodulator are shown below the spectrogram.
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Figure 97: Audio Demodulation Display in the Spectrogram

4.9.11.5. Digital Codecs

For some modems containing digitally encoded audio (e.g. Tetra, DMR, etc.), audio content may be ex-
tracted and decoded by the production channel during decoding (depending on the license and signal
content/encryption). This audio content is streamed to the GUI and can be played back by using the fol-
lowing context menu options:

Digital codec (All channels) Plays back all available channels at the same time

Digital Codec (Ch1) Plays back audio channel 1

Digital Codec (Ch2) Plays back audio channel 2

Digital Codec (Ch3) Plays back audio channel 3
(Ch4)

Digital Codec (Ch4 Plays back audio channel 4

Table 31: Digital Codecs

The maximum number of digital codec channels is limited to four. Each menu item shows if it is currently
active, i.e. if any signal has actually been received in the last few seconds.

4.9.11.6. Automatic Demodulator Settings

If the <Automatic demodulator settings> option has been selected, the audio demodulator and its pa-
rameters will be chosen automatically based on the current classification result (if available). The manual
changing of the demodulator type will not be possible in this mode.

For example, if the modulation type recognized by the classifier is “Voice USB”, the audio demodulator will
be set to “USB”. If the classifier could determine the nominal frequency of the signal, the audio demodu-
lator will be automatically tuned to this frequency. Each time the nominal frequency or modulation type
changes, the audio demodulator will be parametrized automatically to adjust to the classifier result. This
may cause frequent audio interrupts in the case when the signal frequency is not stable.

For all classifier results other than “Voice” or “Morse”, the “Digital” audio demodulator will be selected.
The audio marker will be automatically positioned on the center frequency of the signal detected by the
classifier.

Table 32 shows a matching between modulation type recognized by the classifier and corresponding audio
demodulator chosen in automatic mode.
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Voice USB USB

Voice LSB LSB

Voice AM AM

Voice FM FM

Morse CW

All other Digital

Table 32: Matching Between Modulation Type and Audio Demodulator

Note: Digital codecs are not supported by the automatic demodulator settings option.

4.9.12. Channel

Recording

The signal within a channel can be recorded and stored as a result by the recording function. With a click

on the <Record> icon G - , a recording for each channel can be started. Clicking on the <Record> icon

again will stop recording.

If there is a change in the channel parameters during recording (e.g. frequency, bandwidth, signal source,
time jumps, switch to FDM), the recording is continued in a new file and a new result is created.

If the signal source changes, the new source contains the frequency set in the channel and a new recording
is started. Otherwise, the active recording will be finished.

The recordings can be viewed in the Signal View.

Recordings can be started continuous or based of an energy detection. The energy detection recording
records only if signhal energy match based on defined parameters. The setting parameter can be changed
by using the drop-down list.

®-D

[] only if signal detected

Lead time: |
Follow-up time: 1g =
Max. duration: 01:00:00 =
Min. pause: =
SMR. Threshold: 8dB (=

Figure 98: Configuration Recording

<Only if signal
detected>

<Lead time>

<Follow-up time>

Activates energy-based recording when a signal is detected.

The lead time is limited by the size of the signal buffer.

Defines the follow-up time at which the Recording is still being recorded.

Defines the lead time at which the recording starts before the signal is detected.
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<Max. duration> Maximum duration of a recording file. If this is exceeded, a new file is recorded
immediately.

<Min. pause> Determines how long there must be no energy to end a recording. The maximum
value that can be set is 5 seconds.

<SNR Threshold> | Only signals are recognized which exceed the specified SNR.

Table 33: Configuration Energy Based Recording

4.9.13. Result Window

When production of a modem is started, the decoded text will be displayed in the Result window. The
most recent decoded text will also be displayed in the right part of the status bar. This has the added
benefit that in case of a minimized <Channels> window the output of a decoder can still be monitored
(see Figure 99).

[Ch1 fitered by dassification] All(out1) v &R _’ =) E ,5? =
Modem Status Detection Qualty Decoder 5 |E‘.uunt.ry Code: 3/3 Network Code: %ss& Colour Code: 1 |j
Detecti.. production 98 % ~
Detecting | no resuit 0% |- Audio file (12.11.19 13:37:34, 13.4s) [DIR]
12.11.201% 13:38:03.7€8 MAC-RESOURCE Plain Ifc 2AdrType: 1 55I: Broadcast Chan 1l
Frame: 15
12.11.201%9 13:32:03.7€2 MRC-END 55I: Broadcast
D-NWRE-BRORDCAST: [ Cell service lewel: 0 ]
= > 12.11.201% 13:38:04.558 MAC-RESQOURCE Plain Ifc 2AdrType: 1 S55I: Broadcast Chan 1
Frame: 1

Figure 99: Result Window

4.9.13.1. Result Window Toolbar

Output format selection:

All{out1-4) Select output channel(s)

Allfout2) Content matching (see chapter Content Matching)
All{out3) Errors

All(out4) Result files

Efrr;tfsntMatch Text/Hex output

Files Raw output including control statements

Hex

Motifications ¥

Activates free text search on the decoder results. The search field will be shown
right under the result window when activating the button. If the Alert button is
activated, an alert is triggered if the search leads to a result (see chapter Alerts).
.ﬂ The button is no longer activated after an alert.

“ | #next aprev | FHighght 4 Alert |

j Clear decoder results

Copy decoder results
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Saves the decoder results in the Decoder Result Window.
The <Save> button opens a file save dialog in which the name and directory of
the result file to be saved can be specified.

Printing the current decoder results in the decoder results window.
The standard <Print> dialog opens. Printer settings an be made like in other
programs.

@ T

Activates wrap of the decoded text at the right edge of the window in the Decoder
Result Window.

Table 34: Result Window Functions

4.9.14. Classification Mode
4.9.14.1. General

The classification tool analyzes the signal and determines the type of modulation.

By using the classification unit, the modulation type of a signal in the current frequency range can be
determined. The resulting information will be displayed in the GUI and can be used as an input for further
automatic or interactive processing.

Channels [ <]
Il Wideband - | &7 File [testsignai03.wav] [ | 99%62.8krz [3]2.0kHz ~ D0 » ppy || Cassification V@i awe  |eor. 0@ . @ O CE AR
o

Classification resuit History

$  [Modulation FSK (B5%) ~
Wl [Symbol rate 50.538d

pq  |Tone dstance 451Hz

No. of tones 2

Frequency 9995280 kHz

Bandwidth 7i1Hz

SNR. 24dB

99.93200 9998225 9998250 99.9827% 9998300 99.98325 99.98350 9998375

1] ALE-400 vm » [©][m

1 | Classification FSK2

Figure 100: Classification Window with Result

4.9.14.2. Classification Results

The software measures various analyzed parameters. From these parameters, the modulation of the sig-
nal will be determined. Depending on the type of modulation, additional signal parameters, such as the
symbol rate, are displayed in the classification results.

4.9.14.3. Dynamic Modem List

According to the classification result, the software will propose a selection of modems which may match
the signal. This reduced list can be opened with the dropdown list below the Result window. All these
modems are stored in a dynamic list [CHn filtered by classification] which can be used later on when
switching to the “Decoding” or “Recognition + Decoding” modes.

ALE-400 viEa » |

Figure 101: Dynamic Modem List
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The button on the right side of the dynamic modem list displays the number of possible modems in the list
(see Figure 101). By selecting this button, the “Recognition + Decoding” mode will be opened containing
the suggested modem list (see Figure 102).

Channels [ <]
Il Wideband | 47 Fie [testaignaloz.wav] [ [ 399828z [2]20kz v |@w ~ ppm M |Recognition + Decoding @ g awe oo O |EN - @ © CRE=AE
Bl |[chi fitered by dassificatior] [ Allfout1) RSO EHY =
¥ [modem Status Detection  Quality Decoder Symbolri Shift Frequen -
vill | ALE-500 Detecting  exduded 0% - 0.0Bd 0.0Hz 9998, T

b4 Baudotasync15Stophit508d... Detecti.. production 95% sync  50.08d 450.0... 99982,
8 Baudot sync 2 stopbit 508d 450Hz Detecting  modulation 93% - 47.08d 450.0Hz 9998
[=

y: 59332 .80 kHz

99.9320

[z < >

1 || Decoding Baudot async 1.5 Stopbit 50Bd 450Hz | UMPS OVER THE LAZY DOG. 01234567

Figure 102: Recognition + Decoding with the Dynamic Modem List

4.9.14.4. History

Channels ﬂ
I Wideban: | &7 Fike [testsignalozway] ~ 00kHz | @D~ ppm L[ Classification “|3 Coff - 1 [0 - @ D& & 3 @ R
ﬁ Classification result History
$ Classification Bandwidth SNR Time ~
Bl |FSK (81%) [Symbol rate=29.9487Bd, .. 1587Hz 35d8  07:12:20
D‘C FSK (77%) [Symbol rate=49.9487Bd, ... 1526Hz 33dB 07:12:16
FSK (81%) [Symbol rate=49.7699 Bd, ..  1621Hz 34d8  07:12:33
‘.5 FSK (85%) [Symbol rate=49.9487Bd, ... 1595Hz 34dB 07:12:29
FSK (85%) [Symbol rate=49.9487Bd, ... 1663Hz 36dB 07:12:25
FSK (86%) [Symbol rate=49.9487Bd, .. 1678 Hz 3BdB  07:12:21
= FSK (79%) [Symbol rate=49.7699Bd, ... 1648Hz 35dB 07:12:17 v
12.7240 12,7260 12,7280 1212737 N"—E'I2 12.7320 12;;:2] ALE00 = ’ 9

1 | Classification FSK2 <Decoder status/result> ‘

Figure 103: Channel Classification - History View

All classification results are stored in a history list which can be opened via the <History> tab (see Fig-
ure 103). This list contains:

. Classification result with mode, detection quality and additional parameters
. Bandwidth

. Signal to Noise Ratio (SNR)

. Time of recognition (Time)

The list will be cleared when the application is stopped.

4.9.15. Decoding Mode
4.9.15.1. General

In this mode, the channel works as a decoder. A modem can be selected from the modem list. The decoded
alphanumeric text or metadata will be displayed in the Result Window.
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B |vodems_pvR. - Aoty v R F O HH =
+ [vodem Staws  Detecton  Qualiy Decoder Symbolr Shft  Frequency | [Conntry Coae Network Code Colour Code. &
gl [N 48008d 0% 0084 0.0H 0.00K | [5-WRK-BROADCAST: [ Cell service level: 0 1 -
TETRA Decoding production 99 % sync 1800... 0.0Hz 39086244 ki
L = Elain Ifc RdeType: L SST:
. ' TETRADMO 0% 0.0Bd  0.0Hz 0.00 k+
8 Tetrapol 0% 0.08d 00tz 0.00kr
Tetrapol VHF 0% 0.08d  0.0Hz 0.00 k- o AdrType: 1 SSI:
Yaesu System Fusion 0% 00Bd  0.0Hz 0.00kF
390,825 290,850 390,675 390,900 Yaesu System Fusion NG 0% 0084 0.0Hz 0.00k v
[390.56 MHz [MHz] g 2 v
1 | Decoding TETRA Country Code: il Network Code: il Colour Code:

Figure 104: Channel Mode Decoding

4.9.15.2. Modem List Selection

From a dropdown list, different modem lists - e.g. for HF or VHF-UHF - can be selected. You can open the
modem list editor by clicking on the 3 dots beside the modem list selection dropdown list. See chapter
Modem List Editor Usage for instructions on how to modify or add new modem lists.

4.9.15.3. Modem Selection

A modem is selected by a click on the modem row. The selected modem row will show a green background
color. A double-click on a modem with modifiable parameters will open a modem editor dialog and you can
modify the modem parameters. See chapter Modem Editor for instructions on how to modify modems.

Note: Multi-modems (for example Pactor I/1l/1ll) cannot be used in this mode because they need recognition
capabilities in order to switch to the right modem type.

A modem row consists of the following columns:

Modem The name of the modem
Status Used during recognition: “Detecting”
Detection Detection status of modem:
No result No statement on modem status possible
Inactive Modem is deactivated (either manually or automatically dur-
ing search)
Impossible Modem has been excluded during search due to segmentation
results
None Modem has not been detected
No decoder Results from decoder still pending
Modulation Modem has been detected on the basis of the modulation pa-
rameters
Modem Modem has been detected
Lost Modem was detected but is lost now
Production Modem is in production
Modulation The modulation type has been detected, tracking parameters
tracking
Modem tracking The modem has been detected, tracking parameters
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Quality Quality of signal in %
Decoder Status of decoder:
No sync Decoder not detected
Identified Decoder has detected modem characteristics in the data stream
Accepted Decoder has definitely identified the modem
Sync Decoder has found some modem characteristics but not identi-
fied it
Error Decoder runtime error
Symbol rate Measured symbol rate
Shift Measured shift of a FSK signal
Frequency Center frequency of the demodulator for the signal

Table 35: Decoder Status

4.9.15.4. Result Window

When the decoder starts with the production, the result text will be written to the output window including
a time stamp and a status. The most recently decoded text is also displayed in the status bar below the
output window.

4.9.16. Recognition + Decoding Mode

4.9.16.1. General

In this operation mode, the software is searching for the correct modem within a modem list. The modem
list can be selected from a dropdown list and is displayed in the table below.

See chapter Modem List Editor Usage for instructions on how to modify or add a new modem list. Using
this function, the operator can define specific modems to be used according to the monitoring use case.
go2DECODE can be used for analysis and creation of new modems. These new modems can further be
used in go2MONITOR.

If the production channel can determine a matching modem, the signal is demodulated, decoded and the
results are displayed in the Result Window.

Signals Of Interest can easily be added to the integrated frequencies database. Entries from the frequency
database can be later assigned to production channels from the emission view by using drag-and-drop or
the context menu.

Channels B
@l wideband - | &7 Fil [testsignaloz.wav] [ 20k @ ~ ppm ) [Recognition +Decodng <@ eoff - 3 |[[E0 .| @ @ eLI=ER
B vodems_HF_on_ar v Moy v B SO EE =
$  [Modem Status Detection  Quality Decoder Symbolr Shift Freg A | | . . A
-“ ASCII 8Bit 180Bd 500Hz Detecting  not detected 10% nosync 100.0Bd 450.0Hz 9 - 2z
"‘* Baudot async 1.5 Stopbit S0Bd 170Hz Detecting  not detected 40 % identifi.. S50.0Bd 172.0Hz 94
Baudot async 1.5 Stopbit 50Bd ...  Detecti... production 99% sync 50.0Bd 450.0... 999
Baudot sync 2 stopbit 505d 450Hz Detecting  modulation... 9% - 47.08d 450.0Hz 9%
Baudot sync 2 stopbit 758d 500Hz Detecting  not detected 3% nosync 740Bd 0.0Hz 98
Baudot sync 2008d 850Hz Detecting  not detected 0% nosync 200.0Bd 904.0Hz 9 . -
99,0520 99,0530 Baudot universal S0Bd 650Hz Detecting notdetected  28% nosync  50.0Bd  0.0HZ 95 POWERTYUTO
[MHe] < > THE QUICK BROWN v

1 |Modem search Unknown Empty >

Figure 105: Recognition and Decoding of Signals
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4.9.16.2. Modem Search

On starting the “Recognition + Decoding” mode, the spectrogram displays the signal (Figure 105 shows a
Baudot signal). In the Result Window, the modem search will be shown first. The color of the modem in the
list varies depending on the state of recognition, e.g. the Baudot line first turns yellow then green. This
indicates that the signal has been recognized by the search routine (yellow); a moment later production
starts (green) and the decoded text is displayed in the Result Window.

4.9.17. Classification + Recognition + Decoding Mode

In this mode the following steps are executed sequentially:

d Classification of the signal

. Building a dynamic modem list according to the parameters of the classifier results. The
overall list of modems to be considered in this step can be defined in the modem list editor
(see chapter Modem List Editor Usage). Default is to consider all available modems.

. Starting the modem recognition with the modem list matching the classification result.
By using the modem list editor, it is possible to define a “fallback” modem list which will
be used for modem recognition if the classification cannot deliver any recognition after
certain timeout (see chapter Modem List Editor Usage).

. If successful, starting the decoding of the signal, otherwise restarting from the beginning
Channels B
Il wideband | 47 File [tetra bw.wav] [10 | 390852.9kHz 31| 100.0kz | @® ~ pom J) | Classificaton +Recognition +Decodng v | J§[[___amwee | eoff - | [EE .| @ @ e33R
B Gossfication result Hstory [Ch? fitered by dassification] o ety v S O E P =
4 [Moduiation Modem Stats  Detection Qualty Decoder Symbolr, Shift  Frequen) [Country Code Network Code Colour Code. |#
.“ Symbl rate TETRA Detecting  production 97 % sync 1799... 0.0Hz 390862 "
pg |Order TETRADMO Detecting o resuit 0% - 0.08d 0.0H: 330867 | 2 :‘3 g::fl*;“f:i;f”“;””“; Plain Ifc AdcType: 1 SSI:
fersion B TETRA Upink Detecing  modulation tracking 7% nosync 18002 0.0Hz 330867 |2 10 0€:04:14.348 ZND SSI: Broadcast
H | [ P—, 23.11.2010 06:04:16.138 MAC-RESOURCE DPlain Ifc AdrType: 1 SSI:
: 390.90 signal time :08
i) < » v
1 Decoding TETRA Country Code: Wil Network Code: [0l Colour Code:|

Figure 106: Classification, Recognition and Decoding of Signals

4.9.18. Assign a task name to a narrowband channel

A narrowband channel can be assigned to a taskname from a displayed task in the Task Overview. The
assignment is made via dragging the task and dropping it over the narrowband channel. To do this, select
a task in the task overview with the left mouse button and drag the mouse over the existing narrowband
channel while holding down the mouse button. The task name appears in the status bar and in the Re-
sultViewer (see chapter Results) in the task column.

1 | Decoding Taskname ALE 2G

| Assigned task: Taskname r
[ Connection: Standard System: 127.0.0.1 StamisT O]

Figure 107: Assigned task to a narrowband channel

The assignment of a task name can be reset via the context menu above the text field of the task name in
the status bar.
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‘ 1 || Decoding Taskname ALE 2G

[ Connection: Standard System: 127.0.0. R el

Figure 108: Reset the assigned task from a narrwoband channel

4.10. Automatic Wideband Monitoring

Automatic Wideband Monitoring function provides fully automated wideband signal search and processing
in go2MONITOR. To use the automatic processing features, the operator creates rule-based tasks and
groups them into missions.

Each task contains information about Signals Of Interest and actions to be performed if one of those
signals is detected. Tasks and missions are processed automatically by go2MONITOR. Signals Of Interest
are detected and automatically processed based on task settings.

Various views for creating monitoring missions and tasks are available in the GUI. By using these views,
missions and tasks can be created and activated and their results can be monitored. Manual channel
functions can still be used and freely combined with automatic operations.

All results generated from Automatic Wideband Monitoring are stored in the same way as results gener-
ated from manual processing channels. Both can be accessed through the ResultViewer.

4.10.1. Automatic Wideband Monitoring variants depending on the License

There are two different Automatic Wideband Monitoring modes, depending on the go2MONITOR license:

¢ Live Automatic Monitoring: This mode is available in the standard go2MONITOR product license. It
allows the creation and execution of Missions and Tasks, with some limitations:

o One task type can be used, “Wideband signal search with live processing”. With this task type,
narrowband signal processing is performed interactively in the GUI.

o Snapshot wideband classification can be used as a trigger for narrowband actions. Continuous
classification is not available.

o The processing of narrowband channels is limited to the channels available in the GUI and is
generally limited to real-time processing

e Advanced Automatic Monitoring (option): If go2MONITOR is used with the license option “Auto-
matic Monitoring and Tasking” (AMT), the functionality will be extended so that all task types, con-
tinuous classification and processing with all system resources are available.

4.10.2. Example missions

The go2MONITOR setup already includes some example missions and tasks, which can be used as tem-
plates for creating user-specific missions. The exact list of these example missions depends on the
go2MONITOR license.

If one of these missions has been accidentally deleted or changed, it can be imported again by using
<Import Mission> function in the <Missions> View. The missions are located in the “mission” subdirectory
of the go2MONITOR installation directory.
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4.10.3. GUI Appearance if Automatic Wideband Monitoring Mission is Active

After activating Automatic Wideband Monitoring Mission (see chapter Creating and Handling Missions),
the GUI will change:

. If the mission uses wideband classifier in continuous classification mode, the <Emissions>
View will change: the <Find emissions> button will disappear because the continuous clas-
sification starts automatically. Emissions detected during task execution will be displayed.
The emissions will be automatically removed from the list after 10 - 30 s (sooner if the
number of emissions are high).

. Manual wideband recording will still be possible, but only if no automatic wideband record-
ing is currently running for the corresponding task. If automatic wideband recording is
running, the wideband recording toolbar button will be disabled.

. If a GUI perspective was defined for this mission, it will be applied as soon as the mission
is activated. If the mission is deactivated, the GUI perspective will be restored to the state
before activating the mission. See also Figure 110 and Table 37.

4.10.4. Combining interactive use of GUI channels with the Automatic Wideband
Monitoring

g02MONITOR has limited system resources which are used for both manual processing in narrowband
channels and for automatic processing. Therefore, a resource usage strategy has to be defined if both
processing types are used simultaneously.

go2MONITOR always gives a higher priority to the manual processing in a narrowband channel. If a chan-
nel is active, it will always reserve 1 DDC channel and 1 demodulation/decoding channel for this purposes
except for pure DDC channels see chapter WMPC Option (More DDC than production channels). This will be
the case even if certain functions are not needed at the time (for example there is no signal or the channel
is in Classification mode).

Automatic processing will use all remaining resources which are currently not reserved by the manual
narrowband channels.

If a narrowband channel is started for manual processing and it cannot allocate the resources it needs; it
will take the resources from the automatic processing function. There are two ways to do this:

. Force resources to become available by stopping some tasks currently running as auto-
matic processes. This is the fastest way to get the resources, but it will interrupt some
active operations undergoing automatic processing.

. Wait until resources become available and allocate them afterwards. This method can take
much more time, but no automatic processing operations will be interrupted.

The user can select between these two modes by changing the corresponding setting in the General Set-
tings dialog. This setting is turned on by default, enabling fast starting of narrowband channels, even if
some automatic operations have to be interrupted.

4.10.5. Using Signal Inputs and WB-Receivers for Automatic Processing

All functions for switching signal input between receiver, stream and file are also available if automatic
processing is active. This enables the automatic processing of live signals from any of the available re-
ceivers, and automatic processing of signal files.

Missions and tasks work simultaneously on all active signal inputs, depending on the search/block fre-
quencies defined in the tasks.

Additional options for automatic receiver control are available with Memory Step/Scan functions.
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4.10.6. Creating and Handling Missions

A mission contains a group of tasks which should be executed at the same time. Multiple missions can
reside in the system, but only one can be active at a given moment. Mission activation/deactivation is
performed manually by the operator.

The starting point for handling missions is the <Mission> window. It lists all missions available in the
system along with their status. For example Figure 109 shows that the mission named “Search Mission” is
active and all other missions are inactive.

@ BO R @8 s e @
Name Description

Qﬂ Airplane_Comm

{i AutoCoverage Mission

7 lsemmmon |

%8 Testmission 1

Figure 109: Mission Docking Window

The main functions are accessible from the menu bar at the top of the Mission docking window:

Activate/deactivate selected mission
Add new mission

Duplicate selected mission

Delete selected mission

Export selected mission in a file

Selection for importing a mission from a file or a sample mission from the example
folder in the user directory

Delete all missions

Filter: Simple text search over mission name and description

Reload missions from database. Only needed in multi-user environments

e o Ysgoas

Clear filter

Table 36: Mission Window Functions

After selecting <Add new mission> on the toolbar, a dialog will appear. The user can define can various
mission properties and create mission’s tasks.
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Mission Details
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Use production channels in: | Realtime mode ~ | Offline Production queue length: 10min 5
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Tasks
E Lgﬁ @ @ Priority: Al ~ Type: |Al ~ Freguency: 0.000 MHz |5 ‘ - |30'DDD‘001MH2 = | I Reload Clear filter

MName Status Type Priority

Search all Enabled Wideband Search Normal

oK.

Figure 110: Edit Mission Window - Mission Details

The following mission properties can be defined:

<Use production channels in>

<Offline production queue
length> (only for Offline pro-
duction channel usage)

<Use GUI perspective>

<Emission search method>

Defines a mode for using production channels (real-time or offline).
See chapter Offline vs. Online Processing for details about available
modes and parameters.

After a defined period, recordings waiting for offline processing with
production channels will be deleted.

If this mission is activated, the specified GUI perspective should be
applied. By using this option, user can automatically activate a per-
spective which matches the use case implemented with this mission.

Defines which type of emission search should be used. It can be con-
tinuous classification where Classifier processes all input signals au-
tomatically or snapshot classification where user has to trigger each
wideband classification explicitly from the GUI.

Table 37: Edit Mission Window - Mission Details Functions

A newly created mission will not be automatically activated.

Right-click on mission details to open the context menu shown in Figure 111.

otion:

Production queue length: |

on search method:

|Ak‘tive Mission |

10 min 3]

Continuous classification Edit Task

@ Delete Tasks

Disable Task

~ | Frequency: | 0.0000 MHz 5| - Select all - Cleal

Type
tecording

1 with Automatic Narrowband Channel Processing Morma @

Prior Add Task
Morma

Export Task to file

breywontorng _[rorndA A |

Figure 111: Context Menu Tasks in Mission Details
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<Edit Task> Editing the selected task

@ <Delete Tasks> Deletes the selected task
<Disable Task> Diasables the selected task
<Select all> Selects all tasks

E <Add Task> Adds a new task

.ﬂ' <Export Task to file> Exports a task to a file

IEI <Import Task XML file> Imports task from a XML file

Table 38: Context Menu Tasks in Mission Details

Hint for importing tasks:

Antenna information will not be imported in Wideband Search tasks and has to be manually restored after
importing. For Fixed-Frequency Monitoring tasks the antenna information are imported if these are existing
in g02MONITOR.

Names from content detection lists are imported if these are existing in go2MONITOR.

If values cannot be accepted, a dialog shows the not adopted values.

4.10.7. Creating and Editing Tasks
Each task is created using a wizard. The operator will be guided to select the task type and all relevant
task properties and actions.

The same dialog is used for editing existing tasks. A task can be edited at any time, even during execution.
In that case, task changes will take effect after ~10 s.

Deleting task will not delete results from that task.

The following task types and task properties can be set during a task creation or editing procedure.
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4.10.7.1. Task Type

Task type
Choose a task type

Wideband Search
() wideband signal search with live processing

Interactive rule-based detection, dassification and processing of emissions in a wideband frequency range
i@ Wideband signal search with automatic narrowband channel processing

Fully automatic rule-based detection, dassification and processing of emissions in a wideband frequency range

Fixed-Frequency Monitaring
() Step-mode fixed-frequency monitoring

Processes set of fixed frequencies with a single channel stepping through the frequency list,
() Continuous fixed-frequency monitoring

Processes set of fixed frequencies with a dedicated channel for each frequency.

Wideband Recording
() Time-based wideband recording

Record wideband signal based on a time schedule.
() Triggered wideband recording

Record wideband signal triggered by a spedfic detected emission.

Figure 112: New Task Creation Window

Wideband signal search with live processing

This type of task is used to search for emissions in wideband frequency range and to process found emis-
sions interactive and live in the narrowband channels in the GUI.

Wideband signal search with automatic narrowband channel processing

This type of task is used to search for emissions in wideband frequency range. Intercepted signals are
processed automatically by using all available system resources.

Step-mode fixed-frequency monitoring

This type of task is used to process fixed frequencies or frequency lists with the NB-channel (frequency list
scan). The signals on these frequencies can be “Classified”, “Recorded” or “Decoded”. Wideband search
functions are not used for these tasks.
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Continuous fixed-frequency monitoring

This type of task is used to process fixed frequencies or frequency lists with a dedicated NB-channel.
Only as many frequencies can be processed as NB-channels be available. Should be ensured that all
frequencies are processed, the “Step-Mode Fixed-Frequency Monitoring” must be used. The signals on
these frequencies can be “Classified”, “Recorded” or “Decoded”. Wideband search functions are not used
for these tasks.

Time-based wideband recording

This type of task is used to record wideband portions of the spectrum at pre-determined times.

Triggered wideband recording

This type of task is used to record wideband portions of the spectrum triggered by a specific signal recog-
nized in the wideband classification.

4.10.7.2. General Task Information

Basic task parameters
Set basic task parameters and activation/deactivation criteria

Priority: Normal w

MName: |Test |

Description

Fregquency Time Region Signal Input

Active Mame Frequency Bandwidth Type Remark
Freguency_1 100.0000 MHz 25,000 kHz searchf‘requency
Frequendies [1] Frequency ranges [0]
Add Delete

Figure 113: Task Editing Window - General Task Information

On this page, the user can enter general information for this task and activate the task depending on
frequencies. Additional limitations can be added, depending on time and region, if needed.

<Priority> Critical, Normal, Low or Idle
<Name> Enter a short name
<Description> Additional information about the task

Table 39: Task Editing Window - General Task Information Functions
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4.10.7.3. Task Activations

4.10.7.3.1. Frequencies and Frequency Ranges

For every task, single frequencies and frequency ranges can be specified. As displayed in Figure 114,
these can be created separately via the corresponding tabs. To the right of the tab label is the number of
previously created frequency entries.

Frequency Time Region Signal Input

Active Name Frequency Bandwidth Type Remark
Signall 100.0000 MHz 25.000 kHz =earch frequency
Signal2 200,0000 MHz 10.000 kHz search frequency
Blocked 300.0000 MHz 15.000 kHz blocked frequency

Mew search frequency

Mew search frequency range
Mew blocking frequency

Mew blocking frequency range

H Add search frequendies. ..
@ Add blocking frequendies. ..
| Add ] Delete

Frequencies [3] Freguency ranges [0]

Figure 114: Task Editing Window - Frequency range

For every frequency type there are two types of frequency entries:

. Search: Only signals which appear in these frequency ranges will be considered for further
processing by this task. If the operator would like to process signals on fixed frequencies,
the frequency and the expected bandwidth of the signal must be entered.

. Blocked: All signals which appear in these frequency ranges will be ignored. For tasks
based on fixed frequency monitoring, no blocked frequencies are permitted. Blocked fre-
quencies have higher priority than the search frequencies.

If no frequency ranges are defined on this page, all signals from all frequency ranges will be considered as
relevant.

By using the “Active” checkbox, frequency entries can be activated or deactivated. Deactivated entries will
be ignored during task execution.

<New search frequency> resp. <New blocking frequency> inserts either a new search or a new blocking
frequency entry into the selected table. The fields of the new entry are assigned default values.

Use the <Add search frequencies...> and <Add blocking frequencies...> buttons to add frequencies al-
ready stored in the database. After closing the selection dialog all selected entries will be transferred to
the tables. Note, that the selected entries will be copied into the tables, so editing these entries will not
affect the frequencies entries stored in the database.

<Delete> deletes the selected entries.

The fields of an entry can be edited after a double-click on the corresponding table cell. Once a value
has been edited, the <TAB> key can be used to edit the next or the <Alt>+<TAB> key combination to edit
the previous value. The entered frequency entries are validated when the <Next> button is clicked. An
error message is displayed on table lines with invalid entries. After correcting all invalid entries, the task
configuration can proceed to the next page.
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The time-based wideband recordings can record only complete wideband input signals. The frequencies
entered here are therefore used only to select input signals for recording. As soon as an input signal
contains one of the search frequencies entered here, it is recorded.

Antenna selection in Fixed-frequency tasks

In Fixed-Frequency Monitoring tasks, the “Antenna” can be selected for each frequency. If Antenna is spec-
ified for a frequency, the task will start the channel only from an input assigned to that antenna. The
antenna column is only visible if antennas exist.

Frequency Time Region Signal Input

Antenna Remark

Active HName Freguency Bandwidth

Figure 115: Task Editing Window - Antennas at frequencies

Channel raster / Channel bandwidth

By specifying channel raster and channel bandwidth, a frequency range can be divided into adjacent chan-
nels. In the search frequency range, the search for signals takes place only in the frequency band occupied
by the channels, see Figure 116.

Search frequency from Search frequency to

Channel raster

4 ~ . B * v
[ ‘ | ‘ i ‘ | ‘ | i [ ] search range
1 12 3 14 \5 16 .
: : ; : : || Blocking range
~ - - v o v

Channel bandwidth

Figure 116: Channel Raster /-Bandwidth in Search Frequency Range

In the blocking range, all signals in the frequency band specified by the channels are ignored, see Fig-
ure117.

Blocking frequency from Blocking frequency to

Channel raster

|

K K
\_U I

% Channel bandwidth V

Figure 117: Channel Raster /-Bandwidth in Blocking Frequency Range

[ ] Search range
[ ] Blocking range

The arrangement of the frequency range by channel raster and channel bandwidth specification is ex-
plained below. The start frequency of the frequency range is the center frequency of the first channel.
Based on this, the channel raster specifies the center frequency of all subsequent channels up to the end
of the frequency range. Note, that depending on the configuration, certain frequencies at the limit of the
frequency range may not be covered by any channel.
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When storing signals to the database, the associated channel information is also stored with the result.
The channel information is composed of the name of the frequency entry (see Figure 114), and the channel
identification as well. For example, when a signal is detected in the frequency range of channel 5, the field
“Name” in the stored result is expanded to the value “FrequencyRange_2 CH5”.

4.10.7.3.2. Time Ranges

Basic task parameters
Set basic task parameters and activation/deactivation criteria

Priority: Normal
Name: |L00p Recording |
Description ‘WB-Recording mit Loop Recording ‘

Frequency Time Region

Automatically delete recordings older than |1 00:00:00 5| (Loop-Recording)

From: 31.08.2023 12:43:11 v | to: | 31.08.2023 13:43:11 v | [ ]
[] only daily from:  00:00:00 % | to: |00:00:00 = &
Replace Add
From To Daily from Daily to
531.08.2023 12:43:11 31.08.2023 13:43:11
30.09.2023 12:43:11 30.09.2023 13:43:11 08:00:00 12:00:00
Note: The time parametrization uses UTC time. Current UTC time = localtime -2k Delete

Figure 118: Task Editing Window - Time Range

The tab <Time> defines the time range in which the task should be active. These can be relative (each day
between a from- and to-time) or absolute (date/time from - date/time to). For each absolute time range
(for example from 01.05.2019 — 07.05.2019), one activation based on daily time range can be defined
(each day from 08 — 10 h).

All times in the system are defined in UTC.

If daily times are not inside the range defined by the absolute time range, the overlap between both will be
used (19.08. 00.00.00 - 21.08. 01.00.00, daily 00.00.00 — 02.00.00 will finish at 21.08. 01.00.00).

For daily time, the end of the day can be entered automatically via the button next to <Daily until>.

To execute an execution at specific time periods on each day, you can use the button next to the end date.
Here the maximum available time range will be entered automatically. An already existing entry will be
overwritten.

If no time ranges are defined on this page, the task will always be active.

The <Add> button adds the time ranges. By double-clicking on a time range in the table, the values in the
area above are transferred and can be changed. The <Replace> button replaces the values in the table.

© 2023 PROCITEC GmbH 123 of 265



Monitoring Suite (..‘ go2signals

GO2MONITOR

The option <Automatically delete recordings older than> is only available for Time-based wideband
recording tasks. If the option is active, the recordings made from this task will be automatically shortened
so that their length matches the duration specified in the text field. Please refer to chapter Loop Recordings

for more information.

Time-based wideband recording tasks need at least time range or a maximum loop duration setting.

4.10.7.3.3. Geographical Position (Optional, for Mobile Systems with GPS-Support)

With the tab <Region> you can define the geographical locations where the task should be active. These
are defined as a list of map-based polygons. A graphical map display is provided for the operator to define
these polygons. Additionally, you can define whether time and position activations will be combined by

using the AND or OR operators.

By double-clicking on a region entry in the “Regions” list, position entries can be edited manually.

Frequency Time Region Signal Input

Activation by region
Join time and region activation by (@ AND () OR

Norwich
erborough
Ely
Cambridge
Ipswich
Colchester
Albans
southend
London on-5ea

Canterbury Dostende ™
Brugge
Dunkerque
Calais

Brighton Kortrijk

Gent

Lelystad
Amsterdam

Nederland
Leider

Gelderiant

Utrecht Ede
Arnhem
Dordrecht
Nijmegen

s-Hertogenbosch

Helmaond

Venlo

Antwerpen
Bruxelles -
Brussel
fay

Figure 119: Task Editing Window - Geographical Position

Add New Region

Sav

o

Mew Region

Cancel New Region

Regions
1 [051° 57.132' N,001° 49.25...

Important: For the frequency list scan with one narrowband channel task type, only search frequencies
defined as single frequency entry can be added (see chapter Frequencies).

Important: For the wideband recording (time-based) task type, no further settings after this page are
needed. The <Summary> page will be shown and the task creation will be complete.

4.10.7.3.4. Signal Source

The signal source tab is used to specify which signals are to be processed by the job. The “Use signal

input:” combo box offers two options:

receiver, stream or file

If this entry is selected, the job will only process sighals that come from the specified sources.
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Wideband Recording Input

If this entry is selected, the job will only process signals emitted by a wideband recording input. If only cer-
tain time periods are to be processed, the checkbox “Use only this signal time range” has to be activated.
The time interval to be edited is to be entered in the text fields next to it. This setting is only relevant if
“Wideband Recording Input” is selected in the combo box.

Freguency Time: Region Signal Input

Use Signal Input: Wideband Recording Input w

Use only this signal time range: | 2022-10-18 00:00:00.00¢ V| - | 2022-10-18 23:59:59.00( ~

Figure 120: Task editing window - signal source

4.10.7.4. Trigger for Wideband Classifier Tasks

4.10.7.4.1. Trigger Type

This part of the task defines which signals will be processed further by using task actions. Triggers are
mostly based on the result from the wideband classifier (emission detection and classification) but can
also use energy detection from the overview (panorama) spectrum generated by the receiver.

Trigger selection
Select the trigger type for your task actions

(® Trigger by modulation type
Start predefined action if detected emission matches the selected modulation types
(") Trigger by possible modem
Start predefined action if detected emission matches the selected modem
(_) Trigger by energy detection in wideband classifier
Start predefined action if wideband dlassifier emission matches specified energy parameters (SMR,, Duration, Bandwidth)
() Trigger by energy detection in overview spectrum

Start predefined action if signal energy detected in overview spectrum matches specified parameters (SNR, Duration, Bandwidth)

[ tverted trigger (trigger action if defined trigger does NOT match)

Figure 121: Task Editing Window - Trigger selection

The type of trigger defines implicitly the receiver’s behavior during the processing of this task (if the Auto-
Coverage module is available and active).
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Several types of triggers are available. For each trigger type, different search parameters can be selected.
Most trigger parameters are related to the emission results of the wideband classifier. For all trigger types,
additional energy triggering options based on relative signal energy (SNR), signal duration and signal
bandwidth will also be available.

The operator can select only a single trigger type per task. Both modulation-type and modem-type triggers
will include all settings available in the energy detection trigger as well.

In the bottom of the wizard page, there is an option to use <Inverted trigger>, i.e. to trigger actions if
detected signal does not match the defined trigger.
4.10.7.4.2. Trigger by Modulation Types

Only if an emission detected by the wideband classifier fits the requested modulation type and its param-
eter will the emission be processed further.

Modulation type trigger
Activate NB-processing action if emission fits to the selected modulation type

Modulation types

Voice

@al Oam Quse O wse Onm O DSB-SC
Morse

O cpm: a0 4 - 250 %
FSK

[1 symbal rate: 30Bd 3| - | 75000Bd 3 [ shift: OHz 3 - 10000Hz 3| [ Burst signals only

[ Tones: S o

[
4

MC FSK2

O Symbol rate: 40Bd - - 2s06d [ shift: S0Hz | - s00Hz 2| [ Burst signals only
[ channels: Lt o | g4 % [ channel dist.: 19Ha Sl - 1000 Hz %
MSK
O Symbol rate: 1006d *| - | 280'0008d > | (] Burst signals only
PSK
D Symbol rate: 30Bd 5| - 125000Bd = D Order: 2 D Burst signals only
[ mcpsk
[ oam

—/

Figure 122: Task Editing Window - Modulation Types

The following parameters are available to further verify the signal:

. Modulation type as multiple selection filter (PSK, FSK, Voice USB, Voice LSB, etc.)
. Symbol rate from — to

. Shift from — to

. Burst type
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4.10.7.4.3. Trigger by Possible Modems

Wideband classification can match detected emission parameters (e.g. detected modem, modulation type
or energy distribution) to the parameters of modem definitions existing in the system. The list of possi-
bly matching modems is delivered with each detected emission and can be used to decide whether the
emission should be processed further.

Modem matching trigger
Activate NB-processing action if one of selected modems matches an emission detected in wideband signal

Modems

(®) Trigger if modem was NOT EXCLUDED for wideband emission (indistinct filter, generates more triggers, all modems can be used)
() Trigger if wideband emission MATCHES a modem (predse filter, generates less triggers, only a subset of the modem list can be used)

Modem Ll
[] ACARS VHF
[ as
ALE 2G
ALE-400
ALIS
ALIS 2
[ ARQ-E Cyc4 &5, 7Bd 170Hz
[] ARQ-E Cyc8 1856d 370Hz
[] ARG-E Cyc8 968d 192Hz
ARQ-E3 100Bd 400Hz
ARQ-E3 100Bd 850Hz
ARQ-E3 192Bd 400Hz
ARQ-E3 200Bd 400Hz
ARG-E3 288Bd 400Hz
ARQ-E3 288Bd 850Hz
ARQ-E3 48Bd 170Hz
ARQ-E3 48Bd 270Hz

b

126 of 249 selected \Clear Selection Select All Select From List

< Back Next =

Figure 123: Task Editing Window - Possible Modems

There are two methods for determining which modems fit a specific emission detected in the wideband
classifier:

¢ Based on Modem-EXCLUSION in wideband classifier

o All modems which are not explicitly excluded by the wideband classifier will be used for modem
recognition and decoding. This filter is intentionally quite loose because it uses parameters
such as bandwidth and duration for emissions where modulation type could not be determined.
This method is possible for all modems.

¢ Based on Modem-MATCH in wideband classification

o This is a precise filter which matches only modems which fit modulation type and parameters as
detected in the wideband classifier. Emissions where modulation type could not be recognized
are discarded. This method can be used only for modems which use modulation types recogniz-
able by the wideband classifier. If this trigger option is chosen, the modem list will only display
these modems.
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There are two methods to select modems:

. Manual selection of modems from the displayed modem list. Each modem is a combination
of a demodulator definition, decoder and, optional a spectrum pattern definition.

. Selection of modems from predefined modem lists (see chapter Modem List Editor Usage
for details about Modem List management)

4.10.7.4.4. Trigger by Energy Detection in Wideband Classifier or by Energy Detection in Overview
Spectrum

Both energy detection triggers are defined in the same way, but will use detections from different sour-
ces:

. Energy detection in wideband classifier: Emission detections from wideband classifier will
be used for triggering

i Energy detection in overview spectrum: Energy detection in overview spectrum is per-
formed only if receiver delivers overview (panorama) spectra. If receiver delivers scan
spectra, those will also be used (for details, see chapter Spectrum Overview). This type
of trigger will only detect and trigger new emissions. Long, continuous emissions will be
ignored. This type of triggering can be used to skip wideband signal processing completely
by triggering from scan spectrum and using only narrowband receivers to process the sig-
nal. This type of detection, especially if using scan spectra, will typically have lower quality
than detection in wideband classifier.

If a detected emission has a SNR above the defined level or duration/bandwidth in a certain value range,
it will trigger a narrowband action. This filter should be used with caution because it can generate many
narrowband actions. It should be used only in specific limited frequency range or combined with other
triggers.

Trigger based on signal parameters
Activate NB-processing action if signal energy, bandwidth, duration or antenna matches specified settings.

Signal parameters

SNR Threshold 10 dB |5

[] buration from 0.0s 5
[] puration to 10.0 s =
[] sandwidth range 0 Hz 5 - 20'000°000 Hz 5

Figure 124: Task Editing Window - Signal Parameters Trigger

The following emission parameters can be described:

. Minimum signal noise ratio (SNR in dB)

. Minimum emission duration (in seconds)
. Maximum emission duration (in seconds)
. Bandwidth range (from — to in Hz)
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4.10.7.4.5. Trigger by Antenna
If antennas exist in the system, the trigger can be restricted to specific antennas. Only if the input signal

with the antenna information matches the antenna selection in trigger, a narrowband action is triggered.
If no antenna is selected, there are no restrictions about antennas.

Trigger based on signal parameters
Activate NB-processing action if signal energy, bandwidth, duration or antenna matches specified settings.

Signal parameters

SHR. Threshold
[ ] puration from 0.0s %
[ ] puration to 10.05 =
[ ] Bandwidth range 0Hz 5| - 20000000 Hz 5
Antenna
--- Select antennas -—-

Figure 125: Task Editing Window - Antenna Trigger

4.10.7.4.6. Channel Actions

These settings define which functions will be performed in the system if a signal which matches trigger
settings is found. Multiple selections are possible.

For triggered wideband recordings tasks, this page will not be displayed because the action always is a
wideband recording.

For tasks with a fixed frequency list type, these actions will be performed for each frequency on the list.
There is a possibility to create recordings based on energy detection.
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Task action
Define MB-processing action which should be performed for each emission which fits the defined task trigger.

[] no action
Recording
Classification

Modem Recognition and Decoding

Madem o]
[ acars vHF

[] a1s

ALE 2G

ALE-400

ALIS

ALIS 2

[ ArQ-E Cyc4 85, 78d 170Hz
[] ARQ-E Cycd 1858d 370Hz
[ ARQ-E Cyc8 96Bd 192Hz
ARQ-E3 100Bd 400Hz
ARQ-E3 100Bd 850Hz
BRQ-E3 1926d 400Hz
ARQ-E3 2008d 400Hz
ARQ-E3 288Bd 400Hz
ARQ-E3 238Bd 850Hz

Al apn.e2 ased 1704 50

121 of 243 selected Decode only | From Trigger  |Clear Selection Select All Select From List

W Advanced settings

< Back Next =

Figure 126: Task Editing Window - Modem Recognition and Decoding

Each action delivers a result of a specific type. The results for each action are listed below.

<No action> No NB-action will be performed Only wideband classification results will
be generated and stored into the data
base (depending on the specific system
configuration). When selected, other opti-
ons described below are deselected and
only Alert/Frequency-blocking options
are available on the next page (End Trig-
ger).

<Recording> NB-signal will be recorded Recorded IQ files in WAV format. If
<Modem Recognition and Decoding> is
selected as well, and the Mission is run-
ning in Offline mode, 1Q files will be split
after 60 s to allow Recognition and De-
coding to start processing before the end
of the recording.
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<Classification> Modulation type detection in the | Modulation type and parameters
narrowband channel is done con-
tinuously. A new classification
will take place every 3 -4 s and
the results are stored in the

database.
<Modem Modem recognition and decoding | Recognized modem, decoder text and au-
Recognition is based on the selected modems. | dio or binary data
and Decoding> If just one modem is selected you

can choose ‘Decode only’ to start
directly decoding.

Table 40: Task Editing Window - Actions

4.10.7.4.7. Energy based recordings at Fixed-Frequency Monitoring tasks

For Fixed-Frequency Monitoring tasks, the option “Only if signal is detected” can be selected when record-
ing activated. In the case of energy detection, recording is only made if the signal energy matches the set
parameters.

Recording

Only if signal detected Lead time: EI Follow-up time: Max. duration: 01:00:00 5 Min. pause: SMR.:

Figure 127: Task Editing Window - Energy based Recording

The meaning of the parameters is the same as in the energy-based recording in the NB channel settings
(see Channel Recording).

4.10.7.4.8. Advanced Settings for Channel Action

W Advanced settings

Use channel type: All channels ~ | Add te result comment: I:l
[_] Process one emission no more than once in: 10 min > Lead time before signal begin for action start: 15/
[ ] Max. total number of actions: 1 %2 [] Modem Recognition only on signal begin

[ ] Max. number of parallel channels: 1 %2 [] Allow fast triggering from classification result

For all results, set the following result flags: < Select flags = ~

Figure 128: Task Editing Window - Advanced Settings for Channel Action

Advanced options

Various fine-tuning options which can be used to maximize system performance are available. For standard
system usage, default settings are mostly sufficient.
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<Use channel type>

<Add to
comment>

result

<Process one emis-
sion no more than
once in>

<Lead time before
signal begin for
action start>

<Maximal number of
actions for this task>

<Modem Recognition
only on signal begin>

<Max. number of
parallel channels>

<Allow fast trigger-
ing from classifi-
cation results>

<For all results, set
the following result
flags>

This option defines which type of narrowband channels will be used for exe-
cuting actions defined in this task: DDC channels (i.e. narrowband channels
extracted from the wideband signal in software components), NB-receivers
(handoff receivers independent of the wideband signal (for details, see chap-
ter Narrowband Receiver Control Option (NRC)) or all available channels re-
gardless the type.

This option is especially useful for the use case where action triggering is done
directly from the overview scan spectrum. In that case, it does not make sense
to use DDCs because there is no continuous wideband signal to extract from
and the task would typically use only NB-receivers.

If a text is entered in this field, it will be filled in all generated results from this
task in the <Comment> column.

This setting can be used to prevent processing a specific emission too often
and starting a new trigger on each emission update report from classifier. The
processing of one emission can be blocked for certain amount of time. It is
applicable only if continuous wideband classification is used.

Recording action starts with the signal recording ~1 s before the emission
start reported by the classifier. By using this option, the user can increase
this lead time. This option should not be used if the modem recognition and
decoding action is selected because it may lead to false recognition in the
prolonged lead time signal segment.

This option can be used to limit the number of actions performed by the task.
It can be useful if the user wants to collect a limited number of results without
using system resources afterwards.

If the modem recognition and decoding action is used, production channels
will go through the whole signal and search for requested modems. This can
be a very performance-intensive operation for long modem lists. The process
can be optimized by using modem recognition only on signal begin (~10 s).
If no modem has been found, modem recognition will quit without processing
the whole signal.

This option can be used to limit the number of simultaneously processed ac-
tions by this task. It can be useful if the user wants to avoid that this task uses
too many system resources at once.

At the beginning of most detected emissions, wideband classification delivers
its first result typically after several hundred milliseconds. This result is opti-
mized for speed and may contain measuring values of lower quality than the
subsequent result updates for the same emission. For example, the values for
modulation parameters may be less accurate.

By using this Task option, you can decide if that first emission report should be
used for task triggering. If you select the option, the triggering will be faster,
but could possibly use wrong modems in the generated modem list. If you
unselect the option, the triggering will be performed only after more reliable
emission result has been received (typically after 4 - 5 s). In both cases, nar-
rowband action will process the sighal from the beginning.

Selected result flags will be set for each result created by this task’s actions.
WB-classification results which served as a trigger will also get the same set
of flags. If a single WB-emission was used as a trigger for multiple tasks, it will
contain the sum of all flags defined in all triggered tasks.
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For more details about execution procedures for this type of task, see chapter Task Execution Procedure
for Wideband Search Tasks.

4.10.7.4.9. Channel Actions (for “Wideband signal search with live processing” Task Type)

For <Live processing> task type, Channel Action page includes a reduced set of options which are appli-
cable for interactive action execution.

Live processing
Open channel with configuration:
[] Maximal signal processing duration:

[ use modem list from trigger emission

default

{channel will not open if modem list is empty)

Use channel type:

D Report one emission no more than once in: 10 min

All channels

[ allow fast triggering from dassification results

Figure 129: Task Editing Window - Wideband Signal Search with live Processing

<Open channel with
configuration>

<Maximal signal
processing dura-
tion>

<Use modem list
from trigger
emission>

<Use channel type>

<Report one emis-
sion no more than
once in>

<Allow fast trigger-
ing from classifica-
tion results>

This option defines which channel configuration should be applied to a GUI
channel before opening it to process detected signal. The channel configu-
ration defines its layout and all processing options. See chapter Channels for
more information about creating and using channel configurations.

This option defines the maximum processing duration of a narrowband signal
in the GUI. If not set (default), the signal will be processed in the GUI channel
until user closes the channel manually. If this option is set, the channel will be
closed automatically after the specified amount of time.

This option determines if the modem list from the signal detection (i.e. possible
modems from the wideband classifier matching selected modems for trigger)
should be used as modem list in the GUI channel. If not set, the modem list
stored in the channel configuration will be used. If this option is active and the
modem list from the signal detection is empty no channel will be opened. To
open and analyze signals of unknown modems deactivate this option. This op-
tion makes no sense in “Classification + Recognition + Decoding” channel mode
because the modem list is generated automatically within the channel.

It is recommended to use this option if you use wideband classifier as a trigger
source and if your channel configuration uses “Recognition + Decoding” chan-
nel mode. In “Decoding” channel mode the first modem in the list will be used
for production.

Corresponding to the same function as in Table 41 “Task Editing Window - Ad-
vanced Options”

This option can be used to prevent processing of a specific emission too often
and starting a new trigger on each emission update report from classifier. The
processing of one emission can be blocked for a certain amount of time. It is
applicable only if continuous wideband classification is used.

Corresponding to the same function as in Table 41 “Task Editing Window - Ad-
vanced Options”

Table 42: Task Editing Window - Wideband Signal Search with live Processing Functions
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For more details about execution procedures for this type of task, see chapter Task Execution Procedure
for Wideband Search Tasks.
4.10.7.4.10. End Trigger

This part of the task definition determines when the narrowband action of a task will be stopped and
which additional system events will be triggered. It is not available for “Wideband signal search with live
processing” or “Wideband Recording” tasks.

End trigger
Define when the MB-processing action should stop and other task parameters

End Trigger for narrowband action

Maximum duration
|:| End if no energy for: 55
|:| End if no modem recognition for: s 5

[ End if trigger emission is finished

[] end if modem was recognized and then lost

Block Frequency
To avoid processing the same signal over and over again, it is possible to block the frequency for this task or for all tasks for a certain time after the
action was triggered. This increases the possibility for other signal to be processed

[] Block frequency for 1 min 5| |For all tasks

W Advanced settings

Figure 130: Task Editing Window - End Trigger

<Maximum duration> In seconds.

Overall maximal signal duration for defined action. This specifies PC time
and not the signal time. Therefore, it is possible that signal time will be
longer due to the fact that processing will use a delay buffer at the begin-
ning of the action to start in the past.

<End if no energy for> In seconds.
If there is no energy in the channel during this period of time, the action
will be stopped

<End if no modem | Inseconds

recognition for> If there is no recognition during this period of time, the action will be
stopped. This option can only be chosen, if <Modem Recognition and
Decoding> is selected.

<End if trigger emission | If the emission that triggered the processing has ended in the channel, the
is finished> action will be stopped.

<End if modem was rec- | If the modem is no longer recognized in the signal, the action will be
ognized and then lost> stopped. This option can only be chosen, if <Modem Recognition and
Decoding> is selected.
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Block Frequency The operator can choose to block a signal frequency for this task only, or
for all tasks for a certain amount of time after the action has been exe-
cuted. This setting is used to prevent the system from triggering multiple
times on the same signal. The frequency blocking will not be activated for
expired actions, only for executed actions. The system will block the fre-
quency and the entire bandwidth of the trigger for this action.

Table 43: Task Editing Window - End Trigger Functions

4.10.7.4.11. Advanced Settings for End Trigger

W Advanced settings

Alert

For positive End Trigger (Classification success, Modem Recognition success) it is possible to activate an alert. See manual for technical details.

Activate alert if | No alerts o
Content matching

Detect patterns from these lists in all decoder results from this task
Select lists: < Select items = ~

Expire Time

Maximum wait time for trigger action to be processed. If expire time is reached because no channels were available, action will be deleted
without processing

Maximum wait time 553

Figure 131: Task Editing Window - Advanced Settings for End Trigger

Alert

The operator can issue an alert for task-based events (for details, see chapter Alerts). The following op-
tions are possible.

<No alerts> There will be no alerts in this task

<Trigger detected> A signal event is detected in the wideband classifier which matches this
task’s trigger. The alert will be issued even if there are not enough re-
sources to execute the action.

<Action started> The action defined in this task has been started

<Recognition Available only if one of the Modulation type classification or Modem

(modem or modulation | recognition and decoding actions is executed in this task. If the modu-

type)> lation type has been recognized (for the classification action) or if the mo-
dem has been recognized (for the modem recognition action), the alert will
be issued.

Table 44: End Trigger - Alert Options
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Content Matching

The operator can assign one or more lists for content matching (see chapter Configuring content match-
ing).

Expire time

The operator defines the maximum time the action can wait for an available NB resource (channel) before
the action gets deleted. It will be used in cases where an action should be started but there are no available
resources to execute it (all channels are busy).

4.10.7.5. Task Creation Summary

The creation of a new or the editing of an existing task is finalized by displaying the summary holding the
related configuration. The amount of information shown depends on the type of task (see chapter Creating
and Editing Tasks).

Summary
Task overview
. ~
General Actions
Type: Wideband-classifier based search Recording: Yes
Name: Test Classification: Yes
Description: Recognition and decoding: Yes
121 modems defined:
Priority: Mormal ALE 2G
ALE-400
Enabled: ves ALIS
ALIS 2
ARQ-E3 100Bd 400Hz
Activation ARQ-E3 100Bd 850Hz
ARQ-E3 192Bd 400Hz
) ARQ-E3 200Bd 400Hz
e ARQ-E3 288Bd 400Hz
el e ARG-E3 238Bd B50H
10.05.2019 07:05:40 - 10.05,2019 05:05:40 ARQ-E3 43Bd 1704 =
15.05.2019 07:05:40 - 17.05.2019 14:05:40 AF‘.S-E3 a36d Z?DHi
20,06,2019 07:05:40 - 20,10.2019 14:05:40, daily 10:00:00 - 17:00:00 ARQ-E3 43Bd 300Hz
s ARQ-E3 48Bd 400Hz
Region:
: ARQ-E3 48Bd 850Hz
0 regions defined ARO-E3 50Bd 400Hz
Frequencies: ARQ-E3 72Bd 400Hz
0 frequencies defined ARQ-E3 96Bd 170Hz
ASCII 7Bit 100Bd 173Hz
ASCII 7Bit 110Bd 170Hz
= ASCII 7Bit 171Bd 420Hz
Start Trigger ASCII 7Bit 180Bd 500Hz
ASCII 7Bit 200Bd 300Hz
ASCII 7Bit 200Bd 400Hz
ENERGY: ASCII 7Bit 300Bd 170Hz
>10 SNR. ASCII 7Bit 300Bd 400Hz
ASCII 7Bit 600Bd 480Hz
ASCII 7Bit 758d _BSUHZ LY
< >

Figure 132: Task Creation Summary
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4.10.8. Task Execution Procedure for Wideband Search Tasks

The following diagrams show simplified procedures for processing tasks which search for emissions in
wideband frequency ranges.

4.10.8.1. Wideband Signal Search with Live Processing

. Mew energy event
IW 'df?_bﬂgd detection in overview
classification (panorama) spectrum

e T TR 1) Wb aE

Figure 133: Task Execution Wideband signal search with live processing

1. go2MONITOR is constantly monitoring the wideband classification results or overview spec-
trum events of the input signal and matching them to the currently active set of tasks defined
by the operator

2. When there is a match between an emission and a task, a request is sent to the GUI to open
a channel with requested channel configuration, frequency, bandwidth and a recommended
modem list

3. If there are no available channels in the GUI, the request will be ignored

4. If free channel exists in the GUI, it will be opened as requested, will start processing the signal
and will wait for user interaction
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4.10.8.2. Wideband Signal Search with Automatic Narrowband Channel Processing

Mo
Cancel
Wa'rting Queus

Figure 134: Task Execution Wideband signal search with automatic narrowband channel processing

1. 202MONITOR is constantly monitoring the wideband classification results or overview spec-
trum events of the input signal and matching them to the currently active set of tasks defined
by the operator

2. When there is a match between an emission and a task, a defined action is executed. For
example, a narrowband receiver is parameterized to the emission frequency and its output
signal is demodulated and decoded by one of the production channels.

3. If there are not enough resources to execute the action, it waits for a user-defined expiry time.
After the expiry-time is reached the action is cancelled without any results.

4. All results produced by automatic tasks are stored in the integrated database and can be
retrieved or exported later using the ResultViewer.
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4.10.9. Task Overview

The <Task Overview> shows a detailed information of the tasks and channels running in the Automatic
Monitoring.

Task overview & X

4 Tasks

2 = |000) Time range: | 01102023 00:00:00 ~ |- | 31.10.2023 23:59:58 - | |Absolute time v|[..]  Frequency range: 0.0000 MHz %] | 30°000.0010 MHz =] ...

Task tent & Type Priority  Status Modem Adtive Friggerec Started Dropped nterruptec 1Idle  Active from  Lastactive until  Active until A
alk Wideband signal search wit Normal ~ Wating APCO-25 Phase? Downlink 0 o 0 o 0 10.2023 11:33:57
Search Wideband signal search wit Normal  Active 2 9 5 4 0 0

Fixed Frequency Continuous fixed-frequency Normal  Active Baudot sync 2008d 850Hz 1 1 1 0 0 0 v

Add new task...| | Edittask.. || Copytask.. | Delete tasks Export... Import...

3 Active channels

Task Type Priority  Modem Frequency  roductior Recording Decoded text Detected modem  etected frequenc  Bandwiidth  ‘ed nominal freq  Antenna ~
Fixed Frequency  Continuous fixed-freq Normal ync 200Bd 850Hz 107110 MHz  Active  Active  33?-0<WRU>-317)180 THE QUICK BROWN FOX udot sync 2008d 850Hz 10,7114 MHz 300000 Hz  19.7114 MHz

)

Search Wideband signal sear Normal 19.8509 MHz Notactive  Active 5000 Hz

Search Wideband signal sear Normal 19.7815 MHz Notactive  Active 5000 Hz v

Figure 135: Task overview

The view is divided into two tables ‘Tasks’ and 'Active channels’ to allow a hierarchical presentations for
tasks and their active channels. Every row in the task table represents a task entry, similarly does a row in
the active channels table. The tasks active channels (when any) are displayed by selecting the task row(s)
in the Task table. If no tasks are selected, all active channels of all tasks will be displayed in the "Active
channels’ table. In order to provide a quick overview, above the tables there is display showing how many
'Tasks” and 'Active channels’ the table contains.

The actions from the table header context menu can be used to adapt the columns visibility. Placing the
mouse cursor over the task name will display the tasks summary, see chapter Task Creation Summary for
details.

On top of the view there is a Task Time/Frequency filter which defines the time and frequency range for the
table contents displayed. Additionally, there is an advanced filter available on each table left which can be
used to filter content to be visible in table even more precisely.

Tasks with Wideband signal search with live processing are not shown.

4.10.9.1. Toolbar

0@ Provides a refresh function. It updates tasks and channels by using the currently
selected filter settings.

L

This option can be turned on or off. If the option is turned on, data will be updated
automatically in regular intervals.

Deletes all values currently set in the advanced filters.

E Export current filter to file.

n| Import filter from file.
o Arrange tables in horizontal layout.
Arrange tables in vertical layout.

Table 45: Task overview toolbar
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4.10.9.2. Task Time/Frequency filter

The time/frequency filter defines a time and frequency range for the tasks to be displayed. The filtering for
time range is only relevant for tasks with defined time restriction(s). For these tasks the matching depends
on the minimum and maximum time values calculated over all configured time ranges (including daily
ranges), time gaps are ignored. The matching on frequency range is done based on task’s search frequen-
cies (fixed frequencies and frequency ranges). See Time/Frequency Filter chapter for detailed description
on configuration possibilities.

4,10.9.3. Tasks table

Task

Content alert

Type
Priority
Status

Modem

Active (Task statistics)
Triggered (Task statistics)
Started (Task statistics)
Dropped (Task statistics)
Interrupted (Task statis-

tics)

Idle (Task statistics)

Active from
Last active until
Active until

Energy based recording

Result flags

Idle-Stop

Idle duration

Name of task.

Presence of ‘X’ value indicates that Content Matching alert has been re-
ported by task.

Type of task.
Priority of task actions.
Current task status, refer following table for details.

Modems as specified in the task configuration. Several entries are sepa-
rated by semicolon.

Number of active actions for this task. For tasks with narrowband actions,
this corresponds to a number of NB-channels currently used by this task.

Number of trigger events matching the criteria of this task. For example,
for wideband search tasks, this the number of emissions detected by the
wideband classifier matching the task trigger.

Total number of actions started by this task.

Total number of actions which could not be executed because there were
NO resources.

Number of actions which were started but interrupted because a task with
a higher priority required the resource.

Number of actions which were triggered but not executed because no fur-
ther processing was required, e.g. if only the <Recognition and Decoding>
action was requested but all requested modems were filtered by the clas-
sification and removed from the list.

From-time timestamp of next task activation (for time restricted tasks).
To-time timestamp the task was running last (for time restricted tasks).
To-time timestamp of currently running task (for time restricted tasks).

Presence of ‘X’ value indicates that energy based recording is enabled for
task, see Channel Recording for details.

Specified result flags will be set for each result created by this task’s ac-
tions.

Presence of ‘X’ value indicates that task will stop narrowband action when
reached idle threshold.

Threshold value for duration of task’s narrowband action idle state.
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Description
Max duration

Result comment

Task description as specified on task creation.

Maximum threshold task’s narrowband action will stop after.

Specified comment will be set for each result created by this task’s actions.

Table 46: Task table columns

Waiting

Active

Disabled
Nothing to do

No resources

No input signal

Disabled (BW-limit)

Error

Task is waiting for activation due to time/region restriction(s).

Task is in ‘Active’ state when all task actions are active. Exceptionally a
search task will be in "Active’ state when any of its action is active.

Task has been deactivated by user.
No action has been started yet.

Some action can not start due to resource shortage (must affect all actions
for search task type).

No signal with required frequency or antenna available.

Task is disabled because max. allowed search bandwidth has been ex-
ceeded.

Some error occurred (e.g. component is not reachable).

Table 47: Task status values

4.10.9.4. Task table actions and context menu

The action buttons are located beneath the task table.

<Edit task>

<Add new task>

<Delete tasks>

<Export>

<Ilmport>

Edit selected task. Task selection activates button.

Add a new task to the currently active mission. An activated mission must
exists before this function can be used.

Deletes the selected tasks. Task selection activates button.

Exports all selected tasks in file(s) to specified storage location. Each XML
file has same name as task name. When required, the file name will be ex-
tended by a timestamp to ensure uniqueness. Task selection activates but-
ton.

Imports task from a XML file. The task name will be extended by index to
ensure uniqueness. An activated mission must exist before this function can
be used.
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Show results from selected tasks without time/frequency filter restrictions

Show results from selected tasks with this time/frequency filter

Enable tasks

Disable task

Add new task...

Edit task...

Copy task...

Change activation times 4

Delete tasks

Reset statistics

Reset content alert

Figure 136: Task table - context menu

<Show results from
selected tasks without
time/frequency filter
restrictions>

<Show results from se-
lected tasks with this
time/frequency filter>

<Enable tasks>
<Disable task>
<Add new task>
<Edit task>
<Copy task>

<Change activation

times>

<Delete tasks>
<Reset statistics>

<Reset content alert>

Opens ResultViewer showing results generated by task’s channels.

Opens ResultViewer showing results generated by task’s channels in
time/frequency range from the Task Time/Frequency filter.

Enables the task. It is possible to enable multiple tasks simultaneously.
Disable the tasks. It is possible to disable multiple tasks simultaneously.
Same function as the corresponding table button.

Same function as the corresponding table button.

Same function as the corresponding table button.

If activation times are configured in the tasks, start and end times depend-
ing on the context menu selection are shifted backwards or forwards by a
defined period of time. The following periods are possible:

¢ One week
e 10 days

¢ One month
e One year

Same function as the corresponding table button.
Resets task statistic values.

Resets Content Matching alert for the task. This will not affect the results
generated by task’s actions.

Table 49: Task table context menu description

4.10.9.5. Active Channels table

This table displays information about all active channels currently used by selected task(s). One channel
corresponds to the narrowband signal (DDC) and, optionally, a production task processing its data. Along
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with the current state of respective action some values of generated results are also displayed, refer to

following table.

Task
Type
Priority

Frequency

Classification result

Recording

Production

Decoded text

Detected modem

Detected frequency

Bandwidth

Detected nominal fre-

quency
Antenna

Idle duration
Result comment
Idle-Stop
Modem

Energy based recording

Duplicated from Task table.
Duplicated from Task table.
Duplicated from Task table.

Center frequency of the signal reported when generating the narrowband
recording result.

"Active’ if narrowband classification in this channel currently tracks an ac-
tive emission, ‘Not active” otherwise.

‘Active’ if recording is active, ‘Not active’ otherwise.

"Active’ if content production is active in this channel, ‘Not active” other-
wise.

Decoder text output, when production action is active.

Name of detected modem in case of succesful recognition in a production
task.

Actual signal frequency detected by a narrowband classification or produc-
tion. The production result frequency will overwrite those of classification
result.

Channel bandwidth

Similar to the 'Detected frequency’ column, but for nominal frequency
value, if available.

Antenna of input signal task used to generate results from.
Same information as in the task table.
Same information as in the task table.
Same information as in the task table.
Same information as in the task table.

Same information as in the task table.

Table 50: Channels table columns

4.10.9.6. Active channels table context menu

© 2023 PROCITEC GmbH

Watch this channel

Open manual channel

Figure 137: Channels table - context menu
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<Open manual
channel>

<Watch this channel>

sults, refer to Task channel watch for details.

Channels for details.

Opens <Task channel watch> window to watch this channel state and re-

Opens manual channel with the frequency of the selected channel, see

Table 51: Channels table context menu description

4.10.9.7. Advanced filters

The advanced filter settings allow detailed filtering of task and channel tables. The filters of both tables
are invisible on default, the vertically arranged button on the left edge of the table toggles its visibility.
When any of filter fields is activated, the icon on button will change to 2 to indicate that the filter is not
empty, even if it is closed. This can be useful when the filter is currently not visible.

Task

[ Task:

|:| Description:

< Choose task names >
WE search task

0 Fixed frequency monitoring
Type:

< Choose task types >
D Priarity:
Status:

[ Modem:

< Choose priorities =
Active ~
[ with Flags: Alerted
[ without Flags: Alerted
[] result comment:

[] content matching alert

Figure 138: Tasks advanced filter

<Task>
<Description>
<Type>
<Priority>
<Status>

<Modem>

<With flags>

<Without flags>

<Result

comment>

<Content match-
ing alert>

Names of available tasks.

Task description text to be search for. Field accepts wildcards.
Possible types of tasks.

Possible priority values of tasks.

Possible status values of tasks.

Modem configuration of task. Will match when input value is a

modem configuration. Enclose the input value by single quotes for exact filtering.

Task’s result flags configuration used for positive search. Will match when input

value is a substring of task’s result flags configuration.

Task’s result flags configuration used for negative search. Will match when input

value is not a substring of task’s result flags configuration.

Comment assigned to results generated by task. Field accepts wildcards.

Checked will match any task with activated Content Matching alert.

substring of task’s
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o
[ petected modem: Task
Fixed frequency monitoring
[ Decoder text:
Fixed frequency monitoring

[ cClassification result: Mot active

Recording: Active ~ L4

[ production: Mot active

D Antenna: < Choose antennas >

[ Result comment:

Figure 139: Active channels advanced filter

<Detected Modem detected by task’s channels. Will match when input value is a substring
modem> of detected modem. Enclose the input value by single quotes for exact filtering.
<Decoder text> Decoder output produced by task channel. Field accepts wildcards.
<Classification ’Active’ if narrowband classification in this channel currently tracks an active
result> emission, ‘Not active” otherwise.
<Recording> "Active’ if recording is active, ‘Not active’ otherwise.
<Production> ’Active’ if content production is active in this channel, ‘Not active’ otherwise.
<Antenna> Will match any channel processing signal input with specified antenna.
<Result Comment assigned to results generated by task. Field accepts wildcards.
comment>

Table 53: Advanced filter fields for active channels

4.10.10. Task channel watch

Channel watch is a tool to watch active Automatic Wideband Monitoring channels which are running in the
background. In order to open channel watch windows, there must be a running and active mission and a
visible "Task overview’ view (see Task Overview).

The tasks can be seen on the left side of the view, whereas all active channels of active tasks are visible
inside ‘Active channels’ on the right.

Taskoverview & x
Tasks Active charnels
el 2| Time range: [07.10.2022 11:38:2¢ v | - [07.10.2022 1332 | [Absclut | || Frequency range: [0.00001'% - [s0000.2] Task Priority. HModem Frequency  Production Recording Decodedtext tected mode etected frequenc Bandwidth ted nominal 1

v searcn Wideband sgnal search . Normal | ALE ZGIALE /ARQE3 s Acve
Task tentz Type Priority Status Modem Actve Triggered Started - il

e Contms e enany . e e om0 [comimms . Jtoma | oo in | orit

Normsl | ALE 2GIALE G/ARQE3 1821z Actve

actwe _n_80 STANAG 4235 saImmE SO0z 5.8911

HF Search Videband sgnalserchwth . Normal  Actve ALE 2GALE 36,4RQ €3 10084 s 5 ¢ 5 STANAG 4285 01620M2)  S000Hz| 08031
ALE 2GALE 6403 98770z Notactive S0k
ALE ZG,ALE 36ARQE3 9510 MHz Notactive so00H:

000tz

ALE 2GALE 6403 101434 Mz Notactve

Normal | ALE 2GIALE SGARQES S8sw Mz Notactve  Actve so00H:

Figure 140: Task overview and active channels

Opening a channel watch window can be achieved by either double clicking, or using the context menu
on the active channel. A Window will open inside the channel watch View showing the according active
channel.

Channel watch windows are very similar to Narrowband Channels, but provide only non-invasive functions
which do not change the way background channels operate. A typical channel watch window looks like the
following:
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Figure 141: task channel watch window

The parameters one can adjust in the upper toolbar and next to the spectrogram from left to right, are:

. [ =@l | Audio squelch

. & Digital . Audio demodulation and digital audio playback

. ':;1 Volume

. ® - Continuous or energy detected recording

. w Switch between spectrogram and spectrum

. ¢ Automatic range adjustment in spectrogram/spectrum
. .;L Spectrogram settings

. E; Detach/attach channel from/to docking view

. x Close the current channel watch window

For further information about all parameters see Channels Window Toolbar.

Functionalities of

. Audio demodulation and digital audio playback
. Continuous or energy detected recording
. Close the current channel watch window

differ from those in narrowband channels:
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Audio demodulation and digital audio playback

Channel watch’s audio demodulation initial state is active and determined automatically, dependent on
two different scenarios:

. If a modem has been recognized by the recognition & decoding action, that modem will be
used to determine the default audio demodulation.

. If no modem has yet been recognized, but the channel includes modem recognition & de-
coding action with a single modem, that modem will be used to determine the default audio
demodulation.

Continuous or energy detected recording

Continuous or energy detected recording may be active or inactive dependent on different scenarios:

o - The Channel does not include a recording action defined by its task. Recording can be started
or stopped manually.

® The Channel does already include a recording action defined by its task. Recording cannot be
started or stopped manually.

Table 54: Description of active or inactive recording Symbol

Close the current channel watch window

The & button, contrary to the one in narrowband channels, does not include a context menu with op-
tions.

On the right side there is a Decoder result window (see Result Window) on which it’'s possible to see the
current decoder result of that channel.

The lower statusbar contains two different kinds of elements:
. Channel information (left)
. Channel activity indicators (right)

Channel information contains values of the current active channel’s:

. channel status, task (name), frequency, bandwidth, antenna (name) and (recognized) mo-
dem

Channel activity indicators display information about the channel’s current processing status:

Channel is active, i.e narrowband signal is extracted
Narrowband classification is running

Narrowband signal is being recorded

Signal waits for production channel

Production channel is in modem search phase

G ooE D

Production channels is in decoding phase
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Table 55: Channel activity indicators

If a channel is in a certain state, the corresponding indicator will be shown enabled/disabled accord-

ingly.

Note:

All actions started inside a channel watch window (audio, recordings) are reset as soon as

that window is closed.

It is possible to open multiple channel watch windows either by multi selection + context
menu or by opening one after the other e.g. by separate double clicking on each channel.
In each case, all open windows are displayed one above the other:

Task Channel Watch [ =]
Qowpuro] (3@~ PP 4
B oty /R FIEHH =
a | ency: 5.8401 MEz
L
9,8380 19,8385 9.8390 9.8395 9,540 9.8405 9.8410 9.8415 9.8420 [MHz2]
[9.54 MHz
‘ Decoding Task: Morse | Frequency: 0.8401MHz | Bandwidth: 5000Hz | Antenna: Medem: Morse 30-170 |8 Q|
Poumma (@~ %
& o=
[} ]
10,0740 10,0745 10.0750 10,0755 10.0760; 100765 100770 100775 10.0780 [11Hz]
L0.0% MHz
‘ Decoding Task: Morse | Frequency iz | Bandwidth: 5000Hz | Antenna: Modem: Morse 30-170 | B 1|2 ‘2|
Qowpuo] (@~ &%
I i B ety YR FOEHY =
I e
I ] ?;“
10.1985 10.1930 10.1935 10.2000 10.2005 10.2010 10,2015 10,2020 10,2025 [MHz]
. Monitoring Task: Morse | Frequency Mz | Bandwidth 5000tz | Antenna: Modem: ) 1| & |
Qcwpuro] (3@~ R
= & B ety /R FIEHH =
9.9535 9.9540 9.9545 9.9550 = 9.9565 19,9570 9.9575
96 MHz
. Moritaring Task: Morse | Frequency: 9.9557MHz | Bandwidth: 5000Hz | Antenna: Modem: |8 1| 8| @

Figure 142: Multiple task channel watch windows

If channels become inactive, the spectrogram becomes empty and channel information in
the lower toolbar indicates an inactive channel. Inactive, as well as active channel windows
may be reset with other active channels by drag and dropping from <Task overview>'s

right hand side into the respective window.

By default, the number of simultaneously opened channel watch windows is limited to 10.

This number may be changed upon request.

4.10.11. Alerts

An alert can be defined by the operator to report certain task events detected during task execution. The
following alert types for tasks are possible:

Trigger detected: A signal event is detected in the wideband classifier, which matches this
task’s trigger. The alert will be issued even if there are not enough resources to execute

the action.
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. Action started: The action defined in this task has been started

. Recognition (modem or modulation type): Available only if one of the actions <Classification>
or <Modem Recognition and Decoding> is selected in this task. If the modulation type has
been recognized (for the classification action) or if the modem has been recognized (for the
modem recognition action), the alert will be issued.

For details about how the alerts are processed and displayed, see chapter Alerts.

4.10.12. Task Priority

Tasks priority defines how the system resources (WB-receiver and NB-channels) are assigned to the active
tasks.

All task actions which require an NB-channel are stored (after being triggered) in a Resource Queue. This
list is sorted based on task priorities. Tasks which reach expiry are deleted automatically from the Re-
source Queue. The expiry-time is defined during the task creation.

As soon as one NB-channel becomes available, the first action from the list is started. Actions with the
highest priority (critical) are allowed to stop any lower-priority actions running on NB-channel.

The following task priority levels are possible:

. Critical. If a task with critical priority requires a NB-channel, it is allowed to stop any cur-
rent action that was triggered by a non-critical task. This priority should be used only for
few very important tasks.

. Normal. Actions with normal priority will be positioned before low and idle priority actions
in the Resource Queue. They can stop any action running with idle priority.

. Low. Actions with low priority will be positioned before idle priority actions in the Resource
Queue. They can stop any action running with idle priority.

. Idle. Actions with idle priority have the lowest priority in the Resource Queue. This priority
level should be used only for unimportant tasks, which should run when system resources
are available.

4.10.13. Offline vs. Online Processing

go2MONITOR can use two strategies to perform an action, if an Automatic Wideband Monitoring Task
action includes modem recognition and decoding function (APC channels are used):

. Offline: Signal is recorded in a signal file first and then processed with the APC channel.
The advantage of this strategy is that APC channel can process a signal faster than in
real time because the file is already recorded (APC channel speed depends on the product
license). This increases the overall system throughput and reduces the number of recog-
nition and production channel licenses needed.

The disadvantage of this strategy is that the recognition and production results are slightly
delayed because the processing has to wait until a file is completely recorded before pro-
cessing it. Therefore, signal files in narrowband recordings are automatically split into
smaller files of configurable size (default 60 s).

Offline strategy should always be used if the number of DDC channels are higher than the
number of APC channels.

Even if task action does not include recording action but includes recognition and decod-
ing, the signal will be recorded, because it is the only way to get it processed with the APC
channel. In that case, after the recording has been processed by the APC channel, recorded
files will be deleted but database entry for the recording will remain in the database (files
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will be displayed as «missing»). If recording action is included in the task, the files will not
be deleted.

Signals which are waiting for processing with the APC channels will form a FIFO queue and
will wait for the next available APC channel. After the defined maximum wait time (the
mission settings default is 10 min), and if they are still waiting for an APC channel, these
tasks will be deleted to prevent the queue from growing endlessly.

. Online: Signal is streamed directly from the DDC channel into the APC. This strategy will
work only if the number of DDC channels are the same as the number of APC channels. APC
channels process the signal in real time. Recognition and decoding results are typically
delivered with only a few seconds delay.

Offline strategy is used as default in systems with many DDC channels. Online strategy is used in smaller
systems (desktop) with the same number of DDC and APC channels. Users can choose between these
modes during mission creation.

4.10.14. Fixed-Frequency Optimization in Wideband Classifier

In its standard mode of operation, Wideband Classifier searches freely for emissions in all frequency
ranges of interest. This method is very flexible because it does not need any information about exact
frequencies where emissions of certain types are expected (for example standardized channels). However,
in very complex signal scenarios, this method can fail because the classifier will not be able to distinguish
between neighboring or overlapping emissions without additional information. Certain types of transmis-
sion, such as Tetra, however, often use standardized, predetermined frequency grids.

To solve this problem, the Wideband Classifier can use the information about exact emission frequencies
from active Automatic Wideband Monitoring tasks. If a task contains a list of fixed frequencies or search
frequency ranges with defined frequency raster (see chapter General Task Information), along with trigger-
ing based on a modem match (see chapter Trigger by Possible Modems), this information will be transferred
to the Wideband Classifier as a hint on which frequencies to expect which emission types.

Before starting a free search in frequency ranges, the Wideband Classifier will first check these specific
frequencies for the existence of emissions using any of the modems specified in the task trigger. After
all fixed frequencies were checked for all specified modems, the Wideband Classifier would switch to its
standard free emission search. All ranges where emissions have been recognized by the prior used fixed-
frequency method will be omitted during this free search. This will increase the possibility for the Wideband
Classifier to recognize emissions in dense scenarios correctly. To limit a processing overhead in the Wide-
band Classifier, this optimization will be used only if less than 1000 frequency-modem combinations are
defined in all active tasks of the active mission. In case that the optimization has been turned off because
too many frequencies respectively modems were specified, it will be displayed in the Resources-View (see
Figure 143).

MEMory &4 My

Operating mode Auto

Status Running

Tasks running 1

Uptime 00:07:23

VErsion ZL L0

WEB-Classification fixed-frequency optimization  OFF (Too many frequencies)
% 5T

!_ el AT AT

Figure 143: Resources-View Fixed-Frequency Optimization off
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4.10.15. Loop Recordings

Loop recordings offer the possibility to limit recordings in their duration, so that the newest signal data of a
user-defined duration are always available in the system. As soon as the recording has reached a maximal
duration, the oldest parts of the recording are deleted, limiting the duration of the recording to the defined
maximal target duration.

4.10.15.1. Configuration

To start a loop recording, an automatic wideband recording task must be created. For more detailed infor-
mation on creating missions and tasks, see the chapter Automatic Wideband Monitoring.

Frequency | Time | Region

V| Automatically delete recordings older than |0 01 | (Loop-Recording)

Fram: 18.10.2022 08:06:55 = | to: |18.10.2022 09:06:55 ~ _['_“|
¥/ Only daily from: | 04:00:00 | to: | 10:00:00 s |
Note: Daily execution takes place only within overall "from-to" range Add
From To Daily from Daily to
18.10.2022 08:06:55 18.10.2022 09:06:55
18.10.2022 08:06:55 18.10.2022 09:06:55 04:00:00 10:00:00
Note: The time parametrization uses UTC time. Current UTC time = localtime -2h Delete

Figure 144: Loop recording configuration

On the Time-tab of the <Basic task parameters> page in the AMT Task-Wizard, the Option <Automatically
delete recordings older than> must be activated. In the corresponding edit-box, the requested maximal
duration of the loop recording should be entered. Loop recording settings can be freely combined with
other time restrictions. If no time restrictions are specified, the loop recording is always active.

4.10.15.2. Notes

In active loop recordings, the recording is shortened with respect to the age of the oldest files. If the
creation time of the oldest file of a recording is before the time of deletion (Current system time - loop
duration) it will be deleted. The amount of signal time actually contained in a loop recording is not a
criterion for shortening the recording.

If a loop recording is not active, its length will not be shortened. This process will be continued after
reactivation.

The following effects can be associated with the use of the function loop recording:
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. Loop recording is shortened although the loop duration has not yet been reached: This
can occur due to the settings for the maximum age of results or the settings for maximum
hard disk usage (see chapter Results Storage Settings). To avoid this effect, the mentioned
settings or the loop duration has to be changed. Another possibility is to use or a larger
hard disk or hard disk partition.

. The recording is shortened even though the amount of signal defined by the loop du-
ration was not reached: Due to inactivity of the loop recording or temporary interruptions
of the broadband signal, there may be time gaps in the recording. Because truncations
of loop recordings are made based on the age of the oldest parts of the recording, the
specified loop duration can not be reached until time gaps exist in the recording.

. After a long period of inactivity, all existing signal files are deleted when a loop record-
ing is reactivated: This effect is based on the shortening by means of age of the signal
files already described above. In this case, all existing signal files are old enough to be
erased. If you want to continue loop recording, without losing existing signal files, a new
loop recording task has to be created. The already existing task has to remain inactive or
be deleted.

4.11. Emissions

Snapshot classification performs one search for emissions in all active wideband channels. Every detected
emission is classified if possible (modulation type and/or modem type are detected) and the results are
displayed in the emission table.

If the AMT option is available and a mission is currently active, the classifier will work in continuous mode
tracking all emissions and delivering emission information updates in 3 - 4s intervals. The results will be
displayed in the same way as for snapshot classification.

Figure 145 shows the workflow of the classifier.

Classification Unit

Signal

Digital IF Delaction

Segmentation
Classification
Evaluation

Delay

Memory - Results

Madulation
Classification

Figure 145: Classification Unit
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4.11.1. Signal Detection and Segmentation
The input signal is transformed into the spectral domain by Fast Fourier Transformation (FFT), which is
marked in yellow in Figure 145.

In the spectral domain all emissions and their parameters are determined. The following steps are exe-
cuted cyclically:

. Noise level curve estimation

. Separation of noise and signal

. Center frequency and bandwidth measurement

. Energy distribution measurement

. Signal start and end time detection

. SNR measurement

. On-Air time and burst behavior measurement

. Detection of wideband interference and elimination of errors in the result

. Time behavior for separation and combination of adjacent signals

. Rule-based merging of measured energy into emissions

. Definition of blocked-frequencies or ranges

. Automatic adaptation of detection parameters to the different frequency ranges
(HF/VUHF)

4.11.2. Classification of Modulation

The classification of modulation is marked in blue in Figure 145. The determination of the modulation type
or modem is performed for each signal within a wideband input.

Buffering

The input signal is stored in a buffer so that no part of the signal is lost during segmentation or classifica-
tion.

DDC

All detected emissions within the wideband input are converted to narrow band signals by the Digital Down
Converter (DDC) software. This way, wideband input is fragmented into narrower segments.
Classification

In this step, the common modulation type, modulation parameters or modem are detected directly from the
signal. Additionally, unmodulated carriers and sweepers are detected based on their energy patterns.
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4.11.3. Classifier Results

The emission table consists of the following columns:

Type

Contains the modem name of the emission, if it could be identified. If not, the modulation
type is entered. If these could not be determined, either “Unknown” or “Not available” will
be entered.

Frequency
Bandwidth

Distance (shift / sound / channel)
(Shift between carriers at FSK or number of tones in a MFSK signal)

Symbol Rate
SNR

Input
Reference to the wideband channel in which the issue was detected

List (count) of matching frequencies from the <Frequencies> view.
It will be filled with data only if the table row has been selected.

A typical <Results> window is shown in Figure 146.

Type Frequency  Bandwidth Distance (Shift/Tone/Ch) Symbolrate  SMNR Input  Time Freguencies
PSKZA 8303.8 kHz 3125Hz 2400.0Bd 24dB File .. 14:09:22
PSKBA 8326.9 kHz 3013 Hz 2400.0Bd 21dB File .. 14:09:22
Morse 3424.0 kHz 188 Hz 60.0Bd 23dB File .. 14:09:22
PSKBA 8430.0 kHz 3125Hz 2400.0Bd 29dB File ... 14:09:22
FSK2 8439.0 kHz 1250 Hz B76.3 Hz 75.0Bd 48dB File .. 14:0%:22
PSKBA 8450,0 kHz 3125Hz 29400,0Bd 14dB File .. 14:09:22
PSKBA 8454.8 kHz 3125Hz 2900,0Bd 33dB File .. 140922
PSKBA 2465,0 kHz 3125Hz 2400,0Bd 20dB File .. 14:09:22
PSKBA 2470,0 kHz 3038 Hz 2400,0Bd 11dB File .. 140921
FSk2 2439,0 kHz 433 Hz 203.1Hz 99,6Bd 26dB File ... 1409:21
PSKBA 2494, 5 kHz 3125Hz 2400,0Bd 15dB File .. 140922
PSKBA 8507.5 kHz 3125Hz 2400.0Bd 31dBE File .. 14:09:22
PSKBA 3514, 1 kHz 3125Hz 2400.0Bd 30dE File.. 14:09:22
FSK2 8565.1kHz 11838 Hz 830.2Hz 50.0Bd 52dB File.. 14:09:22
F5K2 8591.0 kHz 433 Hz 190.7 Hz 100.18d 27dB File .. 14:09:22
PSKBA 8614.8 kHz 3125Hz 2400.0Bd 11dB File .. 14:09:22
PSKZA 8620.0 kHz 3083 Hz 2400.0Bd 17dB File .. 14:09:22
_'-[ Find emissions Clear all emissions

2 Filter & display options

& Task-based filter

Figure 146: Classifier Result

The classifier is started by clicking on the <Find emissions> button.

During classification, the classifier draws a rectangle onto each signal in the spectrogram. The length of
the rectangle is an indicator for the signal time which has been analyzed during classification. The width is
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equal to the bandwidth which has been classified. The color of the rectangle identifies which signals have
been recognized. The type of classified modulation is written to each rectangle.

The color is defined in the display and filter options of the classifier. They can be set to any color available
on the computer.

The spectrogram with these rectangles is shown in Figure 147.

10:38:02.000
10:38:04.000

10:38:06.000

10:35:08.000

Figure 147: Classifier Result Display in Spectrogram

The results in the classifier list and in the spectrogram are deleted by clicking on the <Clear all emissions>
button.

4.11.3.1. Processing Emissions in a Narrowband Channel

After some Emission Of Interest is found by using snapshot classification, it can easily be processed further
by using one of available narrowband channels.

Drag-and-drop

The easiest way to transfer emission information to the channel is to simply drag the corresponding row
from the emissions table onto the channel. The channel will be set to the emission’s frequency and the
snapshot classification result will be taken as initial classification result in the channel.

Context menu and keyboard shortcuts

Another method to transfer emission information into a narrowband channel is via the context menu in the
emissions table.

| Process with Channel 1 Chel+1 |
FSkZ | 100.1Ed
| Process with Channel 2 Chel+2
FSkZ 49,9 Ed
Process with Channel 3 Chl+d |
Fakz | . 51.4 Bd
Process with Channel 4 Chrl+4
F5kZ2 —TErenLORE  omore zonrre  100.1 Bd
Fakz2 12730.0 kHz 1157 Hz 8314 Hz 49,9 Bd

Figure 148: Emissions View - Context Menu

<Ctrl>+<channel humber> keyboard shortcuts can also be used.

The context menu entries can be modified if the lizence option WMPC is used see chapter WMPC Option
(More DDC than production channels).
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4.11.4. Filter and Display Options

The following options are available for filtering and displaying classification results, as Figure 149 shows.

| 7 Filter & display options

Show emissions in spectrogram [] searchin a new frequency range automatically
] Pause spectrogram after each search Clear emissions before each new search

[ pisplay only emissions from the visible frequency range

Show emissions from: All hd
Search automatically in time intervals: No -
Line width: Double =
Show Type Calor -
ACARS VUHF
APCO-25
ASK

CIS-112 OFDM

&l & B & E

CI5-128 OFDM 3kHz

Show all Hide all Load defaults

Figure 149: Classifier Options

The table displays all the modulation/modem types that can be classified by the Wideband Classifier. All
entries whose “Show” column has a check mark will be displayed in the wideband diagram if a corre-
sponding emission has been detected. Using the “Color” column, it is possible to select for each type of
modulation or the respective method in which color the respective emissions are to be displayed.

The buttons described below for the manipulation of the table described.

. <Show all> Switches on the display of all modulation type
. <Hide all> Turns off the display of all types of modulation
. <Load Defaults> Overwrites all color changes with the factory default color scheme

The following additional options for adjusting the display and filtering emissions are available:

. <Show emission in spectrogram> Classification will be started automatically when the
receiver is tuned to a new center frequency

. <Search in a new frequency range automatically> The classification should start auto-
matically if the receiver center frequency is changed

. <Pause spectrogram after each search> The spectrogram display will be stopped after
the classification is finished

. <Clear emissions before each new search> The result list is cleared before a new classi-
fication is started

. <Display only emissions from the visible frequency range> Show only the results from
frequencies visible in the spectrogram

. <Show emissions from> Show emissions only from selected signal input

. <Search automatically in time intervals> Classifications can be done automatically in
10 s, 20 s or 30 s. Select <No> to disable this function.

. <Line width> Set to single, double or triple

156 of 265 © 2023 PROCITEC GmbH



GO2MONITOR Monitoring Suite (Q.‘ go2signals
[ ]

4.11.5. Task-Based Filter

This function allows for the filtering of emissions in the emission view based on their match with the trigger
part of selected wideband search tasks.

The tree view display shows all missions/tasks existing in the system (active or inactive). The operator can
select single or multiple tasks. If any of the tasks is selected, the mission list will display only emissions
matching the activations and trigger parts of any of the selected tasks. Region and time activation will not
be considered.

[ 7 Task-based filter [FSK Search] ]

Mission, Task Description
i Mission 1
4 \.__Q Mission 2
FSK Search
[] PsK Search

[Set Receiver to Task Frequencies] [F‘.elnad Missinnsﬁasks]

Figure 150: Task-based Filter Window

If any of the tasks are edited, then the task filter will not be updated automatically. The operator has to
select <Reload Missions/Tasks> in order to reload the tasks and use the new settings.

By clicking on the <Set Receiver to Task Frequencies> button, the following actions will be triggered:

. All tasks that are selected in the <Task-based filter> dialog will be queried for their fixed
frequencies

. The current receiver will be set to the optimal frequency and bandwidth to cover all fre-
quencies specified as fixed frequencies in selected tasks. This function is similar to the
operator setting the receiver’s frequency and bandwidth manually - the new function deals
with determining the optimal values (frequency and bandwidth) and setting them. If it is
not possible to cover all or any frequencies by using the current receiver, a message to this
effect will be shown.

4.12. Results

This chapter describes functions and concepts related to the storage and retrieval of the monitoring re-
sults.

4.12.1. Storage Concept and Settings

The following result types are available:

. Demodulated audio results for detected signals
. Decoder text results for detected signals
d Modem recognition
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. Classification results (narrowband or wideband)
. Recorded IF-signals (narrowband or wideband)

. FHSS detections (optional)

. User-defined results

There is no need for the user to explicitly save results. All results are stored automatically in a result
library consisting of a database and a file storage system.

All meta-information about results (e.g. classification results, modem recognition, etc.) are stored in the
database. File-based results (e.g. audio files, recordings, decoder output, etc.) are stored as files in a
file-based storage. The references to these files are also stored into database.

Each result item in the database represents only one specific result type. For example, if the system gen-
erates a recording and then generates a classification result from that recording following the modem
recognition and decoder result, this will generate three result items in the database: one Recording, one
Classification and one Decoder-text result.

4.12.1.1. Storage Location of the Result-Files

In the standard installation, all file-based results are stored in the “results” subdirectory of the applica-
tion’s user directory. For example:

. on Windows®

’ %USERPROFILE%\g02SIGNALS\ g02MONITOR\results\... ‘

o on Linux®

] $HOME/g02SIGNALS/g02MONITOR/results/... \

Files and database should be accessed or modified only by using the ResultViewer GUI (see chapter Results
Storage Settings).

4.12.1.2. Application Database

The application stores all database specific results in a PostgreSQL database. On the first launch of the ap-
plication after installation, the program initializes and configures a database instance. Through database
initialization, all related files and directories are copied into the database storage location. The database
storage location differs for technical reasons depending on the operating system used.

o Windows®

%USERPROFILE%\g02SIGNALS\ go2MONITOR\database ‘

. Linux®

For security reasons it is, by design, not permitted to create an instance of a PostgreSQL
database if you are logged in as a root user. If the application is executed by a root user,
the directory is used as database storage location.

’ /home/pro_postgres/go2SIGNALS/go2MONITOR/database ‘

For other users, the database is stored in the directory:

| $HOME/g02SIGNALS/go2MONITOR/ database |
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4.12.1.3. Automatic Result Deletion

If the storage hard disk has less than 2 % free space available, the oldest files from the result storage will
be deleted automatically to release some space for new results.

Also, it is possible to limit the storage to a specific duration, i.e. number of days (see chapter Results
Storage Settings).

4.12.1.4. Matching Results and Recordings

As stated above, recognition, content production and recording results are all stored in the result database
as separate entities. But, for many applications, it is important to be able to view these results together.
For example, to see the underlying signal for some recognition result or to see which recognitions were
made inside some recorded signal.

Therefore, go2MONITOR will automatically search for matching recordings for all results, based on their
time range, frequency range and the antenna used. One result can also be matched to multiple recordings
if necessary, for example if the beginning of a result was in one recording and the end in a different one.
Also, one result will not be necessarily matched to the complete recording, but only to its parts (i.e. files)
which really fall into the time/frequency range of the result.

This process is fully automated, and is performed in the background. The matching will be performed only
when result is in the finished state. Only narrowband recordings will be considered for result matching,
except for FHSS results where wideband recordings will be used too.

Once established, this relation between a result and an recording is stored in the database. The results
where the matching process has been finished are marked with “Recording matching” result flag. By re-
moving that flag from the result, it is possible to trigger the matching process again if needed.

If needed, the matching process can also be triggered manually for specific results by using a context
menu option “Find matching recordings” on the Table View.

As a result of this matching, each time user selects a result in the ResultViewer, matching recordings will
be displayed in a spectrogram in the Signal View.

4.12.1.5. Automatic result splitting

Some results will be automatically split into several results to enable faster processing and easier han-
dling. For example, WB-recordings will be automatically split based on the user-defined threshold defined
in Results Storage Settings. Narrowband recordings will be automatically split after 1 h.

4.12.1.6. Result Export / Import
With the aid of the following functions results may be exported from one go2MONITOR and imported into
another go2MONITOR.

Thereby, both export and import can either be executed straightaway by means of the ResultViewer or (as
an option) by means of scheduling functionality

* Manual Export: see Exporting Results
* Manual Import: see Importing Results

e Scheduler Export/Import: see Scheduling
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Besides the distinction of both the variants of export and import according to timing of execution, there is
a significant difference in handling of result files posterior to the execution of an import. In “manual” or
instant import, the user is free to choose between removal or conservation of result files, whereas following
a scheduled import these files will always be removed.

General Information about Export / Import
The Following information similarly apply to manual and scheduler variant of Export and Import.
Export:

For each result, at least one, or if applicable, several result files are created during export, which
considered together represent a row in the ResultViewer. One XML file including meta data, and
other files (WAV, BIN, ...). All filenames thereby start with the same result ID “<ID>_xxx.(xml,
way, bin, ...)".

Furthermore, bearings may also be linked to a result. All files and bearings are listed in the
result XML and, if applicable, are stored parallel to the same.

It must be noted, that one recording may be exported several times, in case it fits multiple
production results.

Import:

For all imported results the “Imported” flag is set in database. Furthermore, an addition is
appended to field “Source”, comprising “imported” together with the timestamp of import exe-
cution in squared brackets. Thus ensuring a dedicated filtering for imported results which were
imported on a specific time.

It must be noted, that recordings are only then imported, if its field “Owner” is set to “1”.

4,12.2. ResultViewer

For navigation through system results, a ResultViewer GUI is provided. Access is via the <Views><Results>
main menu option or as separate application.

The ResultViewer opens a separate window containing components for filtering and navigating, display
and export (see Figure 151).
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Figure 151: ResultViewer Window

All views are implemented as docking windows and can be freely positioned or dragged out of the Re-
sultViewer as floating windows. Configuration of views will be stored and reused in the next session.

4.12.2.1. Menu & Toolbar

The ResultViewer menu and toolbar include items corresponding to all important functions. The following
items are available in the menu only:

<Export filter> Stores current filter in a file

<Import filter> Loads current filter from file

<Ilmport results ...> Imports results based on export files

<Shortcuts> Opens the Shortcuts view for defining user defined keyboard shortcuts
<Settings...> Opens the Settings

<Close> Closes ResultViewer window

Table 56: ResultViewer Menu Functions

The following items are available from both the menu and toolbar:

Broply fiter  [[fcurentiverange  Lastadded  WAutoRefresh [10s] || Clear fiter Aadvanced filter

tuctring  @DStored fiters || Masking entries @smadu\ermomw “bosignal extraction [57]Show main vindow

Figure 152: ResultViewer Toolbar

The ResultViewer toolbar provides a fast access to some of the available functions.
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<Apply filter> Provides a refresh function. It reads data from the database by using the
currently selected filter settings. The same function can be performed by
pressing <F5>.

<Current live range> When clicking on this button @, a time/frequency filter is set to the
time and frequency range of the wideband signal currently processed in
go2MONITOR (+/- 5 minutes of the current signal time).

<Last added> After clicking, results will be displayed that were recently added or modified
in the database. The frequency/time range shown is calculated from to the
most recent results. Maximum table row count number of results is consid-
ered for that calculation.

<Auto-Refresh [10 s]> | This option can be turned on or off. If the option is turned on, data will
be read from the database automatically in regular intervals. The inter-
val length can be set between 10 s and 10 minutes via the <Auto-refresh
interval> item on the ResultViewer menu.

<Clear filter> Deletes all values currently set in the Advanced Filter

<Advanced filter> Turns the display of the Advanced filter on or off (for details, see chapter
Advanced Filter)

<Structuring> Opens the <Structuring> view for a script-based result structuring (for de-
tails, see chapter Structuring View)

<Stored filters> Opens the Stored Filters view for saving and reusing filters (for details, see
chapter Stored Filters View)

<Masking entries> Opens the <Masking Entries> view (for details, see chapter Masking Entries
View)
<Scheduler monitor> Opens the <Scheduler monitor> view. Only available if the “Planning” op-

tion is active.

<Signal extraction> Opens the <Signal Extraction> view (for details, see chapter Signal Extrac-
tion View)
<Show main window> Minimizes the ResultViewer window and shows the main application window.

Table 57: ResultViewer Toolbar Functions

4.12.2.2. Settings

The menue entry <Results><Settings> opens a dialog which basic settings for the ResultViewer can be
made.

Selecting <Apply> applies the changes, <OK> applies the changes and closes the editor, <Cancel> closes
the editor without applying the changes.

4.12.2.2.1. General

Here you define the maximum number of rows to be displayed on one page in the results table (see chapter
Table View).
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General  Field colors

Result Table

Max. rows on one page 1000 <

Cancel Apply

Figure 153: General settings in ResultsViewer

4.12.2.2.2. Field colors

Using the field coloring, individual fields in the table view can be highlighted with different colors (see
chapter Table View).

General  Field colors

& ¥
Field Operator Value Color

Content alert Equal 1 e

Modulation Equal FSK 8 1

Modulation Equal Voice LSB I

Modulation Empty ]

Modulation Not Empty (N
Cancel Apply

Figure 154: Field colors editor

A comparison mode and the background color must be specified for a field. A double click on the color
opens a color selection dialog.

In the table view, the definitions of the field coloring are processed in the same order as they are displayed
in the settings table. If a specification applies, processing is interrupted and the field is highlighted in the
defined color.

<Equal> Check whether the field in the table view has the value specified
in the value column.

<Empty> Check if the field is empty. The Value column is ignored.

<Not Empty> Check if the field is not empty. The Value column is ignored.

Table 58: Field color - modes

4.12.2.3. Time/Frequency Filter

The time/frequency filter defines a time and frequency range for the results displayed. The range defined
by from-to values for both time and frequency can be changed manually or several predefined ranges can
be selected by using the <...> button. The time range can be configured in three different ways.
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Time range: 29.04,2016 11:35:52 * - 29,04,2016 11:47:22 ~ | Absolute time h [I] Frequency range: 256.0kHz = - 763.0kHz = E]
Absolute time

| Relative to now k

| Relative to today 00:00 | T

Figure 155: Time/Frequency Filter

<Absolute time> Fixed time range configuration. Both the from and to values are entered and
displayed in date time format.

<Relative to now> Relative time range configuration. The from and to values are durations in the
format +/- <days> <hours>:<minutes >:<seconds. The durations are relative
to the point in time at which the <Apply filter> button is clicked.

Example: “-001:00:00” — “-0 00:00:00” will show the results of the hour before
<Apply filter> was clicked.

<Relative to today Relative time range configuration. The from and to values are durations in the
00:00> format +/- <days> <hours>:<minutes>: <seconds. The durations are relative
to midnight.

Example: “-0 01:00:00” — “-0 00:00:00” will always show yesterday’s results
from 11:00 p.m. until midnight (UTC time).

Table 59: Time/Frequency Filter Functions

Click <Apply filter> to apply the new filter settings and display the matching results in the result list dis-
play.

4.12.2.4. Advanced Filter

The Advanced Filter allows detailed result filtering based on result type or various result parameters. Al-
most all available meta-data or sighal parameters can be specified in the filter in order to filter displayed
results or to find some specific result based on its properties.
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|
|
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Comment: | |
|
|

Duration: 0.000s [£] - | 3s00.0005 £

W Modulation/Modem parameters

Modulation: | - |
Ot | 7
Quality: | 0% -| 100 % 5]
Bandnidth: | otz [Z] - [ roocooohz [
[ shR: | oda [F - 12048 [
Symbol rate: | o0Bd 2] - [ 2000008d £
Shift: | orz 2] - [ woooomz £
Tone count: | o] -| o024 [
Channel count: | 0 :3| = | 1024 :]|
Channel distance: | oz 5 - | 1o0000kz [
Transmission type: | |
W Content information

) s | |
Redpient: | |
Network: | |
Communication type: | |
Protection: | |
Info: | |
Country: | |
Language: | |
Equipment: | |
Decoder text: | |
W Burst parameters

Bursttype: | Lnknown -]
Burstlength: | oms B - | roooms £
Burst pause: | oms B - | ro00 ms 5]
W FHSS parameters

Hop rate: | ol -| 2000 [£]
Hop bandwidth: | oHz [ - [ 1000001000 Hz £
Hop dwell tme: | ooms 5] - [ too0.oms £
Hop dead time: | 0.0ms E| - | 1'000.0 ms :]|
W |ocation parameters

System position: 0 restrictions E]
Sender position: 0 restrictions E]
Bearing: | o ] -| 360 ° [£]
W Flags

With Flags: [--- select flags — - ]
Without Flags: [--- Select flags — - ]
W Advanced parameters

SQL filter:

Emission ID: |

Show all results for each matching emission

Figure 156: ResultViewer - Advanced Filter
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For detailed description of the different result parameters, see chapter Result Detail Display.

Filter fields are grouped in several collapsible field groups. If a field is in use, the name of its group will be
displayed as bold text.

am

For all text fields (e.g. “Modem”, “Modulation”,...), filtering is performed by using the exact values entered
by the operator.

For example, if the operator enters “Voice” in the modulation field, “Voice USB” or “Voice LSB” results
will not match the filter. To search for a part of a string, wildcards can be used, for example “Voice*”.
As a wildcard character, both “*” and “%” can be used. These wildcards substitute any number of any
characters in the string. For example, “Voice*” will match “Voice USB” and “Voice LSB” but not “My Voice
USB”.

“*Voice*” will match all string having “Voice” inside. All string comparisons are case-sensitive. Also, for all
text fields, it is possible to perform negative search by preceding filter string with “NOT”, for example “NOT
Voice” in the modem filter field.

For filtering results based on flags, two search fields are provided: <With Flags> for positive search and
<Without Flags> for negative search. If “New” and “Important” flags are selected in the first instance and
“Processed” in the second, the resulting query will include all results with “New” or “Important” flags set
but without the “Processed” flag.

<Show all results for each matching emissions> provides a way to select specific results by using their
properties (e.g. only modem recognitions for specific modem), but to keep all results belonging to the same
emission as well. For example, without this option, selecting modem recognitions for a specific modem will
remove all recording or classification results because they don’t have any value in the modem field. With
this option set, all recordings and classifications belonging to the same emission as displayed modem
recognitions will be displayed as well.

4.12.2.4.1. SQL Filter

Advanced filter can be extended by using standard SQL (Structured Query Language) expressions. This
enables the operator to define more complex filter expressions than possible with the standard advanced
filter capabilities. For example, arbitrary combinations of AND/OR operators or multiple expressions for
one field can be used.

An SQL filter expression is always combined with the remainder of the advanced filter. l.e. an existing
query defined for other advanced filter is extended with the SQL filter expression.

An SQL expression can be edited in the SQL Editor dialog.
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{ Bandwidth > 100 AND Bandwidth > 450 ) or Modem LIEE 'Voicei' Field name Database name Description* |
Bandwidth Bandwidth Occupied bar
Burst length BurstLength Burst length i
Burst pause BurstPause Burst pause il
Burst type BurstTypeText Burst type as—|
Channel count ChannelCount Mumber of ch

Channel distance  ChannelDistance  Channels dist

Description Comment User definabl
Duration Duration Result duratic
Emission ID Emission_ID 1D of the emi
Should comment  FlagComment Result should
Delete FlagDelete Result should
Export FlagExport Result should
Exported FlagExported Result has be -
Combine this query with other filter options by using an: 4 | LH
Coc ) Cam ]

Figure 157: SQL Editor

SQL Editor contains the following components:

Editor: Text editor where an SQL expression can be edited. The expression is always a combination of field
names and operators, for example:

(Bandwidth > 2000 and Modem LIKE ‘Voice%’) OR Bandwidth > 5000 OR FlagNew IS NOT NULL

An expression uses database field names, which are sometimes slightly different than the visible field
names in, for example, the Detail view.

<Combine this query with other filter options by using and>:> This combo-box defines whether the
SQL expression will be combined with the remainder of advanced filter by using either the AND or the OR
operator.

Field list: The yellow table on the right side of the dialog contains all fields which can be used in SQL
expressions. A field can be dragged and dropped into the editor in order to use it. Field names which
are used in expressions are database column names and therefore sometimes different than descriptive
field names visible in other parts of the ResultViewer. The field list contains both: database name and
descriptive name as well as short field description.

<Apply> button: This feature can be used to apply current SQL expression and to execute the filter.

If an SQL expression contains any syntax errors, for example wrong field names, an error message will be
displayed if the filter is executed.
4.12.2.4.2. System and Sender Position Filter

Results can be filtered by system and/or sender positions by using the Advanced Filter. The position filters
are defined by using a map. There are separate maps for defining the system and sender positions, which
can be opened by clicking on the corresponding buttons in the Advanced Filter.
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@ System position restrictions

Use STRG + Mouse to define a new region restrcition.

Delets selection Delete all oK Apply

Figure 158: Map View for Defining Region Restrictions

The map can be moved with the mouse and zoomed with the mouse wheel. From a zoom level onwards, the
cursor shape changes when pressed <CTRL> to a cross cursor. Rectangular position restrictions can be
drawn afterwards using the mouse. If the advanced filter is executed, the result list will only show results
whose system and/or sender positions are located within the defined restriction rectangles. The single
restrictions of a position will be linked by an OR operator. But, the system and sender filters will be linked
by using an AND operator. For the example restrictions in Figure 98, this means that all results will be
displayed whose system position is located either in Central Europe or in the USA.

The defined region rectangles can be selected with the mouse. Selected rectangles will be painted stronger
green and can be deleted by clicking <Delete selection>. In addition, all defined rectangles can be deleted
with <Delete all>. Clicking on the <OK> button adds all restrictions to the advanced filter. As in the SQL
Filter dialog, the Advanced Filter can be executed directly by clicking <Apply>.

The currently active restrictions are displayed in the Advanced Filter as well.

| System pasition: 4 restrictions

]

| Sender position: 2 restrictions

Figure 159: Display of Active Region Restrictions in the Advanced Filter

4.12.2.5. Result List Display

Two different views are provided for showing the list of results. The <Table view> shows the results as a
list, the graphical <Time/Frequency view> visualizes the results on a time-frequency plane. The user can
switch between them by selecting one of two tab views. Both views always show the same set of results.

168 of 265 © 2023 PROCITEC GmbH



GO2MONITOR Monitoring Suite (Q.‘ go2signals
[ ]
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Figure 160: ResultViewer - Display Selector

4.12.2.5.1. Table View

The <Table view> shows the results filtered in accordance with the current filter settings in form of a table.
Each row represents a single result, i.e. Demodulation/decoder result, Classification or Recording.

[ Table view | ] Time Frequency view |
191 results (]

Type(color) Frequency  Bandwidth ID Starf time End time Modem Modulation SNR  Quality FSKshift  Duration Source Lastchange ~
1 | 6070.000 kHz 150 Hz 2859 02.05.2016 06:30:14 02.05.2015 06:31:23 Unknown 15.9dB 00:01:08.975 [VDC1Ch1][NB-da... 02.05.2016 06:41:5
2 6070.000 kHz 150 Hz 2860 02.05.2016 06:32:48 02.05.2015 06:33:08 Unknown 16.2dB 00:00:18.590 [VDC1Chi][NB-da... 02.05.2016 06:43:3 =
3 6070.000 kHz 152Hz 2861 02.05.2016 06:36:22 02.05.2016 06:37:09 Unknown 15.5dB 00:00:47.120 [VDC1Chi][NB-cla 02.05.2016 06:47:4| 1
4 6070.000 kHz 150 Hz 2862 02.05.2016 06:37:10 02.05.2016 06:37:33 Morse 13.5dB 44 % 00:00:23.4565 [VDC1 Ch1i][NB-da. 02.05.2016 06:48:0
5 6458.863 kHz 3063 Hz 2885 02.05.2016 10:58:28 02.05.2016 10:58:32 STANAG 4285/4... PSK8A 17.3d8 100 % 00:00:03.700 [VDC1Chi][WB-d 02.05.2016 11:09:0
8 6441.019 kHz 3150 Hz 2884 02.05.2016 10:58:28 02.05.2016 10:58:32 STANAG 4285/4... PSKSA 276dB 100 % 00:00:03.700 [VDC1Ch1][WB-d.. 02.05.2016 11:09:0
7 6414.550 kHz 3088 Hz 2883 02.05.2016 10:58:28 02.05.2016 10:58:32 STANAG 4285/4... PSKSA 16.2dB 100 % 00:00:03.700 [VDC1Ch1][WB-d.. 02.05.2016 11:09:0
8 6407.750 kHz 3188 Hz 2882 02.05.2016 10:58:28 02.05.2016 10:58:32 STANAG 4285/4 . PSKSA 13.1dB 100 % 00:00:03.700 [VDC1Ch1][wWB-d 02.05.2016 11:09:0
9 6398.750 kHz 438Hz 2881 02.05.2016 10:58:28 02.05.2016 10:58:32 Unknown 14.1dB 00:00:03.700 [VDC1Chi][WB-d 02.05.2016 11:09:0
10 6367.281kHz 1250 Hz 2880 02.05.2016 10:58:28 02.05.2016 10:58:32 FSK2 28.2dB 85 % 846.2Hz  00:00:03.700 [VDC1Chi][WB-d 02.05.2016 11:09:0
11 6358.500 kHz 1188 Hz 2879 02.05.2016 10:58:28 02.05.2015 10:58:32 FSK2 25.8dB 83 % 850.8Hz 00:00:03.700 [VDC1Chi][WB-d.. 02.05.2016 11:09:0
12 6274.181kHz 2825Hz 2876 02.05.2016 10:58:28 02.05.2016 10:58:32 STANAG 4285/4... PSKSA 24.1dB 100 % 00:00:03.700 [VDC1Ch1][WB-d.. 02.05.2016 11:09:0
13 6199.750 kHz 438Hz 2873 02.05.2016 10:58:28 02.05.2015 10:58:32 Unknown 11.7dB 00:00:03.700 [VDC1Ch1][WB-d.. 02.05.2016 11:09:0
14 6143.731 kHz 1650 Hz 2872 02.05.2016 10:58:28 02.05.2016 10:58:32 Voice AM 19.2dB Y% 00:00:03.700 [VDC1Chi][WB-d 02.05.2016 11:09:0
15 6145.406 kHz 7125Hz 2871 02.05.2016 10:58:28 02.05.2016 10:58:32 Voice AM 34.1dB 7% 00:00:03.700 [VDC1Chi][WB-d 02.05.2016 11:09:0
16 6070.125 kHz 2063 Hz 2868 02.05.2016 10:58:28 02.05.2016 10:58:32 Voice AM 40.5dB 50 % 00:00:03.700 [VDC1Chi][WB-d 02.05.2016 11:09:0
17 6005.000 kHz 313Hz 2864 02.05.2016 10:58:28 02.05.2015 10:58:32 Carrier 24.1dB 89 % 00:00:03.700 [VDC1Ch1][WB-d.. 02.05.2016 11:09:0
18 5999.738 kHz 338Hz 2863 02.05.2016 10:58:28 02.05.2015 10:58:32 Unknown 11.2dB 00:00:03.700 [VDC1Ch1][WB-d.. 02.05.2016 11:09:0
19 6294.938 kHz 313Hz 2877 02.05.2016 10:58:28 02.05.2016 10:58:30 Unknown 10.6dB 00:00:01.504 [VDC1Ch1][WB- 02.05.2016 11:09:0
20 6125.644 kHz 525Hz 2870 02.05.2016 10:58:28 02.05.2016 10:58:29 Unknown 12.3dB 00:00:00.688 [VDC1Chi][WB-d 02.05.2016 11:09:0
21 6348.381 kHz 550Hz 2878 02.05.2016 10:58:28 02.05.2016 10:58:29 Unknown 13.0dB 00:00:00.664 [VDC1Chi][WB-d 02.05.2016 11:09:0
22 6237.006 kHz 550Hz 2875 02.05.2016 10:58:28 02.05.2015 10:58:29 FSK3 12.9dB 3% 197.8Hz  00:00:00.864 [VDC1Ch1][WB-d.. 02.05.2016 11:09:0
23 6205.062 kHz 313Hz 2874 02.05.2016 10:58:28 02.05.2015 10:58:32 Unknown 10.1dB 00:00:03.496 [VDC1Ch1][WB-d.. 02.05.2016 11:09:0
24 6072.281kHz 1875Hz 2869 02.05.2016 10:58:28 02.05.2015 10:58:32 Voice LSB 12.9dB 86 % 00:00:03.592 [VDC1Ch1][WB-d.. 02.05.2016 11:09:0
25 6067.519 kHz 1650 Hz 2867 02.05.2016 10:58:28 02.05.2016 10:58:32 Voice LSB 13.7dB 50 % 00:00:03.508 [VDC1Chi][WB-d 02.05.2016 11:09:0
26 6021.125kHz 438 Hz 2366 02.05.2016 10:58:28 02.05.2016 10:58:32 Unknown 10.7dB 00:00:03.556 [VDC1Chi][WB-d 02.05.2016 11:09:0
27 6006.200 kHz 538Hz 2865 02.05.2016 10:58:30  02.05.2016 10:58:31 Unknown 10.4dB 00:00:00.952 [VDC1Chi][WB-d.. 02.05.2016 11:09:0
28 6144.963 kHz 1630 Hz 2836 02.05.2016 10:58:31 02.05.2015 10:58:39 Voice AM 37.0dB 59 % 00:00:07.675 [VDC1Chi1][NB-da... 02.05.2016 11:09:1 )
< § nr B - : L3

Export ~ | [ Delete = | [Addflag ¥ | [Remove flag = | [ System action ~ | Exporttable...] (1<) (< Jpage 1[5

Figure 161: ResultViewer - Table View

The column selection can be freely changed by right-clicking a table header and selecting columns from
the context menu. The exact list of supported columns depends on the system settings and can vary. The
“Type” column will always contain the result type, i.e. Production for demodulation/decoding results or
Recording for IF-recording results.

The order of the columns can be changed by dragging the respective column header with the mouse. The
column order and selection will be automatically stored and reused next time the application is started.

If a specific table row is selected, the detailed view for single results will show further details of the selected
result (see chapter Result Detail Display).

The table can show up to 1,000 rows at once by default. This value can be changed in the settings under
General. If there are more rows in the database, the table with be displayed over multiple pages. The user
can switch between pages using by arrow buttons in the lower right corner. The <Export table...> function
exports the visible table contents as a CSV file.

The background color of a field can be set based on its content. The configuration is done in the settings
(see chapter Field colors).

The buttons below both result views provide general operations on results, e.g. export and deletion. Each
button opens a popup menu to select which results will be used for the operation.
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’ Export "] [ Delete "] ’.ﬁ.dd flag "] [Remuue flag "] [System action =

Figure 162: ResultViewer - Buttons

<Export> see Exporting Results

<Delete> Deletes the results from the database.

Note: Deleted results cannot be restored!

<Add flag> Allows the selection of a result flag that will be set on the results.

<Remove flag> Removes the specified result flag from the results.

<System action> Script-based system functions can be called for current results in the Result-
(optional) Viewer. These functions are executed in the system and not in the GUI.

Table 60: ResultViewer Functions

All these operations are also available in the context menu of the <Table view> (see Figure 163). With
a right-click in the <Table view>, this menu appears and the selected results can be exported, deleted,
etc.

i Add to frequencies list with edit...
i  Add to frequencies list
H: Add to blocking frequencies list

Create user result from selection

Jﬁ Find matching recordings

Create fixed-frequency task for selected frequencies

Attach file...

Mask results with same r
Export 3
Delete r
Add flag r
Remove flag r

System action
Context function

Figure 163: Table View Context Menu
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<Add to frequencies list
with edit...>

<Add to frequencies list>

<Add to blocking frequen-
cies list>

<Create user result from
selection>

<Find matching
recordings>

<Create fixed-frequency
task for selected
frequencies>

<Attach file...>

Appends the selected frequency results to the frequency list and allows
the editing of the group membership properties for appended entries
(see chapter Frequencies)

Appends the selected frequency results to the frequency list (see chap-
ter Frequencies)

Appends the selected frequency results to the blocking frequency list
(see chapter Blocked Frequencies Window)

Creates a user result by merging all selected results. Content that is
the same in all selected results is automatically transferred to the new
result.

Triggers recording matching for selected results (limited to 100 results).
(See chapter Matching Results and Recordings).

Opens the wizard for creating new fixed-frequency tasks (see chapter
Creating and Editing Tasks) with the frequencies from all selected re-
sults.

Allows attaching any files located on the local computer to this result

(size limited to 100MB). Attached files will be copied to the internal re-
sult database and displayed in the Content View.

<Mask results with same> Temporarily masks out table results (for details, see chapter Masking

Entries View)

<Context function>

Is an optional feature (for details, see chapter GUI Scripting Option)

Table 61: Table View Functions

4.12.2.5.2. Advanced Sorting

With the advanced sorting feature, the <Table view> can be sorted for multiple columns. To view the
advanced sort view, click <Advanced sorting> located below the result table.

| = Advanced sorting [ Frequency | |

Figure 164: Advanced Sorting

Now a column header can be clicked and dragged from the <Table view> and can be dropped onto the
<Advanced sorting> bar. Repeat for sorting by multiple columns. Alternatively, drag-and-drop can be
used to add columns to the <Advanced sorting> bar by pressing <Shift> and simultaneously selecting a
column header by a left-click. If the clicked column header is already inserted in the <Advanced sorting>
bar, the sort order will be changed for this column.

Note: Each column can only be added once during advanced sorting.

An ascending sorting is represented by an upward pointing arrow, a descending sorting by a downward
pointing arrow. To change between ascending and descending sorting, simply click on a column on the
<Advanced sorting> bar.

The positions of the columns in the <Advanced sorting> bar represent the multi-column sorting order.
The leftmost column is the most significant sorting criterion, the rightmost the least significant sorting
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criterion. The multi-column sorting order can be changed by clicking on a column on the <Advanced
sorting> bar and dragging it to the desired position.

To remove a single column or all columns from sorting, open the context menu of the <Advanced sorting>
bar and select the desired action.

[ & Advanced sorting {Drop table headers below) ]

< Modulation | 49F Bandwidth |\—} Frequency |

Figure 165: Advanced Sorting Bar

The image above shows an advanced sorting with three columns. The primary sorting criterion is Modula-
tion (descending), the secondary criterion Bandwidth (ascending) and the tertiary is Frequency (descend-

ing).
Click <Advanced sorting> again to hide the <Advanced sorting> bar. If the <Advanced sorting> bar is

collapsed, the selected column headers are shown within square brackets on the button itself as seen in
Figure 164.

Note: A left-click of the column in the <Table view> without holding down <Shift> will clear the current
advanced sort and add only this row to the advanced sorting.

4.12.2.5.3. Time/Frequency View

The <Time/Frequency view> displays the same results as the list view, but in a graphical way on a time/
frequency plane.

|<'_-|| |A| ‘V‘ | g | | > | ‘E:H| D |'“ Show frequendies — i | Displaying 28 results | 0

06.11.2018
09:44:25

131100.570 kHz

Figure 166: ResultViewer - Time/Frequency View
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Axes

Results

Zooming and
navigating

Cursor

Currently selected
result

The Y-Axis of the Graphical view represents the time (ascending toward screen
bottom), and the X-Axis represents the frequency (from left to right).

The Graphical view always shows the time and frequency ranges currently
selected in the Time/Frequency filter. Consequently, zooming in or out in the
Graphical view also changes the current time and frequency ranges in the
Time/Frequency filter. Use the <Axis> button to toggle the axes’ grid
visibility.

The results are shown as rectangles or dots of different colors on a back-
ground. Each rectangle represents one demodulation/recording result, clas-
sification or recording result.

Different colors represent different result types:

Red Production-channel result (decoder result or demodulated audio)
Blue NB-Classification results

Cyan WB-classification results

Yellow IF-Recordings

White  Only modem recognition without produced text or audio

In the Graphical view, zooming in is done by selecting a new rectangle with the
mouse. After releasing the mouse button, the view will zoom in to show the
selected rectangle only.

To go back to the last zoom level, the <Back> |4 button can be used.

To simply zoom out, the <Center> [[&]| button can be used.

To navigate through the frequency/?me domain, arrow keys available in the
upper part of the graphical view can be used: [+ | [a| [ €[]

For fast graphical zooming in and zooming out, a mouse wheel control can
be used. This fast zoom method will only result in a graphical zoom without
retrieving database data each time the visible range has changed. Time/fre-
quency filtering will not be affected.

While the mouse pointer is moved over the Graphical view, a crosshair cursor
will be shown. It can be used for selection of single results (via mouse click) or
for fast preview of result contents by hovering over it. In the latter case, some
information about the result will be shown in the lower pane of the Graphical
view (e.g. found modem/classification, time, bandwidth, frequency).

Clicking the mouse on a single result has the same effect as selecting the
corresponding row in the <Table view>.

The currently selected result is highlighted graphically with a transparent blue
marker

Figure 167: Selected Result
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Monitoring/stopping
data retrieval from
the database

The <Stop>

Depending on the current time/frequency range, this view can contain thou-
sands of results. The display of so many results can last very long. The retriev-
ing of results is done in background and new results are added to the display
several times per second.
In the upper-right part, the number of retrieved results is shown.

O | button can be used to stop data retrieval.

Table 62: Time/Frequency View Functions

4.12.2.5.4. Map View

The system and sender positions of the results within the <Table view> can be displayed on a map. To
open the Map view, click <Map>. The map will be automatically zoomed and aligned so that all positions
can be seen right after the map is displayed or when a result in the <Table view> has been selected. This
feature can be deactivated by disabling the <Zoom and position automatically> checkbox at the bottom

1000 result(s) + =]

of the map.
[ Table view ETime[Frequency view
T Type Frequency 1 Modem st ™
26 I Content prodi  19.7815 MHz ~ CIS-14 +0
27 I Content prodt  19.6414 MHz  Baudot sync 2 stop +0
28 I Content prodi  19.7114 MHz ~ Baudot sync 2008c +0
29 I Content prodi  19.7815 MHz ~ CIS-14 +0
30 I Content prodt  19.6414 MHz  Baudot sync 2 stop +0
31 I Content prodi  19.7114 MHz ~ Baudot sync 2008c +0
32 I Content prodt  19.7114 MHz  Baudot sync 2008¢ +0
33 I Content prodi  19.7815 MHz ~ CIS-14 +0
34 I Content prodi  19.6414 MHz  Baudot sync 2 stop +0
35 I Content prodi  19.7114 MHz ~ Baudot sync 2008Bc +0
36 I Content prodi  19.7815 MHz ~ CIS-14 +0
37 I Content prodt  19.6414 MHz  Baudot sync 2 stop +0
38 I Content prodi  19.7114 MHz ~ Baudot sync 2008c +0
39 NB-Classificat  19.7815 MHz +0
40 NB-Classificat  19.6414 MHz +0
41 I Content prodi  19.7815 MHz ~ CIS-14 +0
42 I Content prodi  19.6414 MHz ~ Baudot sync 2 stop +0
43 NB-Classificat  19.7114 MHz +0
44 I Content prodi  19.7114 MHz ~ Baudot sync 2008c +0
45 I Content prodi  19.7114 MHz  Baudot sync 200Bc +0
46 I Content prodi  19.7114 MHz ~ Baudot sync 200B¢+0 ,
< >

Hamburg
. Bremerhaven
Groningen
Oldenburg
Assen 19.7815 MHz, FSK2
i A walle Wolfsburg
Osnabruck
Nederland Hannover
Den Haag Arnhefng—unster Bielefeld
Middelburg Eindhoven Nordrheln
Brugge L\ Westfolen KasseloiDeutschland
rque f 'Dusse dorf Siegen H
Aachen
LI_"E Bélgie.s Bonn
Belgique / Keblenz
Belgien
g ;rankfur. am
Letzebuerg "alc wiirzburg
19.7815 MHz, CIS-14
Mannheim Nurnberg
: Reims Saarbrocken
Paris L
@ ; KahsrL.l"'. a5
] o P - Ingolstadt
Troyes Augsburg

¥ Advanced sorting [ Start time ]

Zoom and position automatically Show system position

Figure 168: Map view of System and Sender Positions of the Results

The system position of the results will be displayed on the map by blue markers and the sender position
by red markers. The sender positions hold a description that contains the frequency in kHz and the mod-
ulation type of the result. The positions of selected results in the <Table view> will be highlighted green
on the map. The system positions on the map can be hidden by disabling the <Show system position>
checkbox at the bottom of the map.
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4.12.2.6. Result Detail Display

Having selected a single row in the <Table view> or a result in the Graphical view, all available information
for that result will be shown in a detailed view on the right of the result list display. The detailed view
features three different docking windows initially arranged as tabs. Depending on the result type, some
of these views may be empty. For example, a classification result contains only a meta data and no IF-
recording or signal content.

4.12.2.6.1. General View

This view shows all meta-information available in this result in form of a table. It is available for all result
types. The exact list of supported columns and their order depends on the system settings and can vary.
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Marne
ID
Type(color)
Type
Mission
Task
Frequency™
Frequency name®
Bandwidth™
Mominal frequency™
SNR*
Quality
Modem™
Sender ID™
Recipient [D™
Metwork®
Content time*
Communication type®
Protection®
Content info™
Country™
Language®
Equipment®
Decoder text*
Modulation™
Symbol rate™
FSK shift*
Tone count®
Channel count™
Channel distance®
OFDM guard length®
OFDM symbaol length™
Burst type
Burst length®
Burst pause®
Transmission type™
FHSS hop rate®
FHSS hop bandwidth™
FHSS hop dwell time*
FHSS hop dead time*
Start time*
End time™
Duration
Status
System latitude™

Value
828
Content production

ﬁ Add to frequencies list with edit...
@ Add to frequencies list

Show only rows with data

2430 Hz

89120 kHz
19.0 dB

76 %

HFDL

UP1325
Riverhead, USA

Downlink

flightld:UP1325 | aircraftld:239 | greundld:Riverhead, ...

MPDU Downlink CRC Slot: ok Mo of LFDUs: 1 GndID: ...
PSK 24
1798.4 Bd

UsSB

08.11.2018 10:35:39.526
06.11.2018 10:35:41.619
00:00:02.093

Finished

Figure 169: ResultViewer - General View
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All fields marked with “*” after the field name can be edited directly in the table (i.e. “Frequency” or “Band-
width” in Figure 169). Field names for fields containing some information will be displayed as bold text.
Changing Frequency or Bandwidth is not allowed for recordings to keep the meta-data synchronized with
underlying WAV-files.

If multiple results (up to 100) are selected in the Table View, this view will display meta-data of all results
at once, enabling user to bulk-edit meta-data for all results at the same time.

Name Value ~
D [1411288, 1411320, 1411374, ...]
Type(color)
Type Content production
Mission demo
Task™
Frequency™ [10115.064 kHz, 10104.965 kt
Freguency name™®
Bandwidth* 31Hz
Nominal frequency* [10115. 100 kHz, 10105.000 kHz, 10123.000 kHz]
SNR*
Quality
Modem™® Morse 30-170
Sender ID*
Recipient D=
Network™
Content time®
Communication type™®
Protection®
Content info*®
Country™
Language™®
Equipment™
Decoder text* [LVK ONBSMST U TU IIIE
Modulation*® Morse
Symbol rate®
FSK shift®

Tone count™

Channel count* 1
Channel distance™

OFDM guard length®

OFDM symbol length*

Periodicity™

Burst type

Burst length®

Burst pause*®

Transmission type® cw
FHSS hop rate™

FHSS hop bandwidth®

FHSS hop dwell time

Figure 170: ResultViewer - General View with multiple selection

Fields where all selected results contain the same content (e.g. Modulation = Morse in the above example)
will be displayed by using the standard font. Fields where the selected results contain different values
(e.g. Frequency in the above example) will be displayed with gray font, showing the different values from
first three results. Editing in this mode can be performed just as in the single-selection mode, by directly
clicking into the fields and changing or selecting new values. Any change will be automatically applied to
all selected results.

Context menu with some result-related functions is available on the table (some are not available for cer-
tain results or in bulk-editing mode):

© 2023 PROCITEC GmbH 177 of 265



Monitoring Suite (..\ go2signals GO2MONITOR
[ )

emission>

<Show only results from the same | Filters the selection by the emission ID of the last selected re-

<Add to frequencies list with edit...> | For details, see chapter Table View
<Add to frequencies list>
<Add to blocking frequencies list> For details, see chapter Table View

<Show only rows with data> When checked, will hide all empty rows. This option can im-

sult.

For details, see chapter Table View

prove the readability of the result values; however, it may
complicate the comparison of different result entries.

Table 63: ResultViewer General View Functions

The following table contains the list of available fields in the basic configuration.

ID
Type(color)

Type

Mission/Task

Frequency

Frequency name

Bandwidth

Nominal frequency

SNR

Quality
Modem
Sender ID
Recipient ID
Network
Content time

Communication type

Protection

Content info

Unique ID of this result
Color field matching the color for this result type in the Graphical view

Result type (NB/WB-recording, NB/WB classification, content production,
modem recognition)

Name of Automatic Wideband Monitoring mission and task which created
this result

Center-frequency of the result

Name of the matching frequency for the current result, or rather the name
of the frequency range from the of Automatic Wideband Monitoring task

Bandwidth of the result

Nominal frequency of the signal if available (some classification and pro-
duction results only)

Signal-to-Noise ratio

Recognition quality between O % and 100 %

Modem name (if available)

Provides emission sender identification, e.g. callsign, participant ID, etc.
Provides emission recipient identification, e.g. callsign, participant ID etc.
Provides identification for network where data transmission occurred
Timestamp of data transmission as retrieved from the decoder result

Provides a description for communication type, e.g. broadcast, squitter,
etc.

Description for the type of protection/encryption used on the communica-
tion channel

May hold some common information from the decoder production result
file which does not fit other fields
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Country Provides some identifier about a country where the data transmission oc-
curred
Language Provides information about language used on the communication channel
Equipment Provides information about equipment used to send the corresponding

Decoder text

Modulation
Symbol rate
FSK-Shift

Tone count
Channel count
Channel distance

OFDM guard length
/OFDM symbol length

Burst type/length/pause

FHSS hop rate

FHSS hop bandwidth
FHSS hop dwell time
FHSS hop dead time
Start time

End time
Transmission type
Duration

Status

System
latitude/longitude

Sender
latitude/longitude

Last change

Source

Antenna

Last editor

Comment

Auxiliary

emission

Decoder text from production channels. Text storage in the database is
limited to the first 1024 characters (can be changed during integration).

Modulation type (if available)

Symbol rate of the signal (if available)

Shift for FSK modulation type

Tone count (if available)

Channel count (if available)

Channel distance in Hz for multichannel signals

Parameters specific for OFDM modulation recognition

Burst type and parameters (if available)

For FHSS signals, number of hops/s

For FHSS signals, mean bandwidth of single hops

For FHSS signals, mean duration of single hops

For FHSS signals, mean pause between hops

Start time of the result

End time of the result

Transmission type for this emission, e.g. USB, LSB, AM or FHSS
Result duration

Active or Finished

Position of the system during the creation of the result

Position of the sender during the detection and creation of the result

Date/time of the last update

Signal source where this result was found. Usually of the form [sig-
nal][component].

The antenna used for the creation of the result

User name (from the operating system) of the last user who changed this
result by editing it

Result description (editable)

Auxiliary textual information

O 2023 PROCITEC GmbH
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Emission ID In of Automatic Wideband Monitoring, all results triggered by a specific
emission will contain its unique emission ID in this field

Content match Matching content list which matches to decoder result

Flags (New, Old, Various flags (boolean values) which can be freely used to support a spe-
Process, Processed cific operation procedure. l.e., for all processed results, the user can set
etc.) the <Processed> flag to prevent processing the same result again.

The flags can be set directly from the detail view and used as a filter param-
eter in the advanced filter. The set of available flags is customizable and
can be changed during integration process to support specific customer
needs.

Table 64: Fields of Basic Configuration

4.12.2.6.2. Signal View

This view shows the recorded IF-signal as a spectrogram preview. In the case of a recording result, it will
show the IF-signal of the result itself. For other result types which do not contain a recorded signal (e.g.
classification, production, etc.), this view will display recordings which were automatically matched to this
result (see Matching Results and Recordings for details).

For wideband recordings, precalculated spectra are used for faster display. However, the user can also
switch to the calculation of the spectra from individual WAV-files of the recording. It can be switched
between the modes by using a button in the toolbar Signal view (see section Toolbar). When switching
between modes, time/frequency range will be preserved if possible. If this is not possible, it will be displayed
as much as possible from the time/frequency range before mode change. At least the start time of the old
area will always remain visible.

If precalculated spectra are displayed (available only for wideband recording results), the complete record-
ing will be visible in the spectrogram at once, regardless of the number of recording files. In the WAV-file
based mode, only a single recording file will be displayed in spectrogram. To display a different part of the
recording, the corresponding WAV-file must be selected in the list view.

The signal view option <Show Other Results> allows the loading and display of further results from the
database that lie in the same time and frequency range as the displayed IF-signal. The Signal view also
allows the selection of time and frequency ranges, and extraction of their content into separate narrow-
band recordings. Alternatively, the time and frequency can be added as user results. This allows signals
in a recording to be selected manually and be labeled.

The integrated offline audio demodulator can demodulate signal data from a recording into an audio sig-
nal. The modulation type of the signal data can be set manually or automatically detected. The toolbar
for the audio demodulator is only visible if the bandwidth of the displayed recording does not exceed the
maximum audio playback bandwidth from the license (default 3 MHz).
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Open with DANA

Open with external viewer
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| 7 Display options ‘

[] open complete recording time range

Show other results: | Content production, FHSS emission, Modem recognition, NB-Classification, NB-Recording, Transcription, User result, WB- ~

Figure 171: ResultViewer - Signal View

The upper part of the view shows a list of signal files related to this result. Clicking on a file will show it in
the spectrogram preview. This list is only visible when spectra are calculated directly from WAV files. After
clicking on a file, it will be shown in a spectrogram preview. The context menu on each file item provides
some context functions. These functions can be extended by using GUI Scripting Option.

Open directory

Open with DANA

Open with external viewer
Open as File Input

Open in NB-channel

Figure 172: ResultViewer - Signal View, Context Menu
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<Open directory> Used to open the file location directory directly with the file manager
of the operating system

<Open with external viewer> Click to open this file with the default OS viewer
<Open as File Input> Will open the currently displayed file as a file input in the main GUI
<Open in NB-Channel> Click to open the currently displayed file as signal input in the first

channel. The used channel is always channel 1, the input source is
automatically changed to ‘File’

<Open with DANA> The presence of this context menu item depends on the current con-
figuration of the application.

Open this file with the DANA converter module from the go2DECODE
software suite. This requires a go2DECODE installation.

Table 65: ResultViewer Signal View Functions

The button <Display options> in the bottom of the view shows or hides some additional display options:

Open complete recording time range

If the option <Open complete recording time range> is activated, initially the complete time range of the
recording (or recording file in case of WAV file based display) will be loaded and shown it in the spectrogram
preview, otherwise only the beginning of the recording will be shown initially. By default, this option is
deactivated after the program is started.

Show Other Results

Activate this option to see all other results which fit to the currently displayed time/frequency range as
overlay rectangles in the spectrogram preview. There has to be a recording for the current selected result,
otherwise no other results can be loaded and displayed. It is possible to define which result types should be
displayed by using the associated filter. Activate the option check box and use the dropdown list to select
the visible result types.

Show other results: |NB-RE|:Dr|:Iing, WEB-Recording, Modem recognition,

MNB-Recording, WEB-Recordi.. ssification, User result
— Select all —

— Unselect all —

MB-Recording

WEB-Recording

{Modem recognition

Content production

MB-Classification

WEB-Classification

User result

Figure 173: Result Type Filter for Displaying Additional Results in the Spectrogram

The number of the currently displayed results in the spectrogram will be displayed next to the toolbar of
the Signal view (see Figure 171 and Figure 175).

The <Show other results> option has a global effect across all results. If it is activated, the application
will always try to find all matching results in the database for a displayed result and show them in the
spectrogram as well. After the start of the program, the option is deactivated and all result types, except
wideband recording, are selected by default in the filter.
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Audio Demodulator

For narrow or wideband recordings, an offline audio demodulator is available for demodulation of signal
data into an audio signal. Through selection of a signal file in the file list, the audio player and demodulator
interfaces will be accessible in the GUI. A similar demodulation function is also available with the narrow-
band channels in manual mode. See chapter Audio Demodulation and Playback for all details regarding
modulation types, volume control and squelch options.

“ Rewinds the audio playback to the beginning of file
p Starts the playback on selected file

EE Pauses playback

‘i Toggles the playback loop function

~ Toggles the auto play function. Enables the playback to start immediately when either
':_:S rewound or another file is selected. This allows a quick audio analysis when switching
between several signals.

Table 66: Audio Player Functions

The current playback time is displayed by the audio time marker. The change of the current playback
position is possible by a left mouse double-click on the desired position.

The audio player will use only the currently selected file for demodulation and replay. To demodulate
another file from the signal files list, the user has to select it manually in the Signal view.

Automatic demodulator settings

The <Automatic demodulator settings> option in the offline audio demodulator is turned off by default.
In addition to using classifier results for automatic parameter settings (as in manual mode channels), the
offline audio demodulator will also use modem recognition results to determine the correct audio demodu-
lator and its nominal frequency. For further description of this option, see chapter Automatic Demodulator
Settings.

Toolbar

On top of the spectrogram, a toolbar with various buttons provide quick access to important Signal view
functions.

‘2“ Opens the spectrogram setting window (see chapter Settings)

Selects all displayed results in the spectrogram. Results that are not in the visible
range of the spectrogram are also selected. Selected results in the spectrogram
wamnad are shown in bold and they will also be selected in the <Table view> of the Re-
sultViewer (see chapter Selection of Results in the Spectrogram).

: Deselects all currently selected in the spectrogram and the table view

iii Deletes all currently selected results in the spectrogram from the database
Wﬂ_‘ Extracts the signal range of all selected results into separate narrowband records
and adds these new results to the database (see chapter Extract Recordings)
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If precalculated spectra are available for a wideband recording, the precalculated
spectra can be displayed in the spectrogram by clicking this button. This allows
the viewing and editing of the entire recording across all file segments. This op-
tion is activated by default after program startup and is not available for narrow-
band recordings.

By using the frequency group selection combo-box, it is possible to show frequen-
cies from the <Frequencies> view as overlay markers in the spectrogram (see
chapter Displaying Frequencies as Spectrogram Overlay).

The function <Go to Time> can be used to ensure that a specific time from the
current recording is displayed in the spectrogram. To do this, the user can enter
the desired time in the input field and then click on the button. Times outside the
displayed recording time range cannot be entered. When Spectra from WAV files
are displayed, the file containing the requested time is automatically selected.

Spectrogram Settings

Table 67: Signal View Toolbar Buttons

In this window, the parameters of the spectrogram can be changed. The parameters, cursors and extras
tabs correspond to those of the spectrogram settings of the <Channels> window (see chapter Spectro-
gram Settings). The <FFT-length> and <Windowing> parameters in the Parameter tab of the window are
only available if no precalculated spectrum is used.

Spectrogram Context Menu

The context menu of the spectrogram can be opened by clicking the right mouse button in the spectro-

gram.
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Overview
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Create user result from mouse selection area
Extract recording from mouse selection area
Select result(s) inside mouse selection area

Deselect result(s) inside mouse selection area

Extract recording(s) from result(s) under cursor
Delete result(s) under cursor

Select result(s) under cursor

Deselect result(s) under cursor

Show detail for result under cursor

Set start-time for WB-recording playback

Set end-time for WB-recording playback

Clear start- and end-time for WEB-recording playback
Start WEB-recording playback L4

Figure 174: Signal View - Spectrogram Context Menu

@ go2signals

The first four sections of the context menu are identical to the spectrogram settings in chapter Spec-
trogram Settings. The following sections contain functions specific for this Spectrogram view. The fifth
section enables actions on areas selected by the user. These selection areas are time/frequency ranges
in the spectrogram which the user has selected using the mouse cursor.

<Create user result from

* mouse selection area>

<Extract recording from
mouse selection area> tion

<Select result(s) inside
mouse selection area>

<Deselect result(s) under
mouse selection area>

A user result is generated from the mouse selection area and
stored in the database (see chapter User Results)

A narrowband recording is extracted from the mouse selec-

All results that are completely contained within a mouse se-
lection area will be selected and shown in bold in the spectro-
gram (see chapter Selection of Results in the Spectrogram)

All selected results within a mouse selection area will be dese-
lected in the spectrogram and the ResultViewer <Table view>
(see chapter Selection of Results in the Spectrogram)

© 2023 PROCITEC GmbH

Table 68: Spectrogram Context Functions for Selection Areas
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The menu items in the sixth section of the context menu allow actions to be applied to one or more results
within the spectrogram. All results that lie under the mouse cursor when opening the context menu will be
considered. Overlapping results under the mouse cursor are also taken into account when executing the

actions.

<Extract recording(s)
from result(s) under
cursor>

<Select result(s)
under cursor>

<Deselect result(s)
under cursor>

<Deselect result(s)
under mouse selec-
tion area>

<Show detail for
result under cursor>

For each result under the mouse cursor, a narrowband record-
ing is extracted and stored as a new result in the database (see
chapter Extract Recordings)

All the results under the mouse cursor will be selected and
shown in bold in the spectrogram. The corresponding table
view rows of the results will also be selected.

All selected results under the mouse cursor will be deselected.
The corresponding table view rows of the results will be dese-
lected as well.

All selected results within a mouse selection area will be dese-
lected in the spectrogram and the ResultViewer <Table view>
(see chapter Selection of Results in the Spectrogram)

The properties for exactly one result under the mouse cursor
will be displayed. If more than one result is lying under the
mouse cursor, the option is disabled.

Table 69: Spectrogram Context Functions for Results Under Mouse Cursor

The menu items in the seventh section of the spectrogram context menu enable parts of a wideband
recording to be played back using a signal input of the “wideband recording input”. For this purpose, the de-
sired start and end time of the playback is set optically in the spectrogram by the user. After that, playback

can be started. These entries are only visible if the selected result is of type “Wideband Recording”.

<Set start time for play-
back of the recording>

<Set end time for play-
back of the recording>

<Delete start and end
time for playback of the
recording>

<start playback of the
recording>

Specifies the start time for playback. The point in time is rep-
resented by a white line.

Specifies the end time for playback. The point in time is rep-
resented by a white line

Clears already set start and end times for playback of the
recordings. This entry is only active if at least one time limit
has been set.

Starts playback of the previously selected part of the wide-
band recording. A submenu is displayed beforehand, which
is used to choose signal input to process the playback. Only
signal inputs that have been set to “None” or to “Wideband
recording Input” can be selected. All other entries are dis-
abled. If playback is started with a signal input on which an-
other wideband recording was previously played, the current
playback is stopped before the new one is started.
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Selection of Results in the Spectrogram

By clicking on a result or within its time/frequency range, this result can be selected. Selected results
are shown in bold in the spectrogram. If the result is within the signal range of another result, this other
result will be also selected. Multiple results can be selected by pressing and holding <Shift> or <Ctrl>. A
selected result can be deselected with a click and <Shift> or <Ctrl> pressed down. The results selected
in the spectrogram will also be selected in the <Table view> of the ResultViewer and highlighted in blue
there.

| 14:03:33 - 19:04:01 [27.65], 2017-05-29_14-05-01_6622562_10]|| [ Table view TimeFrequency view
< i | 3
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) () ED BRI (2] sremis ke -
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159 NB-Classification 6622.000 kHz Voice LSE 29.05.2017 14:04:12.620
3 160 MB-Classificaton = 6341.791kHz Unknown 29.05.2017 14:04:07. 196
14:03:34.000 n
E i | 161 MB-Classificaton ~ 6840.775 kHz Unknown 29.05.2017 14:04:03.752
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R 172 MB-Classificaton 6966, 146 kHz Unknown 29.05.2017 14:03:33.245
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Figure 175: Selection of Results in Spectrogram and ResultViewer

The number of results in the spectrogram and the results that have been selected are displayed in the
Signal view to the right of the toolbar. All available results in the recording can be selected by clicking on
the <Select> button i on the toolbar. In this case, the results which are in a non-visible part of the

spectrogram will also be selected. If the <Deselect> | button is clicked, all currently selected results
are deselected in the spectrogram and in the <Table view>.

It is also possible to select one or more results within a mouse selection area in the spectrogram. For this
purpose, the results in the spectrogram must be completely surrounded with a mouse selection area. The
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<Select result(s) inside mouse selection area> action must then be executed from the context menu of
the spectrogram (see chapter Spectrogram Context Menu and Figure 174).

o 09:36:28 - 09:39:36 [188.2s], 1_2017-5-30_9-36-27_1-1 O.wav

IRNIRIE Qor _ (9
7 results [1 selected]

09:37:11.000

09:37:12.000

[m ]

09:37:13.000

0%:37:14,000

0%:37:15.000

0%:37:16.000

09:37:17.000

09:37:15.000

09:37:19.000

6200 6225 6250
[kHe]

£~ Display options

Figure 176: Selection of Results Using a Selection Area in the Spectrogram

Only results that are completely surrounded by the selection area will be selected. For example, in Fig-
ure 176, only the first two upper results would be selected. Selected results can be deselected with the
same procedure by using the <Reset result selection within the selected range> context menu item
instead.

Shortcuts

Keyboard shortcuts can be assigned for many actions within the Signal view by using the shortcut man-
ager, e.g. keyboard shortcuts for the audio demodulator and for actions on results in the spectrogram.
The configuration of keyboard shortcuts is described in chapter Cached Shortcuts.

188 of 265 © 2023 PROCITEC GmbH



GO2MONITOR Monitoring Suite (..\ go2signals

Extract Recordings

Recordings can be extracted in the spectrogram of the Signal view for selected time/frequency ranges
and for results. The time/frequency ranges of mouse selection areas and of results are extracted into a
new narrowband recording, with either the wideband or narrowband recording being used as the source of
extraction. The extracted recordings will be added to the database as new results. After completion of the
extraction, the new results can be viewed in the Signal view spectrogram as well as in the <Table view> of
the ResultViewer.

Note: After the completion of extractions, it is necessary to apply the ResultViewer filter. For example the
<Apply Filter> button in the ResultViewer can be used to achieve this (see chapter Menu & Toolbar). This
process updates the views and visualizes the new records and results.

Extraction from time/frequency selection areas

A recording can be extracted from a time/frequency selection area in the spectrogram. To extract a
recording from a selection area, hold down the left mouse button and move the mouse until the desired
size of the selection area is reached. Then release the mouse button to confirm the selection area. The
extraction can now be created from the corresponding spectrogram context menu item (see Table 68). The
context menu can be opened by right-clicking in the created selection area. The status of the extraction
can be traced in the <Signal Extraction> view (see chapter Signal Extraction View).

Extraction from result

Every result type can be used to create a new narrowband recording. Multiple results can be extracted in
one step. The selection of multiple results is described in the chapter Selection of Results in the Spectro-
gram.

One or more selected results in the spectrogram can be extracted by clicking on the <Extraction> but-

ton bﬂ" on the Signal view toolbar (see Table 67). Alternatively, the extraction can be executed with the
corresponding spectrogram context menu entry (see Table 69). In this case, the selection of results is irrel-
evant. Only the results, which are under the mouse cursor when the context menu is called, are extracted.
The status of the extraction can be traced in the <Signal Extraction> view (see chapter Signal Extraction
View).

Note: For technical reasons, the bandwidth of the signal under extraction must remain under the threshold
of ca. 70 % the sampling rate of the source signal.

Displaying Frequencies as Overlay

By using the frequency group selection combo-box, it is possible to show frequencies from the <Frequen-
cies> view as overlay markers in the spectrogram (for details, see chapter Displaying Frequencies as Spec-
trogram Overlay).

4.12.2.6.3. Content View

This view shows signal content for production results (e.g. decoder text, audio, binary data). All available
content types retrieved from one signal will be shown combined in this view (see Figure 177). The following
content types are available.
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Decoder output

Audio

Binary content

Text-based output from a production channel decoder saved in XML-
format

Demodulated audio saved as a WAV file

Any other content retrieved from the signal in form of binary files.

In the case of decoder output, all functions available in the processing
channel in the channel GUI will also available in this view (e.g. display
type selecting, search, printing, etc.)

Table 71: Content Types

For each content type, a list of produced files (e.g. decoder text files, WAV files, etc.) is shown. Clicking on
a specific file will show its content in the integrated viewer. The context menu on each file item provides

two functions:

Open with external viewer

Open directory

To open this file with the default OS viewer

To open the file location directory directly with the with the file manager
of the operating system

Table 72: Content Menu - Functions

In the below example, additionally to the decoder text result, a demodulated audio content is also displayed
(Morse modem) on the right. The integrated audio player provides basic functions to play and navigate

through audio.
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Figure 177: ResultViewer - Content View

4.12.2.6.4. Position View

Figure 178 shows the system and sender position of a result. After the selection of a result in the <Table
view>, the position map will be automatically zoomed and aligned so that the system and sender positions
can be seen. This feature can be deactivated by disabling the <Zoom and position automatically> option
at the bottom of the map.
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Figure 178: System and Sender Position Display of a Result

The map can be moved with the mouse and zoomed with the mouse wheel. If <CTRL> is pressed and held,
the cursor shape will change to a cross cursor. Now a new sender position can be set by clicking on the
desired place on the map, pressing <Shift> sets a new system positon.

Delete System and Sender Position

The system and sender position of a result can be deleted in the General view. This can be achieved by
emptying the latitude and longitude fields of the positions.

System latitude® +48° 52.919'
System longitude® +08° 40.403"

Sender latitude™ +45° 03.281"

Sender longitude™

Mirertinm anala®

Figure 179: System and Sender Position in the General View

Note: The latitude and longitude of a position can be deleted independently. This can lead to invalid
positions which won't be recognized by the system and therefore cannot be displayed by the map dialogs.

4.12.2.6.5. Matching Frequencies View

This view shows all frequencies (from the <Frequency> view) matching the currently displayed result. The
frequency is considered to “match” a result if it is inside the result’s bandwidth.
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No matching frequencies will be displayed for wideband or narrowband recordings.

The frequencies which fit perfectly to the current result (i.e. where the center frequency difference is less
than 10 % of the result bandwidth) will be shown with a green background.

All frequency list entries or frequency groups can be edited directly from this view.

By clicking on the <Reload> button, new frequency information can be loaded from the database (impor-
tant only in multi-user systems).

FreqL‘.lenq«I Bandwidth MName Mode Modulation
13060, 508 kHz 3,246 kHz Morse frequency

€ T 3

[Edit groups.. J ’ Reload

Figure 180: Matching Frequencies View

4.12.2.7. Structuring View
The result structuring function enables the user to organize results into custom groups with unlimited
hierarchy and complex structuring algorithms implemented as Python scripts.

For more information regarding script creation, see chapter GUI Scripting Option. Several simple script
examples are already included in the standard product setup and can be used without creating own custom
scripts.

The structuring view can be turned on by using the main menu or toolbar button. It appears as a docking
view inside ResultViewer.
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Figure 181: Structuring View

To perform the result structuring, simply select an entry from the <Structure results> dropdown and the
execution of the associated structuring script will be started immediately.

Structure results ¥ | ‘

Emission-based structuring (AutoMon only)
Result file-type based structuring
Fregquency-based structuring (1kHz grid)
Modem(modulation)-based structuring (1kHz grid)
NominalFrequency-based structuring

Sender /Recipient-based structuring

Figure 182: Structure Results Context Menu

The script goes through all results matching your current filter (e.g. time/frequency range and advanced
filter settings) and groups those according to its rules.
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Depending on the complexity of the underlying algorithm and the result set matching the current filter, the
execution can take some time until completed. The number of results retrieved from the database so far
is displayed in the upper part of the view. On execution completion, the view will display calculated result
groups as a tree structure.

Selecting a group in the created tree structure works as a filter for the Table view and Time/Frequency
view, restricting the display only to the results from the selected group. Of course, this will work only if the
results are still contained in your current result filter. If the filter is changed after structuring your results,
for example by moving to a different time/frequency range, the results from created groups will probably
not be visible anymore. See <Restore original filter> button information below for more information.

To turn the result filtering based on the selected group off, simply select the <All Results> item at the top
of the tree structure (see Figure 181) or simply hide the structuring view by using the main menu or toolbar
button.

Multiple selection of groups (tree structure items) is also possible. In this case, all results from all selected
groups will be displayed in a table or frequency/time display.

The tree’s items may either contain further group nodes or result nodes or both. A result item will show the
number of contained results next to its name.

<Clear> Used to clear all created groups

<Restore original filter> | Displayed only if filter settings are changed in the ResultViewer after struc-
turing your results. By clicking this button, it will be possible to restore the
original filter settings used for the group creation.

Table 73: Structuring View Functions

4.12.2.8. Stored Filters View

To query the database for a certain set of results, various filtering possibilities are available as a combina-
tion of the time/frequency filter and the advanced filter (see chapters Time/Frequency Filter and Advanced
Filter). The Stored Filters view provides functions for saving and reusing such filters (see Figure 183).

Name Description

Wideband_classif... wideband classifications on 03.05. 2016

Signal quality filker  quety for results above quality threshold

query for resulks carrying certain signal pattern
(,Q Apply filker

Replace & store current Filker

Signal pattern

Delete Filker

Figure 183: ResultViewer Stored Filters
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<Apply filter> Applies the selected filter. Alternatively, double-clicking with the left mouse but-
ton can be used to apply the selected filter.

<Replace & store Replaces the filter of selected entry by the current ResultViewer filter
current filter>

<Delete filter> Deletes the selected filter
lm <Refresh filters> synchronizes the table contents with the database (for mul-
tiuser environments)

<Store current> Stores the current ResultViewer filter

Table 74: Stored Filters View Functions

4.12.2.9. Masking Entries View

Masking entries provide an extension for filtering, which may improve the clarity in the Result Table view.
By definition of a masking rule with criteria defined either by the “Emission ID”, the “Frequency” or the
“Nominal Frequency” value of selected results, the matching result entries are removed temporarily for
a specified duration from the Result Table (for details, see Figure 184). The creation of masking rule is
possible only when the value of specified criteria is not empty.

Results  Views Help
applyfiter [ current ve range @ Auto-Refresh [105] Clear fiter Madvanced fiter [ Structuring  (@Stored fiters [ ] Masking entries E]smenu\ermommr “besional extracton  [S]show main window

Time fFrequency filter
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[ Table view 5] TimeFrequency view

oo results) | [

Type(color) Type Start time Emission 1D Frequency  Nominal frequency Madem Modulation ~Bandwidth FSKshift SNR  Duration  Symbolrate  Status A
13 WB-Classification  16.06.2020 14:04:11.432 2713358509102663748 677,000 kHz FaK2 88 Hz 454.0Hz 18.2dB 00:00:23.428 51.38d Finished
14 WB-Classification  15.06.2020 14:04 11,432 2719358509102663747 667,000 kHz FsK2 888Hz 440.7Hz 15.3B 00:00:23.428 50.08d Finished
15 NE-Recording 16.06.2020 14:07: 15,265 2719358555347303977 407,000 kHz 5000 Hz 00:00:28.416 Finished
6 [ comtent oroducton 16.06.2020 14:00: 16,215 27193565 16885549102 457.000 kHz 4570 kHz Baudot async 1.5 Stopbit 50Bd 450Hz F5K 2 match. S00Hz 450.0Hz 13.0dB 00:00:28.000 50.08d Finished
7 WB-Classification  16.06.2020 14:04:11.432 2713358509102663750 657,000 kHz FaK2 888Hz 441.4Hz 18.3B 00:00:23.428 50.08d Finished
5 [ - duction 15.06.2020 14:01:03,015 2719356816885549102 457,000 kHz 4570 kHz Baudot asyne 1.5 Stopbit 50Bd 450Hz FSK 2match, S00Hz 450.1Hz 19.0d8 00:00:28,250 50.08d Finished
v [ $12 ne e g 998 ATIRSEEe12935549107 507,000 kiiz 5070 kHz Baudot asyne 1.5 Stopbit 50Bd 450Hz FSK 2 match, S00Hz 442.9Hz 19.0E 00:00:28.250 50.08d Finished
20 _ d & add to frequendes ist with edt.. 35549099 427,000 kHz 427.0 kHz Baudot async 1.5 Stopbit 50Bd 450Hz FSK 2 match, 500Hz 450.1Hz 18.0dB 00:00:28.250 43.98d Finished
21 _ Content prod il add to frequendes st 35549114 577.000 kHz 577.0 kHz Baudot async 1.5 Stopbit S0Bd 450Hz FSK 2 match. 500Hz 450.5Hz 19.0d8 00:00:28.000 50.0Bd Firished
2 WB-Classifica Lol S T3 17303996 597.000 kHz FSK2 888 Hz 438.7Hz 18.4B 00:02:08.404 48.88d Active
23 WB-Classifica Mask results with same » Emission ID » FSK2 688Hz 453.7Hz 18.4dB 00:02:08.404 51.3Bd Active
21 [ cortent orod Export v e 5 15minutes  3tasync 1.5 Stopbit 50Bd 450Hz FSK 2 match. S00Hz 450.2Hz 20.0dB 00:00:28.250 50.08d Finished
25 NB-Recording Delete 13 Nominal frequency ¥ 1 hour 5000 Hz 00:00:28.672 Finished
% NE-Recording Add flag » 35549091 347.000 ke | 4hours 5000 Hz 00:00:28.032 Finished
7 NB-Recording Remove fiag b 47303875 387.000 kHz &hours 5000 Hz 00:00:28.416 Finished
% NB-Recording e e 47303987 507.000 kHz 5000 Hz 00:00:28.416 Finished
b2 NB-Classificat @ e 35549092 357.000 kHz FsK2 888 Hz 452.6Hz 12.7dB 00:00:26.494 49.48d Finished
30 NE-Classification  15.06.2020 14:01:37.095 2719355816885549091 347,000 kHz FsK2 888 Hz 454.9Hz 12.6 B 00:00:26.700 50.68d Finished
31 WB-Classification  16.06.2020 13:55:43.428 27133568 16385543084 377,000 kHz FaK2 88Hz 451.0Hz 18.50B 00:07:27.220 51.38d Finished
32 NB-Classification  16.06.2020 14:07:15.265 2713358556347303387 507.000 kHz FaK2 88 Hz 455.1Hz 12.6dB 00:00:26.700 50.68d Finished
3 NE-Recording 16.06.2020 14:00:00.735 2719356815885549116 597000 kHz 5000 Hz 00:00:28.032 Finished

Figure 184: Context Menu for Masking Entries

Masking rule

By activation of a context menu option, a masking rule is created and placed in the in the <Masking
entries> view. The created masking rule immediately applies to the result entries on the visible table page
causing the affected results to be removed for a specified duration from the Result Table.
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Every masking rule is described by the information in the following table.

Active

Masked results

Emission ID

Frequency

Nominal frequency

Duration
End time

Validity

Shows the activity state of a masking rule and allows the activation/deacti-
vation of the masking rule

Provides the number of results actually masked out by this rule

Holds the masking criteria value used for masking results.

‘ ’

The value “---" indicates the criteria are not relevant for this rule.

Holds the masking criteria value used for masking results.
The value “---" indicates the criteria are not relevant for this rule.

Holds the masking criteria value used for masking results.
The value “---" indicates the criteria are not relevant for this rule.

Holds the duration value as specified on masking rule creation
Describes the maximum validity of this masking rule as a UTC time stamp

Holds the countdown for the validity value

Table 75: Masking Rule Fields

Note: Expired masking rules do not affect the Result Table content until the filter is applied.

Masking rules are presented in a table form. The number of entries actually masked out by active masking
rules is displayed in the status output above the Result Table (see Figure 185).

Results  Views Help

2 Apply fiter Im'currentllve range @ Auto-Refresh [105] " Clear filter SR Advanced fiter Zlstructuring  @)Stored fiters Masking entries @ Scheduler monitor  “jeSignal extraction @Shnw et lamachre
Time Frequency filter
Time range: | 02.06.2020 12:56:15 | - | 09.06.2020 13:06:46 ~ | | Absolute time |- Frequencvrange:l 256.0kHz |2 ‘ ‘ 767.9kHz =
Masking entries B X | [[7ableview [T Time/Frequency view
Active Masked results  EmissionID  Frequency Nominalfrequency Duration Endtime  Validity
7 537.000 ktiz 00:15:00 | 13:17:56 00:12:53 S results) [ masked o] [
13 2719031138105439210 00:15:00  13:19:08 00:14:06 elco Type Start tine Emission ID Frequency MNominal frequency A
| |
| s | — 00:15:00 | 13:19:21 | 00:14:18 NB-Classification  09,05.2020 12:55:49, 167 2719031138105439202 337.000 kHz
EN Deottone o [ o0s15:00 | 3:15:21

Delete item

NB-Classification 09.06.2020 12:55:49.527 2719031138105439213 447.000 kHz
NB-Recording 09.05.2020 12:55:49. 167 2719031138105439202 337.000 kHz
-Conter\tpruduchon 09.06.2020 12:55:49.167 2719031138105439202 337.000 kHz

09.05.2020 12:55:49,527 2719031138105439213 447,000 kHz

337.0kHz Bal
NB-Recording
N-Classificaion  09.08.2020 12:55:57.327 2719031138105439238 697.000 kHz
NB-Classification  09.05.2020 12:55:57.687 2719031138105439229 607.000 kHz

@ e b wom e

Deactivateall | Actvate all NB-Classification 09.06.2020 12:55:58,287 2719031138105439226 577.000 kHz

Figure 185: Masking Entries View

Administrating Masking Rules

In the Masking Rules view, either the context menu or the push buttons can be used for the administration
of masking rules. Every change applied to a masking rule immediately affects the contents of the Result
Table.

The actions accessible from within the context menu are sensitive to the activity state as well as to the
amount of selected rules, allowing the activation, deactivation and deletion of selected entries.

The buttons at the bottom of the Masking Rules view provide quick access to all masking rules.
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<Deactivate all>

<Activate all>

Deactivates all active masking rules

Activates all inactive masking rules. Expired rules are activated again for the
original duration. Rules with running countdown are just activated, the re-

maining duration is retained.

4.12.2.10. Signal Extraction View

Table 76: Masking Rules Functions

The state of signal extractions can be traced in the <Signal Extraction> view. The extraction of signals
from selection areas and results is described in chapter Extract Recordings.

The <Signal Extraction> view can be opened either by using the “ﬂn Signal extraction  button on the toolbar

of the results display (see Figure 152 respectively Table 57) or via the <Views> menu item in the menu bar
of the ResultViewer window.

W | B

i) | () (@]

20044
20043
20042
20041
20040
20039
20038
20037
20036
20035
20034
20033
20032

Id Status

Q

b @ © 0 © 6 6 0 00 oo

Info
Starting ...
Starting ...

3%

100%
100%
100%.
100%
100%
100%.
100%
100%
100%.
100%

Frequency
3864.51 kHz
3864.34 kHz
8865.33 kHz
8865.65 kHz
5864.40 kHz
8864.53 kHz
8864.52 kHz
5864.53 kHz
3864, 18 kHz
8865.59 kHz
8865.33kHz
8864.51 kHz
8864.34 kHz

Bandwidth
13200.00 Hz
937.50 Hz
6000,00 Hz
3367.19Hz
1704.28 Hz
859.38 Hz
800,78 Hz
781.25Hz
&000,00 Hz
&000,00 Hz
6000,00 Hz
13200.00 Hz
937.50 Hz

02.06.2017 05:
02.06.2017 05:
02.06.2017 05
02.06.2017 05:
02.06.2017 05:
02.06.2017 05:
02.06.2017 05:
02.06.2017 05:
02.06.2017 05:

02,06.2017 05:55:44.996 - 05:55:54.007

02.06.2017 05:
02.06.2017 05:

Time

55:44.400 - 05:
55:44.996 - 05:
56:11.162 - 05:
36:10.872 -05:
56:02.266 - 05:
56:04.215-05:
56:08.919-05:
56:02.081 - 05:
55:08.943 - 05:

56:04.263 - 05:
55:44.400 - 05:

55:46.039
55:54.007
56:12.800

m

36:12,511
56:12.096
56:12.407
36:11.376
56:12.731
56:12.219

56:12.864
55:46.039

Figure 186: Signal Extraction View

The state of started extractions is displayed in tabular form. Each line in the table corresponds to an
extraction of a time/frequency range. Depending on their current status, several functions can be applied
on selected extraction entries by using the available toolbar buttons in the view (see chapter Toolbar).
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4.12.2.10.1. Status Notification

The current state of an extraction is visible in the “Status” column. The possible states are described

below.
(] Extraction is either running or has already been successfully finished
(] The extraction task is waiting until the required system resource is available
The extraction has been aborted due to errors. The “Info” column does hold the de-
Q scription for the cause of failure (see Figure 186)

Table 77: Extraction States Overview

4.12.2.10.2. Troubleshooting

The extraction is aborted on failure. The cause of most common failures along with possible solutions are

described below.

Bandwidth XY
extraction failed

Bandwidth XY
extraction failed

Frequency/Bandwidth
out of range

Signal is shorter than
Llimit (XY ms)

The parametrized bandwidth XY of the signal
under extraction exceeds the maximum DDC
channel bandwidth of the Signal Server

The bandwidth of the signal under extraction is
too high (see chapter Extract Recordings)

The frequency range of the signal under extrac-
tion exceeds the frequency range of source
recording

The minimum duration of the signal under ex-
traction is below limit, which is by default
1000 ms

Reduce the bandwidth to
comply with the Signal
Server capabilities

Adopt the bandwidth to
comply with the technical
limitation

Ensure the frequency
range is within those of
the source recording

Extend the minimum
duration beyond limit

4.12.2.10.3. Toolbar

Table 78: Failures and Possible Solutions

The toolbar provides several buttons for quick access to important functions in the Signal Extraction

view.

[

Stops a pending or ongoing extraction. This option is not available when extractions are
completed.
When stopping pending extractions, there is no valid time range available, this is indi-
cated by the “Not available” message in the table column.

Removes a selected status entry from the table. This has no effect on the generated
extraction result in the database. The result can still be viewed in the ResultViewer.

ﬁ‘!l Opens the directory containing the recording file of the selected extraction

© 2023 PROCITEC GmbH
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Removes all status entries from the table. This has no effect on the generated ex-
tractions in the database. The results are still visible through the ResultViewer <Table

view>.

Removes all completed status entries from the table. Pending and not yet completed

extractions remain.

Table 79: Signal Extraction View - Functions

4.12.2.10.4. Context Menu

By right-clicking on a status entry in the table, the context menu for the selected entry will be shows.

o= ()[4 (&)

Id Status Info
o044 @ 100%
EZNON w0
w042 Q@ 100%
041 @ 100%
0040 @ 100%
0039 @ 100%
03 Q@ 100%
20037 @ 100%
0036 @ 100%
0035 @ 100%
w03z @ 100%
0032 @ 100%
20031 @ 100%

~

Frequency Bandwidth
8864.51kHz 13200.00 Hz 02.06.2017 05:56:04.263 - 05:56:12.864

830

8864.53kHz 781.25Hz
3864, 18 kHz &000.00 Hz
8865.59 kHz 6000.00 Hz
3864.51 kHz
3864.34kHz 937.50 Hz
3865.33 kHz 6000.00 Hz

Eﬁ Clear extraction status entry

‘3/7 Show arigin result

Time -

|
4,400 -05:55:46.039
O Stop selected extraction

14.996 -05:55:34.007
11.162 - 05:56:12.800

m

% Show extracted recording
872 -05:56:12.511

12,266 - 05:56:12.086

:_-_j' Open extraction directory L‘ 215 - 05:56: 12,407

02.06.2017 05:56:08.919 - 05:56:11. 376
02.06.2017 05:56:02.081 -05:56:12.731
02.06.2017 05:56:08.943 - 05:56:12.219
13200.00 Hz 02.06,2017 05:56:04.263 - 05:55:12.864
02.06.2017 05:55:44.400 - 05:55:46.039
02.06.2017 05:55:44.996 - 05:55:54.007

Figure 187: Context Menu for a Status Entry in the Signal Extraction View

It contains the following functions for the selected status entry:

[
Fig

g

<Stop selected
extraction>

<Clear extraction
status entry>

<Show extracted
recording>

<Show origin result>

When stopping pending extractions, there is no valid time

the extracted result

Stops a pending or ongoing extraction. This option is not

available when extractions are completed.

range available, this is indicated by the “Not available” mes-
sage in the table column.

Removes a selected status entry from the table. This has no
effect on the generated extraction result in the database. The
result can still be viewed in the ResultViewer.

Opens the General view and shows the meta-information of

If the extraction was created from a result (for example, a
classification or user result), the meta-information of the orig-
inal result is opened when this context menu item is selected.
If the extraction was created from a selected time/frequency
selection area instead, this context menu entry is deactivated.

200 of 265

© 2023 PROCITEC GmbH



GO2MONITOR Monitoring Suite (..\ go2signals
[ ]

<Open extraction Opens the directory containing the recording file of the se-
-1'-'1 directory> lected extraction

Table 80: Signal Extraction View - Status Context Menu

4.12.2.11. Open with Audioplayer

It is possible to open signal files associated with results in the ResultViewer using the external Audioplayer.
Excerpt from the Audioplayer manual (for more detailed information, refer to the application’s documen-
tation):

This application allows demodulation and audio playback of signal recordings. Multiple parallel tracks are
supported. Each track represents a single recording. For long signal recordings, processing is done in
sections - the time range is divided into pages.

The main purpose is to make audio playback as comprehensible as possible and to allow easy navigation
within the demodulated data. An analysis of the signal format or the modulation and its parameters are
not in the main focus.

Signal files from one or more results can be opened simultaneously. To do this, select the corresponding
results in the result presentation and apply the context menu to them. In the context menu, you will find
an entry to open the Audioplayer:
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(c Type n Frequency Start time Mode
ME-Recording 12,7211 MHz 3,2023 13:04:33.546
MB-Recording 12,8327 MHz 3.2023 13:04:32.519
CDntentDdeud 12,8320 MHz 3.2023 13:04:17.300 CIS-50-50 5

l Cont E}. Add to frequendies list with edit...

. Cont

l Cont

Figure 188: Opening the external Audioplayer for a result

£
b

Add to frequendies list
Add to blocking frequencies list

Create user result from selection

Find matching recordings

Create fixed-frequency task for selected frequencies
Attach file...

Mask results with same
Export

Delete

Add flag

Remowve flag

System action

Open with Audioplayer

GO2MONITOR

In case no signal files are linked to the result, the external Audioplayer cannot be applied to the result, and
the corresponding field in the context menu will appear inactive.

The following image shows an external Audioplayer with a signal file from a production result:

0_tmp_zapfile.zap -

il 1/1

Audioplayer

=0 MU= BN PP e &

- O X
in_') ;;) v 1\ »
4 & -
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Figure 189: One result opened with the external Audioplayer
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The following shows the external Audioplayer with multiple tracks:

0_tmp_zapfile.zap - Audioplayer - O X

P >=p MMM NP & 1AL &

i S B 0, L ot i, i o 0 L b MM“-MJQMM]:
Bt b i i G S b il R ek B e b 2l G ke R el T g e

Figure 190: Two results, two tracks, opened with the external Audioplayer

4.12.2.12. Extraction of decoder results

For some modems, important meta-data like sender-ID, recipient-ID, position, encryption etc., are automat-
ically extracted from the decoder result and stored in separate result fields. This allows simple searching
or filtering of results based on the values of these fields, without examining actual decoder result. The fol-
lowing table lists all result fields which can be extracted from decoder results for a specific modem. Please
note that a field value will be extracted only if it is actually available in the decoder result.

HFDL X X X X X
ACARS X X X
VDL2 X X X X X
ALE-2G X X X
ALE-3G X X X X X X X
AIS X X X X
TETRA X X X X X X X
Iﬂiiﬁ X X X X X
TETRADMO | X X X X X X
e | X | X X x
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Thuraya
Uplink

APCO-25
Phase 2

APCO-25 X

DMR / DMR
Continuous

NXDN
2400Bd / X
4800Bd

Table 81: Extraction coverage of decoder results by modem

4.12.2.13. Exporting Results

Beneath the ResultViewer there is, amongst others, a button <Export> for export of results.

Results are thereby exported into an external directory as files. Along with the standard export there is an
additional function for result export into the Inno Metascope CIM format available.

Filter results  »

Selection 3

Export "’] ’ Delete

Figure 191: Export Popup Menu

<Filter results>

All results that match the current filter will be used. This includes all visible results and those
on further table pages.

<Selection>

The currently selected results will be used.

Hints:

¢ More information about Export can be seen in chapter “Result Export / Import” under ‘General Infor-
mation about Export / Import’.

e Manual result export is executed independently of the “Exported” flag’s state

* The Export operation is also available in the context menu of <Table view>, which may be called by
right-clicking.
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4.12.2.14. Importing Results

Along with the functionality of result export (see Exporting Results), it is also possible to import results.

By calling <Import results ...> in the menu, results may be integrated into database and ResultViewer by
means of exported result files.

Thereby a user can choose how result files shall be dealt with after execution of the import. This is realized
via a checkbox appearing in a dialog box posterior to the selection of import directory:

@ go2MONITOR X

Import 500 results into database?
[ ] Delete resultfiles from directory after impart

Figure 192: Dialog “Confirmation and selection of result file treatment”

According to selection result files will be removed from or sustained in the import directory after import.

Import in distributed systems

If g02MONITOR is a distributed system, result files will be copied from the import directory into a temporary
directory prior to the actual execution of importing the data. This will not affect the process of removal or
preservation of result files. Progress of copying data will thereby be visualized in a progress bar:

Copy results

Transferring Import data. Result import will start after transfer is finished.

BN 150 resuits copied

Close

Figure 193: Dialog “Copying prior to Import”

Note: Copying may be canceled. After aborting the copying process the user may decide whether result
files copied prior to time of abortion shall be imported, or not:

@ Import aborted *

Import aborted. Import 150 results anyway?

Mote: As spedified, corresponding data will be removed from import directory

Figure 194: Dialog “Abort copying prior to Import”

* Yes: Result files which were copied until time of abortion will be imported. If the user has ordered
the removal of result files, the according files will be removed from the import directory. Result files
which were not copied will be preserved.
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* No: Import execution will be aborted. All result files will be preserved.

Additional information as seen in above dialog (“Note: ...”) will only be shown, if the user previously
ordered the removal of result files.

4.12.2.15. Standalone ResultViewer

Besides ResultViewer window integrated in the go2MONITOR application, there is also a possibility to start
ResultViewer as a standalone application. It is available as icon in Start Menu or by starting directly “re-
sultviewerapp.exe” in the installation directory.

This Standalone ResultViewer can also be used to connect to a go2MONITOR database from a remote
computer. This procedure is described in a separate document, which can be opened by using the menu
option “Help/Remote access setup...” in the Standalone ResultViewer.

The functionality and the user interface of the Standalone ResultViewer is almost identical as in the inte-
grated ResultViewer. There are only some minor differences:

* Standalone ResultViewer includes a <Connection> menu with options for editing or selecting the
current system connection. It is needed only if ResultViewer is used from a remote computer.

e There is no <Current live range> button in toolbar

* The display format of frequencies can be changed in a <Results / Frequency display> menu. Some
displays will only change their frequency format after restart.

* Frequencies View is integrated in the Standalone ResultViewer

¢ There is no <Open as File Input> context menu option in Standalone ResultViewer (see Table 65)
¢ Standalone ResultViewer displays its connection status in the bottom of window

* Direct links to open various Help files are included in Help menu of the Standalone ResultViewer

¢ <Show main window> button is missing in Standalone ResultViewer

4.12.2.16. User Results

User results are custom results which can be created manually by the operator. These results contain
all fields available in other results created automatically by go2MONITOR. All operations on results like
filtering, exporting, structuring etc. can be applied to User Results as well.

There are two ways to create a new User Result:
1. From Spectrogram in a Signal View of the Result-Detail

Time/frequency ranges in the spectrogram of a recording result can be defined as user results, e.g. for
labeling emissions in recordings.

206 of 265 © 2023 PROCITEC GmbH



GO2MONITOR Monitoring Suite (..\ go2signals

| 09:36:28 - 09:39:36 [188.25], 1_2017-5-30_9-36-27_1-1_O.wav

f off .;

7 results

0936:25.000

m

09,36:29.000

09, 36:30.000

0936:31.000

09 36:32.000

09 36:33.000

09 36:34.000

09, 56:35.000

09,36:36.000

09:36:37.000

5250 5300

[kHz]

2 Display options

Figure 195: User Results in Signal View

A user result is generated from a selected time and frequency range in the spectrogram. To create a user
result, hold down the left mouse button and move the mouse until the desired range of the selection area is
reached. Then release the mouse button to confirm the selection area. The user result can now be created
from the spectrogram context menu item (see Table 68). The context menu can be opened by right-clicking
in the created selection area. After the user result is created, a dialog opens automatically in which the
properties of the user results can be edited. The cursor is automatically positioned in the “Comment”
field of the dialog, so that the generated result can be directly annotated. The first 20 characters of the
comment will be displayed next to the user result in the spectrogram. User results are displayed as a box
with white orders in the spectrogram.

With user results, a new result type was introduced. Hence, all actions which can be applied on the previous
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result types can also be applied on user results. Accordingly, user results can be selected with the methods
already described, extracted into narrowband recordings and deleted.

Note: If the <Show Other Results> option is deselected, created user results will not be displayed in the
spectrogram. A popup message above the option’s checkbox will show a warning. For this reason, user
results have to be active in the filter.

2. From a selection of other already existing results

User Result can also be created from a selection of already existing results. It is usually done in order
to group multiple existing results which actually belong to the same emission or group of emissions. By
creating a new User Result, the operator can manually specify its signal parameters, description etc.

To create User Result from a selection of results, table view can be used to select the source results first.
Then, by using context menu option <Create user result from selection>, a new User Result is created
from all selected results.

(c Type Frequency Start time Modem Modulation A
. Content . 390862.445 kHz 30.03.2021 14:55:06.537 TETRA DPSK 48

NB-... 390862.449 kHz 30.03.2021 14:55:06.529 TETRA PSK4B
lConi:nt... | e | 3 12 -} DPSK 48

& Add to frequencies list with edit...

NE-.. 3!

: TETRA PSK4B
_ﬁ.’ Add to frequendes list
I content . j o= DPSK 48
ﬁi Add to blocking frequendies list
NB-... 3¢ PSK4B
I content .. 3| | Create user resuit from selection DPSK 48
NE-... 3 PSK4B
Mask results with same ’
I content ... 3 DPSK 48
Export L
NE-... 3 PSK4B
l Delete L4
Content ... 3 DPSK 48
Add flag 8
NB-... 3< PSK4B
Remove flag L4
B content. 3 _ TETRA DPSK 48
aystem acoon
NE-.. 3 - _ TETRA PSK4B
Context runcbon
B content. 3 TETRA DPSK 4B
NB-... 350862.449 kHz 30.03.2021 09:50:53.625 TETRA PSK4B
M content . 390862.436 kHz 30.03.2021 08:16:52.511 TETRA DPSK 48

Figure 196: Table View Context Menu

Frequency, bandwidth and time from/to of the new User Result are automatically set so that all source
results are contained inside the new User Result.

Some fields of the new User Result will be automatically filled with values which are the same for all
source results (Modem, Modulation, Transmission type, Antenna, Frequency name, Source, Burst type,
Tone count).

Other fields are filled with the average value calculated from all source results (Symbol rate, SNR, Shift,
Nominal frequency, Quality, Burst length, Burst pause).

All files which were created by the source results (recordings, decoder results etc.) will be linked to the
User Result as well, i.e. will be visible in its Detail view.

After User Result is created, a dialog will open allowing the operator to check and to correct all initial User
Result values. Other field values or comments can be entered as well.
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Alternative method of creating User Result from a selection of other results to use the Structuring View.
After performing result structuring and selecting some of items or groups in the structuring result, a con-
text menu option <Create user result from selection> can be used to create a User Result from all results
contained in the selected groups.

'Modem(modulation)-based structuring (1kHz grid)' [ created 3. & X

Results: 26 O

v Al Results
v | TETRA

Create user result from selection

Clear Structure results *

Figure 197: Structuring View Context Menu

The procedure of generating default values in the new User Result is the same as if it was created from
the table selection.

After User Result is created, there is no connection between source results used for its creation and the
User Result itself, i.e. User Result is completely independent of its source results. Those are used only to
generate initial User Result field values.

4.13. Frequencies

The <Frequencies> window offers functionality for organizing and maintaining frequencies and frequency
ranges. It allows the operator to store frequency ranges or single frequencies, which can later be used
during task creation.

As all other docking windows, it can be started from <Views><Frequencies> in the main menu. It is avail-
able in both automatic and manual mode (see Figure 198).

For the purpose of clarity, the management for fixed frequencies and frequency ranges have been sepa-
rated into different tables, with each table row containing a frequency entry. The fields of an entry can be
edited after a double-click on the corresponding table cell. Once a value has been edited, the <TAB> key
can be used to edit the next or the <Alt>+<TAB> key combination to edit the previous value. The entered
frequency entries are validated when the <Next> button is clicked, an error message is displayed on table
lines with invalid entries. After correcting all invalid entries, the task configuration can proceed to the next
page. To save the changes, press the <Enter> key or click outside the table cell being edited. The new
value is then persistently stored. A left-click on the table header sorts the values in the associated table
column.

Note: The semicolon and vertical line are both used by data export as separator characters, so their usage
for editing frequency entry is not permitted.

The filter widgets at the top of the dialog allow the table entries to be filtered by <Name>, <Remark>,
<Frequency> range (from ... to) and the <Group name>. The filtering of the Group membership can be
done via the drop-down menu or by free text entry.
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Filter (,QApp\y filter
Name: | | Remark: |
= = Clear
Frequency: | 0.000 kHz -| | 30°000°000.000 kHz -|
Group name: | < Select items = b
Frequencies Frequency ranges
Freqtlfenr_y Bandwidth Name Mode Modulation Modem Country Callsign Groups ~
16.400 kHz 3.000 kHz IXN Marine Norway USB HF/MF/LF/VLF SYS1
W—__
18.300 kHz 3.000 kHz HWU French Navy Seete HE/MF/LF/VLE svs1
Delete 1 selected item(s)
19.600 kHz 3.000 kHz GQD Anthorn use HF/MF/LF{VLF SYS1
Add new entry
19.800 kHz 3.000 kHz NWC US/Australia... USB HF/MF/LF/VLF 5YS1
20.500 kiz 0.500 kHz RIH69 Molodechno  USB T ey ) O T e HE/MF/LF/VLE svs1
20.500 kHz 0.500 kHz RIHG6 Bishkek use Add column... HF/MF/LF/VLF 5YS1
20.500 kHz 0.500 kHz RIH63 Krasnodar uUse Remove column HF/MF/LF/VLF SYS1
20.500 kHz 0.500 kHz RIH77 Arkhangelsk USB Show frequency usage in tasks HF/MF/LF/VLF SYS1
20.500 kHz 0.500 kHz RIH99 Nizhni Movg... USB RU! HF/MF/LF/VLF SYS1 v
< >
Add Delete Import ~ Export ~ | Edit groups...
Figure 198: frequencies Window
<Clear> Clear all filter fields

<Apply filter> Apply current filter values

<Edit groups...>

<Add> Add a new frequency entry

<Delete> Delete selected entry

<Import> Import either fixed frequencies or frequency ranges from a CSV file (see chapter
CSV Export/Import of Frequencies)

<Export> Export either fixed frequencies or frequency ranges to a CSV file (see chapter CSV

Export/Import of Frequencies)

Open an Edit dialog for frequency groups (for details, see chapter Frequency

Groups

Table 82: Frequencies Window - Parameters

Select all
Delete 1 selected item(s)
Add new entry

Edit group(s) membership...

Add column...

Remowve column

Show frequency usage in tasks

Figure 199: Frequencies Window - Context Menu

The context menu above provides further actions, depending on the frequency entry type.
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<Select all>
<Delete selected item(s)>
<Add new entry>

<Edit group(s) membership...>

<Add column...>

<Remove column>

<Show frequency usage in
tasks>

Select all table entries
Delete selected frequency entries
Add a new table entry

Show a dialog for editing the group membership of the selected table
entries (for details, see chapter Grouping Frequency Entries)

Add a new table column with the name and data type as specified by
user (for details, see chapter User Data). This context menu entry is
available for fixed frequency entries only.

Remove the table column under the mouse cursor. The removal of
predefined columns is not allowed. This context menu entry is avail-
able for fixed frequency entries only.

Shows in a tool tip in which tasks this frequency is used. A click on
the Tooltip closes this one.

Table 83: Frequencies Window - Context Menu

4.13.1. Frequency Groups

Frequency groups enable the simplification of frequencies management and provide a better overview of
available frequency entries through group membership. For example, the contents of the frequencies table
may be restricted to entries belonging to one or more specified groups. The grouping of entries has been
realized as an “n-to-m” relationship, i.e. several frequency entries may participate in one or more groups
(for details, see chapter Grouping Frequency Entries).

The Edit dialog (see Figure 200) provides functions for adding new groups, and editing or deleting existing
ones. Group properties can be edited with a double click on an associated table cell. The group name must
not be empty or already used. Check any messages at the bottom left corner of the dialog.

Note: The semicolon and vertical line are both used by data export as separator characters, so their usage
for editing frequency entry is not permitted.

Name Remark
|
U-VHF
[ New H Delete H Close

Figure 200: Edit Groups

<New>

Add new group entry with some default properties
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<Delete> Delete the selected entry

<Close> Close the dialog (unfinished editing will be aborted)

Table 84: Edit Groups - Parameters

4.13.2. Grouping Frequency Entries

The assignment of a single frequency entry to one or more defined groups are possible by editing the group
membership property in the Frequency table.

Callsign Group Remark
HF

HF

I—H: -

THE 1
— Select all —
- Inselect all —

HF
[ v-fuHF
HF

Figure 201: Group Membership Edit for frequency Entry

To edit several entries of group membership, the use of the <Groups> dialog as shown in Figure 202 is a
more convenient option.

Groups |HFE A [Add to all ﬁ'equencies] ’Remove from all ﬁ'equencies]
HE
Frequ __ select all —
Freg -~ Unselectall - Mode  Modulation Modem Country Callsiogn Group Remark -
8958.3 ?:‘UHF 57 _Hz Woice USB
3993.789FHz 3. 296 KMz Frequenz_B993783_Hz Voice USB 3
9083.538kHz  3.241kHz  Frequenz_S083537_Hz Voice USB
9095.412kHz  3.296kHz  Freguenz_S095412 Hz PSKBA STANAG 4285/4481 (PSK)
9100,356 kHz  3.296kHz  Freguenz_ 5100356 Hz PSKBA STANAG 4285/4451 (PSK)
9213.012kHz  0.275kHz  Frequenz_9213011 Hz Marse
9312026 kHz  37.170kHz Frequenz_9312025 Hz FSK2
9390.544kHz  1.534kHz  Frequenz_9390543 _Hz Voice USB
9391.233 kHz 1.584kHz  Frequenz_9391232_Hz Voice USB
9399.871kHz  5.402kHz  Freguenz_9399870_Hz Voice AM >

Close

Figure 202: Group Membership Editing for multiple frequency Entries
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<Add to all frequencies> | Add all frequency entries in selected group(s)

<Remove from all Remove all frequency entries from selected group(s)
frequencies>

<Edit groups...> Open an Edit dialog for frequency groups (see chapter Frequency Groups)

Table 85: Group Membership Editing - Parameters

To change frequency entry’s properties, double-click on the associated table cell (for details, see chapter
Frequencies).

4.13.3. Channel Raster /-Bandwidth

For frequency ranges and blocked frequency ranges, channel raster and channel bandwidth can be en-
tered. By specifying channel raster and channel bandwidth, a frequency range can be divided into adja-
cent channels. These settings take effect when using the frequency range with the automatic processing
(see chapter Automatic Wideband Monitoring).

4.13.4. User Data

Frequency entries allow the addition of new properties by adding new table columns and assigning user-
defined data to them.

Column name  Textinput

Column type 'Text - ‘
Mumber

l OK ‘[ Cancel ]

Figure 203: Add New Column

The specification for column name and data type, either text or floating point number, is required. Column
naming must follow the rules below.

¢ Column name must be unique
¢ Column name must not only consist of digits
¢ Column name must not be empty

* Only the ASCIl encoded character set is supported

Check any messages at the bottom left corner of the dialog.

Note: The semicolon and vertical line are both used by data export as separator characters, so their usage
for editing frequency entry is not permitted.

To remove user defined table columns (which will also remove the associated user data), right-click the
mouse cursor on a column, open the context menu and then click the entry to be removed. The table
column will be deleted after confirming the query prompt.
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4.13.5. CSV Export/Import of Frequencies
Both fixed frequency and frequency ranges can be exported/imported by using simple CSV-formatted text
files.

The export formats for fixed frequency and frequency ranges do differ regarding the data fields used and
are incompatible with each other. However, both export formats have a common structure. The first line
holds the data field names and is followed by some rows, each holding one frequency entry.

All frequency/bandwidth values are in [Hz].

The fix frequency export has the following format:

FrequencyName;FrequencyRemark;Fixed;Bandwidth;Mode; Modulation;Modem;Country;Callsign;Groups ‘

When a fixed frequency entry has been extended with user data, then the user data column name will
appear after the “Groups” column.

In the following example, the export data for a fixed frequency entry is presented (see Figure 204):

Frequency_1;My remark;9100422000;719;0;,PSK 8A;STANAG 4285;;;HF/MF/LF/VLF;My entry

Freguencies Freguency ranges

Frequency Bandwidth MName Mode  Modulation Modem Country  Callsign Groups Remark Userentry
91004220MH2 0.719 kHz Fregquency_1 PSK BA STAMAG 4285 HFMFLFNLF My remark My entry

Figure 204: Entry for export example

The frequency range export has the following format:

frequencyname;frequencyremark;frequencyfrom;frequencyto;channelraster;channelbandwidth;Groups

The settings in the Mode column are exported as numerical values to the CSV file. When displayed in the
frequency table, these are converted into readable format (see Table 86).

USB
LSB
DSBSC
A3E
F3E
TDMA

N OO oo AW NE

FHSS

Table 86: Mapping of numeric values to readable format

With v17.2, frequency entries are exported in a new data format. The import function does however sup-
port the previous data format. To integrate the available frequencies entries (exported before v17.2), pro-
ceed as follows:

. Start the previous go2MONITOR version
. Export frequency entries to a CSV file
. Close the application and start the new go2MONITOR version
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. Import frequencies data from a CSV file

Errors detected through the data import process are written to a log file located in the user directory
(after data import has completed, the information dialog offers to open the log file so you can view any
errors). After the data import process is complete, a dialog for grouping imported frequency entries will be
displayed (see chapter Grouping Frequency Entries).

For the data to be imported, in the first line data import function expects a header, holding semicolon sep-
arated names of the data fields. The following lines each contain a new frequency entry per line whose
fields are also separated by a semicolon analogous to the header.

As of v20.1, the import function supports the import of optional data fields. This reduces the re-quired
data fields in the data to be imported for single frequency entries to “Fixed” and “Bandwidth”, as well as
for frequency ranges to “Frequencyfrom” and “FrequencyTo”. The remaining data fields are treated as
optional and, if not available, occupied with default values. The data fields are accepted in any order.

Figure 205 shows an example of a data record for import with the optional data field “modulation”.

modulation, fixed;bandwidth
CW;8437000; 2000
DIG;8435000;3000

DIG; 8442000; 3000

DIG; 8443000;3000

£ FAX;8444100;3000

7 SS5B;8445000; 3000

B DIG; 844¢€000; 3000

S5 DIG;8448800;3000

Wby

[ I =

Figure 205: Dateset with Optional Data Field

Figure 206 shows the contents of the frequency table after import.
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Frequencies

Filter

GO2MONITOR

Clear

Mame: | | Remark: | | (,9 Apply filter
Frequency: | 0,000 kiz |3 | 300000000.000 kHz 3|
Group name: | V|

Frequencies Frequency ranges

Freqtlzency Bandwidth Mame Mode Modulation  Modem Country  Callsign  Group Remark

8437.000 kHz  3.000 kHz Freguency_1 cw

8439.000 kHz  3.000 kHz Freguency_2 DIG

3442,000 kHz  3.000 kHz Freguency_3 DIG

8443.000 kHz  3.000 kHz Freguency_4 DIG

8444, 100 kHz  3.000 kHz Freguency_5 Fax

445,000 kHz  3.000 kHz Freguency_g& S5B

8446.000 kHz  3.000 kHz Fregquency_7 DIG

Add Delete Import Export | |Editgroups...

Figure 206: Frequencies Table after Import

4.13.6. Blocked Frequencies Window

The frequency ranges defined in the <Blocked frequencies> window are excluded from the emission de-
tection in wideband classifier, for example for triggering in Automatic Wideband Monitoring tasks. This
feature can be used to prevent the processing of well-known permanent emissions and therefore save

resources.

The management of blocked frequencies is similar to those described in chapter Frequencies. The window
can be opened from <Views><Blocked frequencies> in the main menu.
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Filter ' Clear
Mame: | | Remark: | | o@ Apply filter
Frequency: | 0.000kHz 5| - | 30'000000.000 kiz |+ |

Blocked frequencies Blocked frequency ranges

)
Active Name Frequency Bandwidth Remark
f1 587.000kHz  0.688 kHz

Select all Ctrl+A
Delete selected item(s)

Add new entry

Add - Delete Import - Export ~

Figure 207: Blocked Frequencies Window

For each blocking frequency or blocking frequency range entry there is a checkbox as activity indicator
present, located in the first column of the table. Entries with a deactivated checkbox are not processed by
the application.

Note: When importing blocking frequency entries, the activity state is handled as optional field. If this is
missing in the data record to be imported, the entries imported from it are deactivated.

<Clear> Clear all filter fields

<Apply filter> Apply current filter values

<Add> Add a new frequency entry or allows adding entries from the frequency window
<Delete> Delete selected entry

<lmport> Import either fixed frequencies or frequency ranges from a CSV file (see chapter

CSV Export/Import of Frequencies)

<Export> Export either fixed frequencies or frequency ranges to a CSV file (see chapter CSV
Export/Import of Frequencies)

Table 87: Blocked fFrequencies Window - Parameters

4.13.7. Insert Selected Blocking Frequency Ranges

From the receiver spectrum overview, the selected frequency range can be added to the blocking frequency
list. To do this, mark the desired frequency range in the receiver spectrum overview area and select the
entry <Block selected frequency range> in the context menu (see chapter Toolbar).
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4.13.8. Displaying Frequencies as Spectrogram Overlay

In both wideband input spectrogram and in the recording result spectrogram in ResultViewer, it is possible
to display frequencies as overlay markers. A Frequency group selection combo-box allows the selection of
the frequency group(s) which should be displayed in the spectrogram.

IFCZI_T.I"'.IIEEF".IFUSS Utility 2015 -
IKLIMGEMFLUISS Utility 2018 | -«
— Select all —
— Unselect all —
HF
V-JUHF
HF /MF [LF/VLF
UHF
VHF
7| KLINGENFUS. ity 2018
KLINGENFU.. cast 2018 =

m

Figure 208: Frequency Overlay Group Selection

The selected frequencies are displayed in the spectrogram as dashed orange lines at the center frequency
position along with the frequency name information. Frequency names will be displayed only if there are
not too many frequencies in the visible part of the spectrogram. Otherwise, only frequency lines will be
displayed.

Figure 209: Frequencies Displayed in the Spectrogram

4.14. Bulk file processing

Bulk file processing is a function to automatically process signal files with available narrow or wideband
channels (see chapter Channels and chapter Wideband Signal Input). The user defines directories whose
signal files are processed. Files that are created in the respective directories after the batch processing is
started, are also processed.

Bulk file processing currently supports the following file formats:
. Complex WAV files with optional Procitec extensions (see chapter Signal Sources)

. Blackbird TCI CAP format (only complex signals)

Warning: Read/write permissions for all processed files/folders must be provided. Files without write per-
mission will be ignored.
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Processing is done by playing back the signal files in a narrowband or a wideband channel. The actual
processing of the signals contained in the files is parameterized as follows:

. A channel configuration must be selected for processing in narrowband channels

. When processing through wideband channels, an Automatic Wideband Monitoring mission
must be active

Bulk file processing can be configured, started / stopped and monitored via a view. This view can be shown
or hidden in the <Views><Bulk file processing> menu. The view consists of two tabs:

. Settings
. Status

The Settings tab is used to configure the bulk file processing. The Status tab shows statistics about all
relevant information about bulk file processing and there is a text field in which events are logged.

4.14.1. Configuration of bulk file processing

There are three settings that the user must make before starting bulk file processing (see Figure 210).

. In which directories should be searched for files (1)
. How the files should be processed (2)
. What to do with a file after processing (3)
Bulk File Processing g X

Settings Status

Directories with files to process

[] ndude subdirectories
Add Remaove Clear

How to process files

() Narrowband charnels with configuration: | bulk_flle_processing e
(® Wideband input 2

What to do with processed files

() Nothing 3

(@ Delete

() Move to relative path: | |

(") Rename by adding name suffix: | |

B sStart M Stop

Figure 210: Dialog with settings of bulk file processing
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4.14.1.1. Directories with Files to be Processed

Directories to be searched for signal files by bulk file processing are shown in the list at (1) in Figure 210.
Click the <Add> button to add directories to the list. Individual entries can be marked by clicking in the list
and deleted from the list by clicking the <Remove> button. Clicking the <Delete All> button removes all
entries from the list.

By selecting the <Include subdirectories> checkbox, all subdirectories from each entry in the list are also
searched for signal files.

4.14.1.2. Processing Methods for Signal Files

To process the signal files, they are played-back using the go2MONITOR file playback function (see chapter
File Playback Toolbar). There are two ways in which files can be played:

. Playback in a narrowband channel
In order to play the signal files in narrowband channels, the option <Narrowband channels
with configuration> (2) in Figure 210 must be selected. If bulk file processing is started
with this option, all open narrowband channels will be closed first.

Warning: All ongoing actions in narrowband channels are interrupted. Results which are
not saved will be lost.

Then, all available narrowband channels are restarted with the selected configuration. You
can choose from all available narrowband configurations. The bulk_file_processing config-
uration is selected by default. This configuration is specially designed for bulk file process-
ing, so it is recommended to use it. It is possible to create your own channel configurations
and use them for bulk file processing (see chapter Channel Configuration).

Warning: not all channel configurations are suitable for using with bulk file processing. In
order to use a channel configuration for bulk file processing, the signal input must be set
to “File”, “Play in loop” and “FDM” options have to be deactivated.

Furthermore, following configurations are possible in the channel mode:

— “Classification + Recognition + Decoding” with option “Allow manual signal selection”
turned off.

— “Recognition + Decoding” with option “Exact Frequency selection” turned off.

. To play signal files with wideband inputs, the “Wideband input” option has to be selected.
When starting bulk file processing, the signal inputs of all available wideband channels are
set to “File”. Automatic wideband monitoring is normally used for further processing of the
signals contained in the files (see chapter Automatic Wideband Monitoring).

4.14.1.3. Action for Signal Files after Processing

After processing for a file is complete, there are four ways to proceed with the file (see (3) in Figure 210):

. Nothing: The file remains unchanged. As a result, this file is processed again after restart-
ing go2MONITOR or bulk file processing

. Clear: The file is deleted after processing
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. Move in a subdirectory relative to the path: The name of a directory into which the files
will be moved after processing must be specified in the text field behind this option. Only
the name of the directory relative to the file should be specified, not an absolute path. This
directory refers to the location of each file at the time of processing. If the directory does
not exist, it will be created automatically.

Directories with this name are ignored when searching for signal files if the “Include subdi-
rectories” option is activated.

Note: if a file with the same name already exists in the directory to which the file is to
be moved, an index is added to the file name. A file Example.wav then becomes Exam-
ple_1l.wav. Example_1l.wav becomes Example_2.wav.

. Rename by adding a name suffix
The file suffix to be added must be specified in the textbox behind the option. After process-
ing, a file example.wav is renamed to example.wav.done if the suffix specified by the user is
“done”.

Note: If a file already exists with the name into which the file should be renamed, the pro-
cedure is the same as for moving files.

4.14.1.4. Start and stop bulk file processing

After all settings have been made, bulk file processing can be started by clicking on the <Start> button.
This automatically switches the view to the <Status> tab. To stop bulk file processing, click the <Stop>
button.

4.14.2. Monitoring bulk file processing

To monitor the status of bulk file processing, there is a <Status> tab in the bulk file processing view. The
tab consists of two elements:

. Statistics (1)

. Log (2)
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Bulk File Processing
Settings Status
Statistics
Description Value
Active channels
Dbserved folders 1 l
Files in queue
Processed files
Log
[11:25:59] processed file: C:fSourcen/head/products_cmas_debug/finstall for
[11:26:01] processed file: C:fSourcen/head/products_cmas_debug/finstall fo
Clear Log
<
B Start
Figure 211: Status tab of the bulk file processing statistics dialog
4.14.2.1. Statistics
The statistics are represented by a table (1). It contains the following values:

. Active channels: This value represents the number of channels which are currently pro-
cessing a signal file. This contrasts with the value of the total number of available chan-
nels.

. Observed folders: This value specifies in how many directories bulk file processing is

searching for signal files. If the “Include subdirectories” option is active, the directories
below the folders specified in “Directories with files to be processed” are also counted.

. Files in queue: Indicates the number of signal files that bulk file processing has already

discovered but not yet processed

. Processed files: The number of signal files that have already been processed

4.14.2.2. Log

The log consists of a text field (2) in which events related to bulk file processing are entered. An event is

either an error or the finishing of a file processing. The following errors can occur:

. A file was not found at the time when it should be processed
. A file cannot be played back because its bandwidth violates the license restrictions
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A context menu can be opened by right-clicking in the text field of the log. This menu contains a button to
delete the contents of the log.

4.15. Configuring Wideband Streaming Sources

Wideband streaming signal sources are configured in the “Streamlnputs.conf” configuration file. This file
is stored in the user directory. It can be edited to add new sources or to change parameters such as IP-
address, port, etc. After modifying the configuration file, the software has to be restarted to apply the new
settings.

In the program directory, the original “Streamlnputs.conf” file is stored as read-only. |t should never be
edited by the user. If needed, it can be used to restore the original state of the “Streamlnputs.conf” file in
the user directory.

To configure a stream, navigate to the user directory. Open the file “StreamInputs.conf” with a text editor
of your choice. The configuration file is in XML format. It can be freely edited as a text file, but the correct
XML structure must be kept.

The configuration file could have the following contents:
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<?xml version="1.0" encoding="utf-8" ?>
<configuration>
<appSettings>
<Signallnput_0>
<add key="Type" value="STREAM" />
<add key="IP" value="127.0.0.1" />
<add key="Port" value="44001" />
<add key="DisplayName" value="DANA stream" />
</Signallnput_0>
<Signallnput_1>
<add key="Type" value="STREAM" />
<add key="IP" value="127.0.0.1" />
<add key="Port" value="60100" />
<add key="DisplayName" value="External stream 2"/>
</Signallnput_1>
<[/appSettings>

</configuration>

The configuration file example above defines two streaming sources in the sections <Signallnput_0> ...
</Signallnput_0> and <Signallnput_1> ... </ Signallnput_1>. To add new streaming sources, you can
add additional tags: Signallnput_2, Signallnput_3, etc.

Each Signallnput_X tag can contain the following parameters:

<add key="Type” mandatory, the type is always “STREAM”
value=“STREAM” />

<add key="IP” mandatory, the IP address of the streaming source
value="127.0.0.1" />

<add key="Port” mandatory, the TCP port of the streaming source
value=“60100" />

<add key="DisplayName” mandatory, the descriptive name of the source which will be dis-
value="External SW stream” /> played in the GUI

<add key="OversamplingFactor” optional, the ratio between sampling rate and effective band-
value="1.25" /> width of the input signal. Must be >=1.0.

Table 88: Signallnput_X Tag Parameters
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4.16. Using custom GUI components

4.16.1. Multiselection-Combobox

Multiselection-Combobox is a custom GUI component which is used for the selection of items (Tasks, An-
tennas...) throughout the go2MONITOR product. This GUI component provides various advanced functions
like filtering, to make working with many items possible.

A000000O0, ADOODOODZ2 e
A00O00OOO, ADDOO0O2 )

o]

=

g Edit filter.
< yn Filter with # for all selected.

[«] Aooooooo
[ ] aoooooo1
A0000002
[ ] anooooo3
[ ] Aoooooo4
[ ] Aoooooos
[ ] Anoooooe
[ ] aDoooooz7
[ ] Anooooos
[ ] Aoooooog v

=

Figure 212: Multi Selection Filtered Combobox

In addition to the selecting items by using check-boxes, the following additional functions are available
(some may not be visible, depending on the configuration and number of items):

<Filter...> A click on this row or a keyboard input activates the filter. When
respectively Filter some string is entered, only the items that contain the filter
string will be displayed.

Entering # in the filter, shows all currently selected items.

<Select all> Selects all entries. If the list contains too many items, this func-
tion may be disabled. If filter is used, this function is applied to
the currently filtered items.

<Unselect all> Resets the selection for all items.

Table 89: Multi Selection Combobox - Administration

For performance reasons, the number of items displayed in the drop-down at once is limited, depending
on the use-case (default value is 2000 items). If there are more items than this maximum value, only a
maximum number of items is displayed, followed by a text line prompting the user to use a filter to reach
other, currently not visible items.
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|| A1997000111
[ ] A1998000156
[ ] A1999000161 _
:2000 of 10001 shown. U... to see gther items.,, | “

x

| 2000 of 10001 shown. Use filter to see other items...

Figure 213: Multi Selection Filtered Combobox-Filter prompt

The number of selectable items may be limited. Then a selection of all elements is not possible. Instead,
there is displayed how many elements were selected from the maximum number. When the maximum
number is reached, the unselected items are grayed out. There is an exception in the case where only one
element may be selected. When you make a selection, the previous one is automatically undone.

A0000000, ADDOOOOZ2 e
AD000000, ADDODDDZ ~
2/50 selected

< Unselect all =
A0000000
[ ] anooooo1
[v]{Anonoanz

AnnannnD

Figure 214: Multi Selection Filtered Combobox - Limitation of choice

4.17. Utility Programs

Part of a go2ZMONITOR installation are several utility programs, which can simplify the work with signal
recordings. They are located in the installation directory.

¢ waveZ2stream: Replays files containing PROCITEC WAV and streams the contents over TCP/IP in sev-
eral formats. Has limited possibilities for signal modification and several options controlling replay.

e pgxf2wav: Converts signal recordings in pxgf format to PROCITEC WAV.

e vrt2stream: Analyzes VITA49 signal recordings and is capable of streaming them over network.
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5. Options

5.1. Narrowband Receiver Control Option (NRC)

This option allows the usage of external narrowband receivers as a signal input for processing channels
(in parallel with the software DDC). All receiver types supported for the wideband input can also be used for
this. The maximum bandwidth of a channel used as a part of a NRC is limited to 500 kHz (see Figure 13).

The advantage of a narrowband receiver-based channel over standard software DDC channels is that they
are independent of the wideband input frequency range and offer in many cases higher sensitivity.

5.1.1. Narrowband Receiver Configuration

For detailed information about the configuration, see chapter Narrowband Receivers.

5.1.2. Using Narrowband Receiver Channels

After setting up the narrowband receivers and starting the application, each processing channel will show
an additional combo-box for selecting its signal source.

Figure 215: Narrowband Receiver Control

For example, if the name of the added narrowband receiver is “Receiver #1”, each combo-box will include
the following items:

| = Receiver #1 [used] v |

&F DDC Server [0 of 4 used]
-~ Receiver £1 [used]

Figure 216: Narrowband Receiver Selector

5.1.2.1. NB Server [x of y used]

Selecting this item selects the internal software narrowband signal server to extract the narrowband chan-
nel from the current wideband input. The channel depends on the current wideband input, i.e. if the fre-
quency of the wideband signal is changed, the narrowband signal may disappear if its frequency is outside
of that range. The maximum number of channels depends on the product license.
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5.1.2.2. Narrowband Receiver Name [free/used|]

Selecting this item selects the narrowband receiver as input. The channel is independent of the current
wideband input. The choice of bandwidths and the allowed frequency range depends on the currently
selected narrowband receiver. If the receiver’s status is [free] (i.e. it is available), it can be selected and
used in the channel. If the receiver is already in use in another channel, the [used] status will be displayed.
It can, nevertheless, be chosen in the second processing channel as well, but it will not deliver the signal
for it.

5.2. WMPC Option (More DDC than production channels)

In this license option there are more DDC channels than production channels.

5.2.1. Using DDC channels

Even though the supernumerary channels have production properties disabled they can still be used
for classification, FM demodulation (FDM), analog audio demodulation or recording purposes (see Fig-
ure 217).

4 Channel 5 X
[l wideband ~ | & File [2020-08-04_09-31-5 vmu.[]kHz v|@u ~ oM M| Classification ® 08 Qoff_ :; Hdo. @0 & $ 3 J K
i = Classification result History
+ [ Modulation PSK (100%)
"il Symbal rate 18000.00 Bd
pa  |Modem TETRA
. |Modem D 7
8 | rer a
Version B
Frequency 3944376 MHz
Bandwidth 24490 Hz
SNR a7d8
3 Signal time 11.05.21 15:15:21
394,460 394,480 394,500 394,520 [MHz]
TETRA DMO JTEr B
5 | C|Classification TETRA Decoder status/result> |

Figure 217: DDC channel with disabled production

Because of unavailable production such channels will not be used for bulk file processing (see chapter Bulk
file processing) or for Wideband signal search with live processing if production is desired.

The context menu entries for channel operations in wideband spectrogram and emission view get the
suffix '(Class.)’ for pure DDC channels to indicate that no production is available for these channels. In the
status bar of a channel there is an additional field after the channel number to indicate by displaying 'F’
and accordingly ‘C" whether it is a complete channel or a pure DDC channel (see Figure 218).
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Channels

re

@l wideband ~ | &F File [PMR-Standard.wav] “"'l 419'536,000 kHz = | 25.0kHz  ~ Eliﬂ * FDM

# 4&- l Classification result
Bl  |modulation FSK (50%)
Symbol rate 300,60 Bd
419530 : 419590 [kHz] = = — i
. F | Decoding Motorela Smartiet 6kHz ...5can mar
. F | Decoding 419'653. 700 kHz | APCD-25
. F | Decoding 419'734.900 kHz | DMR
. F | Decoding 419859, 500 kHz | D-STAR
5 || C | Classification 418'927.300 kHz | MPT1327
6 |C | Classification 420'008.400 kHz | NXDN 2400Bd
7 || C | Classification 420°076. 200 kHz | NXDN 4800Bd
8 || c| Only Classification mode available 420'291.700 kHz | Tetrapol

Figure 218: Channel status bar with different channel types

5.3. 20 MHz Wideband Recording Option

This option extends the signal input and recording bandwidth up to 20 MHz effective bandwidth.

5.3.1. Requirements
Because of high performance requirements, this option is usually not available in a standard desktop or
laptop environment. At least one separate server-grade computer is needed to run this option.

To work with the maximal supported bandwidth of 20 MHz (24 MHz sampling rate), a receiver capable of
delivering the signal (for example IZT R3xxx or SIR 21xx) and a GBit network infrastructure is required.

If higher recording bandwidth is required, it can be configured by using Multiple Wideband Signal Inputs
with multiple recording components.

5.3.2. Setup

In order to set up the system for the usage of separate recording hardware and a receiver with high signal
bandwidth, some changes in the system configuration files are needed. The entire system including the
server is usually delivered ready-to-run. Alternatively, the configuration instructions can be provided by
the system integrator to upgrade an existing system with this option.
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5.4. 20 MHz Wideband Classifier Option

This option extends the signal input bandwidth and the classifier up to 20 MHz.

5.4.1. Requirements

Because of high performance requirements, this option is usually not available in a standard desktop or
laptop environment. At least one separate server-grade computer is needed to run the wideband option.

To work with the maximal supported bandwidth of 20 MHz (24 MHz sampling rate), a receiver capable of
delivering the signal (for example IZT R3xxx or SIR 21xx) and a GBit network infrastructure is required.

5.4.2. Setup

In order to set up the system for the usage of separate classification hardware and a receiver with high
bandwidth, some changes in the system configuration files are needed. The entire system including the
server is delivered ready-to-run. The instructions for these changes can be provided by the system in-
tegrator if needed. Alternatively, the system integrator can set up the whole system as a ready-to-run
solution.

5.4.3. Usage

There are no special considerations or changes regarding the GUI and handling. All functions will remain
the same additionally providing the support for higher signal input bandwidth. It is recommended to use
this option together with the 20 MHz Wideband Recording Option.

5.5. GUI Scripting Option

This option extends the go2MONITOR GUI with functions for creating user-defined automation scripts writ-
ten in the Python programming language.

5.5.1. Requirements

Basic level of software development and Python language know-how is required.

5.5.2. Setup

All components are installed with the go2MONITOR setup. No special setup considerations are neces-
sary.

5.5.3. Usage

Scripts can be created and tested by using the built-in Scripting Editor. They can be started from the
<Views><Scripting editor> option on the main menu. The following chapter describes the usage of the
Scripting Editor. Additional information regarding available objects and functions which can be used in the
scripts can be accessed directly from the Scripting Editor.
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5.5.4. Script Types and Contexts

Each script created in the Scripting Editor must have a defined script type which implicitly defines the
context where the script can be executed. When creating a new script, a dialog is displayed where an

operator can choose the script type by selecting its context.

When a new script is created, a dialog is displayed in which the user can select the type of script by select-

ing the context.

B new file ? ®

Choose your context:

GUI automation e

GUI automation

Cperation on files
Operation on results
Results expart
Results structuring

Resultviewer GUI automation
r

Create | 0 Cancel

Figure 219: Script Context Choice

Several types of scripts can be created using the Scripting Editor:

A script determines the context for the script execution, i.e. which objects/functions can be used in the

GUI automation scripts have access to many GUI elements and can be used to automate
most GUI functions.

Channel automation scripts have access to many narrowband channel elements. Thus
making automated query and setting of most channel parameters achievable (for details,
see chapter Channels).

Observation channel automation scripts have access to many observation channel ele-
ments. Thus making automated query and setting of most channel parameters achievable
(for details, see chapter Task channel watch).

Operation on files scripts are used to perform operations on files within the ResultViewer,
for example <Open file with...> (for details, see chapter Results).

Operation on results scripts are used to perform operations on results within the Re-
sultViewer, for example, <Open result with...> (for details, see chapter Results).

Results export scripts are used to export the results. They should be used to define custom
export formats (for details, see chapter Results).

Result structuring scripts are used for result structuring in the Structuring View in the
ResultViewer.

ResultViewer GUI automation scripts are similar to GUI automation scripts but have lim-
ited access only to GUI elements inside the ResultViewer.

script and how the script can be used in the GUI.

The same dialog will be displayed if a script created outside the Script Editor is loaded for the first time.

Script context information is stored in a *.py file and reused later.
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5.5.5. Scripting Editor

With the Scripting Editor, most functionality for go2MONITOR GUI applications can be scripted. The script-
ing language is Python. The basic functionality and features of the Scripting Editor are described in this
chapter. For help with specific scripting functions check the Python Scripting documentation.

Figure 220 shows a screenshot of the Scripting Editor for an analysis and monitoring application:

File Edit Start Views Help

Sd WMl oA £ 8F  scnome 4

el new fle

1

* Seripting browser [GUI automation] F X
Objects  Classes

[Fitter

Function

LJ ActivityView
@ sutomon
[ slockedFrequendies
L’ BulkFileProcessor
LJ Channels
[ Classification
(D MainWindow
L’ MissionView

1 LJ ReceiverChannel
[ Receivers
(D Resuitviewer
L, Settings
LJ Signalinput
[ spectrogram
a System
L) TaskView

@ Test
@ wetnputs
a WBRecording 2

Output B x

Row: 1, Column: 1

Figure 220: Scripting Editor

1. The Editor
The script content is created with the help of the editor.
The current selected row has a green background, as seen in Figure 220.
The row numbers are displayed on the left of the editor and in the current row and column is dis-
played in the status bar of the Scripting Editor.
Files can be opened via the <File> menu and the toolbar. Multiple files can be opened at the same
time and activated by selecting the file from the <Tab> view. The filename is used as tab name; you
can see the full path of the file by hovering the tab and looking at the tooltip.
The editing of the script content is supported by syntax highlighting and a completion code. The com-
pletion code can be triggered with the shortcut <CTRL>+<SPACE>. Figure 221 shows the completion
code and syntax highlighting of an example file.
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27 if { Test.verifyInt{ Spectrogramm.hasSignal(), True, '"ReceiverTest: Has Signal' ) ):
Receiver.setRe-:eiverFrequen-:y_ﬁﬂfz{ 20 )

System.wait( 3000 );:

currentFreq = Receiver.signalFrequency():

Test.verifyInt {currentFreq, 20000000, 'ReceiwverTest: Set
Receiver.sﬂ

Receiver. Receiver.signalFrequency( ) I
System.w Receiver.signalFrequency kHz

requency 20MHz')

current, Receiver.signalBandwidth( ) vil: ) _ .
Test.verl peceiversignalBandwidth_kHz{) '"ReceiverTest: 5et Frequency 10MHZ")
Receiver.signalBandwidth_MHz( )

# select f1¥s0 bandvidil 10 comboboX

LA i v e R

Figure 221: Code Completion

Unsaved files are distinguished from already saved files through a red loppy disc icon in the <Tab>
view.

. Scripting Browser
The Scripting Browser displays all available scripting objects and scripting classes (depending on the
script context).

COhjects Classes

Filter
Function Description
4 = Ohjects
4 L, Channels
@ channel{int channelMumber }  return a channel object with the gi...
@ channels{) return a python list with all availab...

4 L, Classification

[ L’ Receiver

; L’ Resultviewer
> L’ Settings

] L’ Signalinput

[+ L’ Spectrogramm
4 L, System

> IJ Test

; L'J WERecaording

Figure 222: Scripting Browser

You can view the available functions of the scripting object by expanding the object entry. A short de-
scription will be given for each function in the “Description” column. For further information and
a short usage example, take a look at the scripting documentation. Specific object chapters of
the scripting documentation can be opened directly by selecting a scripting object in the scripting
browser and pressing <F1>. By double-clicking a function, the function name and its parameters are
copied to the Scripting Editor.

The displayed objects and functions can be filtered by starting to type in the Filter field. The content
is updated as you type. Individual content filters for the <Objects> and <Classes> tabs can be set.

A set filter can be deleted by clicking on the <Delete> button a in the Filter field.

. Output
The output console shows all output of your script and the scripting objects. The log output can be

cleared by clicking on the <Delete> button ‘ on the toolbar, or by opening the context menu with
a right-click and selecting <Clear output>.
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4. Toolbar

“ 29NN 0

Creates a new empty scripting file in your editor. A context selection dialog will
be displayed first.

Open a scripting file. Scripting files have the extension .py. If an already opened
file is selected, the tab with the file is selected, so it is not possible to open the
same file twice.

Saves to current file. If no filename was saved yet, a <Save As> dialog will be
displayed and prompt you to select the file location and the file name.

Executes the current opened file. It is not possible to execute multiple files at
once.

Stops the current script execution
Undo the last change in the Editor
Redo the last change in the Editor
Clears the output console. This cannot be undone.

Opens the <Find and Replace> dialog

Find: example

Replace with:  Examplez

Close
Replace
Direction Cptions =Ep
7liCase sensitive Replace &l
@ Down R

‘Whole waords only

Up .
Reqular expression

Figure 223: Find and Replace Dialog

<Case sensitive>, <Whole words only> or <Regular expression> can be
searched.

The search and replacements only occur in the current active tab.

It is not possible to search in all opened files.

By activating this button, additional output for each function will be shown in the
Scripting Browser. Turn this off to reduce the output in the output console to a
minimum.

Toggle between blocking and non-blocking mode. By using Non-blocking mode
, script execution occurs parallel to the execution of your go2MONITOR appli-

cation. This is recommended for execution without graphical elements.

In Blocking mode fi?g , the execution of your go2MONITOR application is blocked

until the script execution is finished. This mode must be used to start scripts with

graphical elements. In this mode, many available methods can not be used be-

cause they will block the go2MONITOR execution (for example, all wait...() meth-
ods). Therefore, this mode should be used only by experienced users.
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Run Multiple Times

A script can be executed multiple times by open the dialog <Run><Run multiple times>.

Repetitions:
ko

[ Run ] ’ Cancel

L1

Figure 224: Run Multiple Times Dialog

If a script execution is started multiple times, an indicator on the toolbar shows how many repetitions are
still remaining until the execution is finished. This indicator can be seen in Figure 225 where 20 executions
are still remaining.

[ |

Remaining repetitions: E

Figure 225: Remaining Repetitions
Multiple executions of scripts can be stopped by clicking on the <Stop Script> . button.

5.5.6. Saving Scripts as Plugins

Created scripts can be saved as plugins to be integrated into the GUI. This kind of integration depends on
the script context.

. GUI automation scripts will be integrated to the toolbar in the main window

. Channel automation scripts will be integrated to the toolbar of all open channel windows.
Python script functions will be executed exclusively to the channel in which the script was
started from.

. ResultViewer GUI automation scripts will be integrated into the ResultViewer toolbar

. Results structuring, Results export, Operation on results and Operation on files will be
available in the ResultViewer

To save the current editor script as a plugin, select the <File><Save as Plugin> menu option. The Export
Script dialog will be displayed.

Mame: |M3-' plugin |

Display name: |Example plugin |

Description: | |

Execution: O ! Non Blocking () &!}ﬁ Blocking

Icon: |system_ubject.|:nng |

@ Optional. If desired, place this icon in your script function directory.

0

Figure 226: Export Script Dialog
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A <Name> for the plugin has to be entered in the dialog. This corresponds to the file name on the hard
disk. The <Display name> appears as a label in the GUI.

An additional <Description> for the plugin can be defined. The description is used as a toolbar tooltip.

Similar to the Scripting Editor, the <Execution> type can be chosen. Use <Non Blocking> mode for scripts
without GUIs and <Blocking> mode for script with GUI components.

An individual <lcon> can be selected for each exported script function. Pass the file name of the icon and
place the icon in the destination folder for your exported scripts. Depending on the destination of your
export, exported functions are located in your user directory in different directories.

Plugin scripts are stored in the “CustomFunctions” directory in your user directory.

Plugin scripts can easily be copied between different installations of your analysis and monitoring appli-
cation by copying the *.py files in your “CustomFunctions” directory.

After clicking on the <Save> button, a script will be integrated as a plugin. For example, GUI automation
script will be displayed in your toolbar, as seen in Figure 227.

I Example plugin kil Stop Script

Figure 227: Export Toolbar

A script can be executed by clicking the item on the toolbar. The execution can be stopped by clicking
<Stop Script> on the toolbar.

Toolbuttons for Channel automation look very similar to Figure 227. There is also a <Stop Script> button
to early exit the script execution.

Plugin scripts can be deleted by using the menu entry <File><Delete plugin> and selecting the script
which should be deleted. The selection of the script occurs by script name.

5.6. GUI Remote Control

g02MONITOR GUI provides two command-line parameters for the remote execution of Python scripts. This
feature can be used effectively as a remote control interface for the go2MONITOR GUI.

5.6.1. Python Command-Line Parameters

The GUI accepts two command-line parameters. One parameter for Python script files and another pa-
rameter for single Python commands which can be executed in the GUI.

To execute a file containing Python-Script:

go2monitor.exe --execscript=<file name>

e.g.:
goZ2monitor.exe --execscript=scriptl.py

This command-line call will start the go2MONITOR GUI (if it is not yet running), wait until the system is
started, and then execute the script. After the script finishes, the GUI will close automatically. This can be
avoided by using the following command line argument:

go2monitor.exe --execscript=<file name> --no_close
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By using the following command-line parameter, Python strings can be directly executed in the GUI (pa-
rameter “--no_close” applies here as well):

go2monitor.exe --execscriptcontent=<script_commandl;script _command?2;...>

e.g.

go2monitor.exe --

execscriptcontent=Classification.clearEmissions(); Classification.classifySnapshot();
--no_close

5.6.2. Using Python Command-Line Parameters for a Running Instance

If an instance of the go2MONITOR GUI is already running, commanded script-file or script-commands will
be forwarded to that instance and executed.

Example:

no go2MONITOR GUI running
go2monitor.exe --execscript=testl.py --no_close

go2MONITOR GUI starts
wait until system starts
testl.py is executed

go2monitor.exe --
execscriptcontent=Classification.clearEmissions(); Classification.classifySnapshot();

--no_close

existing go2MONITOR GUI instance performs classification

Note: During execution of a Python-Script in a GUI, all command-line calls containing script execution
parameters will be ignored. There is no queue for Python script command-line calls!

Each command-line call, including calls forwarded to the running go2MONITOR GUI instance, must contain
“--no_close” parameter in order to prevent the GUI from closing after script execution.

Text output from parametrized Python scripts can be monitored in the Scripting Editor Log view in the
go02MONITOR GUIL.

5.6.3. Path in Arguments

Keep in mind that the syntax for any paths in arguments depends on your operating system. For Windows®
OS, replace all backslashes “\” with a double back slash “\\” as seen in the following example:

go2monitor.exe --
execscriptcontent="Signalinput.startFilePlayback (‘c:\\tetra.wav’);"
--no_close

For Unix OS, the use of a standard forward slash “/” is sufficient.
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5.7. Scheduling

The Scheduler enables automatic execution of routine tasks at certain time intervals. Various task-specific
parameters can be specified for each scheduler task.

Scheduler tasks are mostly used for manipulating or monitoring result data. To define which subset of data
should be used by a certain scheduler task, stored filters are created in the Result Viewer and referenced
during scheduler task parametrization.

After installation, there are following scheduling action types available:

. Delete results (see Delete Results)

. Set flags on results (see Set flags on results)
. Export results (see Export results)

. Import results (see Import results)

. Alert on results (see Alert on results)

A scheduling task consists of two parts:

. An action type, which defines what the scheduling task should do

. Scheduling task settings, defining at which time the task should run and on which data the
task should be executed. Other task-specific parameters can also be set.

If g02MONITOR closes, there is a short waiting time until any scheduling tasks that are still running have
stopped. If these run too long, they will be stopped automatically. To avoid this, these executions should
be deactivated in the scheduling and should be waited until they have finished.

Scheduler tasks are executed in a system context (not in the GUI) in form of customizable Python scripts
running as separate processes.

Adding new action types or changing Python scripts is available only with additional license option and
should be done only by a technically skilled administrator (see chapter Scheduling Administration with
Action Editor (option)).

5.7.1. Scheduler

The Scheduler is the view for managing scheduling tasks.

To add a new scheduling task, click on <Add> and select the desired scheduling action type.

Scheduler & x
Show: | ALL v

D Description Status Execution state Executions Finished Failed Last summary Owner Last Update Edit Log
1 Set flag on results OK Deactivated 0 0 0 SYSTEM 13.04.2021 10:41:17 y
Action name: Alert on results
2 Export results oK Deactivated 1] SYSTEM 13.04.2021 10:41:22
Active: O

a 1]
Alert on results Deactivated 1 Alert for 505 results triggered  [SYSTEM 13.04.2021 10:44:17

Start time: [13.04.2021 10:41:22 ]

Execution interval: | 00:01:00 :\

Stored filter for alert: | Alert filter i

Add  ~ Delete Reload Apply

Figure 228: Scheduler View

Tasks of different action types can be filtered via the <Show> dropdown. The action name is filtered.

If an entry is selected, the parameters in following Table 91 can be edited in <Edit> tab (for parameter
details see chapter Description of the included action types). Depending on the system configuration and
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action type, not all entries are available or can be named differently. Furthermore, each scheduler task
can contain further parameters that can be edited here.

If any values in the <Edit> tab are changed, the label of the changed value will turn to red. This indicates
that these values are not stored persistently yet. Click <Apply> to store these values.

<Active> Activates or deactivates the task execution
<Description> Task description
<Start time> First time of execution. If the time is in the past, the execution will be per-

formed at next possible time. This is always the start time plus a multiple of
the execution interval.

<Execution interval> | Specifies the execution interval in hh:mm:ss. Minimal interval for repeated
execution is 1 s. If an interval of O s is selected, it is a one-time execution of
the task at the selected start time (a so called single shot). If O s is selected,
the job is automatically deactivated after execution.

Table 91: Scheduler Window - Parameter

The <Scheduler> table in Figure 228 shows status information for the existing scheduling tasks. Many
fields contain the full column content as a tooltip:

ID Unique ID of the task

Description Task description

Status Task state (OK, ERROR, WARNING)

Execution state Execution state (Activated, Deactivated, Running, Finished, Next execution time)
Executions Total number of executions

Finished Number of finished executions

Failed Number of failed executions

Last summary Summary messages of the script. The first line of the message is always dis-

played here. The complete message is displayed in the tooltip above the field.

Owner If a scheduling is created in the scheduling editor, it is always the owner “SYS-
TEM”. If scheduling is started as an “interactive action” in the result display, this
is the user name of the logged in user.

Last Update Last timestamp of any update

Table 92: Scheduler - Statusinformations

Only one execution can be active at a time for an execution entry. The next start time is always calculated
based on the start of an execution. If an execution takes longer than a specified execution interval, the
execution will be aborted and the counter for failed executions is incremented. After a failure, the next
execution time is recalculated.

The last 12.500 characters of log information of the items are stored in the <Log>tab. The log can be
deleted using the <Clear log> button.

Following messages are written:
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. Log output from script (different colors depending level)
. Generated summary from script (green)
. Script execution information (grey)

The <Scheduler> has a context menu. Right-click an entry to open it.

Activate

Deactivate

Rur once

x Delete

L3 Clear statistics

#. Kill process

Figure 229: Context Menu Scheduler

This contains the following entries:

Activate Activate scheduling task
Deactivate Deactivate scheduler task
Run once Executes the task once. To do this, the <Execution interval> is set to O and

execution is activated.
The entry in the context menu is not active if a parameter in the <Edit> tab
has been changed and not yet applied.

Delete Deletes the entry in Scheduler

Clear statistics The entire status information on started, finished and failed actions is reset
to O

Kill process Ends the script execution

Table 93: Context Menu Scheduler

The <Reload> button reloads changes to scheduling tasks or stored filters from the database (only for
multiuser systems).

5.7.2. Description of the included action types
5.7.2.1. Delete Results

All results that match a specified filter and have the status “Finished” are deleted. In addition to the results
in the database, all files to which the results refer are also deleted.
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If a file cannot be deleted because it is being locked, for example because it is opened in another applica-
tion, it will not be deleted.

In addition to the standard parameters, the following parameter must be configured in the scheduler.

* Stored filter for deletion
Name of a stored filter from the Result Viewer (mandatory parameter)

5.7.2.2. Set flags on results

The specified result flag field is set for all results that match the specified filter.

In addition to the standard parameters, the following parameters must be configured in the scheduler:

* Filter
Name of a filter from the Result Viewer (mandatory parameter)

* Flag
Flag field to be set (mandatory parameter)

5.7.2.3. Export results

This action exports the results matching a specified filter to a parametrized directory. The “Exported” flag
is set in the database for all exported results. No data will be exported which already has the “Exported”
flag. More information can be seen in chapter “Result Export / Import” under ‘General Information about
Export / Import’.

In addition to the standard parameters, the following parameters can be configured in the scheduler:

* Export destination
Specification of the directory in which the results are exported. If no directory is specified, the root
directory of the storage server will be used (usually go2SIGNALS/go2MONITOR/results subdirectory
of the user directory).

* Max. exports per run
The number of exports in one run can be limited here. If nothing is specified, there is no limitation.

* Stored filter for export
Name of a stored filter from the Result Viewer (mandatory parameter)

5.7.2.4. Import results

This action imports results out of a parametrized directory, which were in some time previously exported
by go2MONITOR. More information can be seen in chapter “Result Export / Import” under 'General Infor-
mation about Export / Import’.

In addition to the standard parameters, the following parameters can be configured in the scheduler:

¢ Max. imports per run
The number of imports in one run can be limited here. If nothing is specified, there is no limitation.

* Import source
Name of the directory, out of which the results will be imported from (mandatory parameter)

Note: In Scheduler import, result files will be removed from import directory after import.
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5.7.2.5. Alert on results

Based on the results of the specified stored filter, an alert is generated which displays a visual notifica-
tion to the user if there are any result matching the filter. The general mechanism for reporting Alerts is
described in Alerts.

The “Alerted” result flag is set for all results for which an alert was triggered. Alerts are not generated for
results for which the flag has already been set.

For continuously monitoring only the newest results in the database, the <Time range> in the stored filter
should be set to “Relative to now”. In the following setting the filter is set to the last 15 minutes.

Time range: -0 00:15:00 $| —| 0 00:00:00 (51| Relative to now ~

Figure 230: Time Range Warnings

In addition to the standard parameters, the following parameter must be configured in the scheduler:

* Stored Filter for alert
Name of a stored filter from the Result Viewer (mandatory parameter)

¢ Alert if no results available
Generate an alert if no results are available.

¢ Alert text
Additional text which is output in the alert.

5.7.2.6. Export frequencies
This action allows for the export of frequencies. In combination with its counterpart action, “Import fre-
quencies”, it is possible to synchronize frequencies automatically across various systems.

In the scheduler, the following parameters can be configured in addition to the standard ones:

* Export type
Export type of the frequencies to be exported. There are three different types for frequency export
(mandatory parameter):

— Group

x Fixed frequencies

+ Frequency ranges
— Global blocked frequencies
— Active frequencies

* Group name (only if ‘Group’ selected)
Name of the group to be exported (mandatory parameter for export type 'Group’).

* Export file path
Full path of the frequency export file.

Notes:
¢ When selecting “Group” as export type, the group name to be exported must be specified.

— The specified group hame must be present in the system
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* ‘Active frequencies” are frequencies that are active at the time of export execution in the Automatic
Wideband Monitoring (see Automatic Wideband Monitoring).

5.7.2.7. Import frequencies

This action allows for the import of frequencies that have previously been exported through the counter-
part scheduler action, “Export frequencies”. This makes it possible to synchronize frequencies automati-
cally across various systems.

In the scheduler, the following parameters can be configured in addition to the standard ones:

* Import to
Setting whether the frequencies should be imported as a group or global blocked frequencies. There
are two different types for frequency import:

— Groups
+ Fixed frequencies
» Frequency ranges
— Global blocked frequencies

* Group name (only if ‘Group’ selected)
Name of the group into which the frequencies should be imported (mandatory parameter for import
type ‘Group’).

* Import file path
Full path of the frequency import file.

Note:

¢ When choosing “Group” as import type, specifying a group name is required. Unlike frequency export,
this process does not require that a group with the specified name already exists in the system. If
no group with the mentioned name exists, a new group will be created under this name and the
frequencies assigned accordingly.

When importing frequencies, the following must be observed:

Duplicate Prevention

The frequency import fundamentally avoids the creation of duplicates. This applies unrestrictedly when
importing global blocked frequencies. When importing into groups, duplicate prevention is performed for
each frequency import scheduler action. Thus, duplicates within a frequency import action are avoided
as long as the import action consistently uses the same group name.

The information about the action performing the import is stored in the form of the action name in the
“Edited by” field. In this way, in the case of multiple active frequency import actions, it can be traced which
of the actions was responsible for the import of a particular frequency entry.

A case in which “duplicates” can occur is when identical frequencies are imported by two different fre-
quency actions with different action names. Here, the frequencies differ from each other in the “Edited by”
field according to the frequency action name.

Notes:

* There will never be “real” duplicates. Frequency entries will always differ from each other in at least
one field.
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* When importing identical frequencies multiple times using different group names, an assignment
of the frequency entries to the respective group is made, which is why they are not considered as
“duplicates”.

Cross-Import

Usually, the import type applied to previously exported frequencies is matched to the original export type.
For example, frequencies exported as a frequency group are also imported as a frequency group. How-
ever, it is also possible to export a frequency group and import it into another system as global blocked
frequencies (and vice versa).

Notes:

¢ Active frequencies do not belong to a group and therefore do not have a corresponding type at the
import.

* When importing exported global blocked frequencies into a frequency group, the information about
some fields that may be present in frequencies is missing:

i i i i

— “mode”, “modulation”, “modem”, “country”, “callsign”

These fields are thus “empty” after the import.

Conversely, when importing exported frequencies from frequency groups into global blocked fre-
quencies, the field “active” is missing. In this way as blocked frequencies imported frequencies are
activated per default and therefore may need to be deactivated if necessary.

5.7.3. Scheduling Administration with Action Editor (option)

The Action Editor can be used to create and manage action types, which can be used later in the Scheduling
View. This requires advanced configuration and Python script knowledge.

The Action Editor is the GUI for managing scheduling actions. The type of actions available for this are
defined in an XML file and are located in the “SchedulerActions” subdirectory of the go2MONITOR user
directory. These files define which settings are available for an action type and how should the settings be
displayed in Scheduler.

In the Action Editor, the configurations generated by XML descriptions are assigned to Python scripts which
actually execute the action in a system. When the scheduling tasks become active, the Python scripts are
executed with the parameter values from the configuration interfaces of the action editor and the Sched-
uler. These are passed to the Python interpreter as parameters and evaluated in the Python scripts.

Depending on the configuration, individual parameters can be configured either in the Action Editor or in
the Scheduler.

Actions can also be executed interactively by the user, based on results selected in the Result Viewer
instead on stored filters. These are so- called “Interactive Actions”. They can be executed by context menu
entry or by clicking a button in the ResultViewer. The prerequisite for this is that this action is marked as
interactive in the <Action Editor>. See chapter Scheduler monitor in Result Viewer (option) for details
about using this feature from Result Viewer.
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Action editor g X
Shiowe: | ALL ~
D Type Action name Edit
1001  DeleteResults Delete resuits Action name: |Alert on results |
1002 SetFlagOnResults Set flag on results Script flename: |.ﬁ.lertl:]nFlesuIts.py |
1003 ExportResults Export results
1004 ImportResults Import results

EAJErt on results

1005 AlertOnResults

Add Delete Apply

Figure 231: Action Editor

The <Show>, <Add>, <Delete> and <Apply> buttons work in the same manner as in the Scheduler.

Different kind of actions can be filtered via the <Show> dropdown. To add a new action, click <Add> and
select the desired action type.

The name of the action is the name that is displayed in the scheduler when filtering and adding a sched-
ule. This means that several actions can be generated from an action template using different configura-
tions.

If your actions have a checkbox called <Interactive>>, these actions can be added to the ResultViewer
as Interactive actions. These actions can be executed by the user from in ResultViewer on the currently
selected result or all visible results.

The path to the script filename can be either absolute or relative. If a relative path is passed, the base
directory is extended by “SchedulerActions”.

5.7.4. Scheduler monitor in Result Viewer (option)

Besides configuring and monitoring scheduler tasks in the main go2ZMONITOR GUI, it is also possible to
execute use-case specific action types directly from the Result Viewer for a selected set of result entries.
Standard product version does not contain any action types that can be executed directly from Result
Viewer.

For that purpose, a scheduler view for monitoring purposes is included in the Result-Viewer, without a pos-
sibility to edit or change scheduling task settings. Furthermore, this view will display only task executions
triggered by the current user.
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Scheduler monitor g X
Show:| ALL ~
D Description Status  Execution state  Executions Finished Failed  Last summary — Owner Last Update Log
terocie acton, 22052023 15:07:03 |0k |Fmshed 1 |1 |0 |ds=,17,6] |bofe. |z2052003 1300 [ ~
Process 'Interactive action, .
10 Interactive action, 22.05.2023 13:04:12 0K Finished 1 1 0 ids=[8,7,9,6] hoff.. 22.05.202313:04:14 Test Interactive Action args=['C:\\Users\\

finished sleep after 1.0 s
written to C:\Users\hoffmann/test.txt

ids = [7, 17, §&]

Exscution of action PID 21580 in task ID 1
--—- Script execution finished [2023-05-22

W
< >

Clear finished

Figure 232: Scheduler Monitor

To execute a scheduler task from a Result Viewer, the user has to select some results and then choose the
corresponding option from the context menu. Scheduling task will be executed once in the background,
only on data. Task execution can be monitored in this view.

= ; ; e 11.08. 2016 23:22:01.654
@ Add to frequendes list with edit...
@ Add to frequendes list
@ Add to blocking frequendies list
Mask results with same * Export table...
Combine user result » [ —
Export k
Delete »
Add flag b i
Remove flag * _ [3%'5'23
System action k Export data interactive E-E
Context function L | :iﬁi:ﬂec

Figure 233: Execution Scheduling Task

In addition to the filter function, there is a <Clear finished> button to remove all finished task executions
from the table.

The last 12.500 characters of log information of the items are stored in the <Log> tab. The log can be
deleted using the <Clear log> button.

The <Scheduler> has a context menu. Right-click an entry to open it.

x Delete

ﬁ Clear statistics

#. Kil process

Figure 234: Context Menu Scheduler Monitor

This contains the following entries:
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<Delete> Deletes the entry

<Clear statistics> The entire status information on started, finished and failed actions is reset to
0

<Kill process> Ends the script execution

Table 94: Scheduling Edit Window - Parameter

5.8. FHSS Detection - HDU Option

This option enables the detection of FHSS (Frequency Hopping Spread Spectrum) signals. If this option
is included, two new backend components, “Hop detection” and “FHSS detection”, will be visible in the
<Resource> view (see chapter Resources.

Ressourcen Status
a L, System DO
> L’l Demodulation/Decoding DS
: L’} Result storage DO
* Lll Wideband dassification 1]
- (B DDC Server QO

> ' NB Receiver:RTLSDR Don... @@
; Lll Signal extraction Server ©&@
* @ FHSS detection

» M Stream input QD8
* (g9 Hop detection DO
4 | ([} k

Figure 235: HDU Components

The “Hop detection” component can have multiple instances, one for each wideband signal input. This
component detects short signal bursts and reports them to the “FHSS detection” component.

The “FHSS detection” component gathers all information from single hop detectors and detects possible
FHSS signals including the most important parameters such as hop rate, dwell time, bandwidth, etc.

The components for FHSS detection can work only if an Automatic Wideband Monitoring mission is being
executed (see chapter Automatic Wideband Monitoring). If that is not the case, the status of “Hop de-
tection” components will be “Waiting” (yellow). If a new mission is activated, the components will start
working automatically, processing the input signal and displaying detected emissions in the <Emission>
view and in the wideband spectrogram.
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Figure 236: FHSS Emission Display in Wideband Spectrogram

Intercepted FHSS emissions are stored in the result database and can be opened as any other classification
result by using the ResultViewer. In addition to the FHSS signal parameter such as frequency, hop rate, hop
bandwidth etc., each FHSS result will also include an entire list of single detected hops as a CSV file with
the following format:

ID;Frequencyfrom;FrequencyTo; TimeFrom;TimeTo
Both time fields contain a number of seconds since 1.1.1970 00:00 (including the fractional part).
These CSV files can be opened with any text editor and processed further.

Table view ETrt.Fﬂtﬂm vk Consent C

Crther
80007 - 58:00: 11 [4. 1s], hops_5450 54534 1855768 4. ba

L3 resultis]

FrES hop rate WS hepbandeid®  Trardmeson fype 55 hop dwell b HES koo dead Bme Frequens =

LTS 45
2 LCE B A3E =
£ ATML51S 1 - A haps_RGISLEM IS
4 = e 1 E338604531772828574:8892531 .,
. ey E338604531772A28752; 8999531,
& BE3L45 6338e045231772028763;7 9360156,
7 50,00 | E338604531772828801;9341218.°
] Lo B850 EI3BE04531772828785;: 8967968 .
4 B7a2. ¢ £ E6338604531772828854:9221593,
10 | L] 261 Mz FHES 14550 ms OoMms  BSTLIN £33860453177208208858;9249718.
1 B747.50¢ E338E04531772828887 9232593,
z L E338604531772028874: 8650218,
3 BEBL 5 E33860453177208208920; 9228968,
n = LA R 11 633BE04531772828955;,9199406.
1 b 0. 63318604531772828992; 52593,
® — il i 6338604531772825056: 9194656,
i — e | £338604531772829132; 0888468,
- N 6338604531772829194;9199531.
B =B B34
- - . 6338604531 7720829%166;-0620218.
- - ] 17 633860453177282933479304531
: ) ' bninfegiaiiijeiiupptiyisiingeegapeieng
il s 451670 Mo length: 353 Waes: M La:l Cal:l Sel: 0|0
24 AFra, 53
25 1T
- s F949,950 _
W Achvarced st [Last charoe | i ap
Export * | Delete = | |Add fag™ | | Remove flag = Expirt bable.. I%|| < Paget >! | G Sagral o Prestia Mg Feausnnes

Figure 237: Example of an FHSS Emission Display in ResultViewer
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The Advanced Filter in ResultViewer also includes new filtering fields related to the FHSS emissions.

Result type
[r\:lEE—Rvar.ordingI WE-Recording, Modem recognition, Content production, ~ ]

’ General parameters
P Modulation/Modem parameters
’ Burst parameters

W FHSS parameters

Hop rate: 0 2000 [
Hop bandwidth: OHz |5 - 100'000'000 Hz =
Hop dwell time: 0.0ms 5 - 1000.0ms 5
Hop dead time: 0.0ms 5 - 1'000.0ms | =

P Location parameters
> Flags

P Advanced parameters

Figure 238: FHSS Filtering Options in ResultViewer

The most important application for the HDU option is the usage of detected FHSS emissions as a trigger
in Automatic Wideband Monitoring. In each Automatic Wideband Monitoring task, the FHSS emission type
can be used as a trigger criterion, just like any included modulation type. The most common task type for
the usage with FHSS trigger would be “Triggered Wideband recording”. It would allow the entire detected
FHSS signal to be recorded (for details, see chapter Automatic Wideband Monitoring).
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Wideband task trigger by classification results

Activate NB-processing action if emission fits to the selected modulation type
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[ voice
[] Morse
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[ Mcpsk
[ oanm

[] oFrDM
[ ask

["] rRadar
[ FM Radio
FHSS

Hop rate: - 1000

Dwell time: = - 1'000 ms

<1 - 1000'000 Hz'=

1000 ms |+

[ < Back ][ MNext =

Figure 239: FHSS Triggering Options in the Automatic Wideband Monitoring Task Wizard

Narrowband processing (recording or modem detection) with FHSS signal as a trigger would generally

make no sense.

5.9. g02MONITOR Operator

Besides the features and license options mentioned above, there is a feature-reduced installation package
g02MONITOR Operator, which is designed to allow multiple users (operators) to independently analyze sig-
nals and produce results at the same time without interfering each other. With go2MONITOR Operator one
can connect to a central go2MONITOR system, and work with active wideband signal inputs and free nar-
rowband channels (see Figure 240). It can be started via an icon in the Start Menu of the operating system.
A detailed installation guide can be found in document “go2monitor_ima_OperatorSetup_E.pdf”.
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go2MONITOR

:

Backend-
System

Rl

Y Y
go2MONITOR Operator g02MONITOR Operator

N

< <

Figure 240: go2MONITOR Operator System

The functionality and the user interface of the go2MONITOR Operator package is reduced compared to
go2MONITOR. Here is a list of the features that can be used:

* Only one active wideband signal input at a time can be chosen for viewing. It is not possible to
control or modify the wideband signal inputs. Wideband emissions are not displayed at wideband
signal input.

¢ The complete feature set of narrowband channels (see chapter Channels) is available.
¢ ResultViewer (see chapter ResultViewer)

¢ Frequencies View (see chapter Frequencies)

¢ The available parameters in the settings dialog of section Settings are also reduced.

* The operator package does not support perspectives, consequently switching perspectives from a
mission as well are unsupported.

* The operator package contains a <Connection> menu with options for editing or selecting the cur-
rent system connection (see Figure 241). It is needed only if there is the need to change between
different system connections or modify a system connection. A system connection contains a name,
the IP-address where the system is running and a path to the storage location of the result-files. If
another system connection is selected in the <Connection> menu the current operator application
is asked to be closed. The chosen system connection will be used after the operator application is
restarted. The current system connection is always shown in the status bar.
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B Connection configuration

Mame: |5tandarc| |

System IP or host name: | 127.0.0.1 |

Result root path: D:/go2MONITOR fresults III

Cancel Connect

Figure 241: Connection configuration

More information on using go2MONITOR Operator are in the chapter FAQ / Troubleshooting (see go2MONITOR
Operator).

5.10. go2MONITOR ResultViewer

There is an installation package go2MONITOR ResultViewer, to allow users to independent work with pro-
duction results without the over head of signal analysis. The detailed functionality and the user interface
of g02MONITOR ResultViewer is described in chapters Results, ResultViewer, Standalone ResultViewer. A
detailed installation guide can be found in document “go2monitor_ima_ResultViewerSetup_E.pdf”.
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6. FAQ / Troubleshooting

6.1. General

Question:
I have an older version of the software. If | install a new one, how can | keep my data (results,
frequencies, etc.)?

Answer:
Your data will be automatically updated and used by the new version. After the first GUI start, a message
is displayed offering a database upgrade. This automatic migration includes the following data:

. Results (including all files, recordings, etc.)
. Missions/Tasks

. Frequencies and frequency lists

. Stored filters

. Scheduler actions

. System position

Other application settings or your custom modems/decoders will not be transferred automatically to a
new version. Contact our customer support if a transfer to the new version is necessary.

Question:
After starting the software, the main window stays gray and | cannot work with it.

Answer:

The Splash screen can be closed by clicking on it. Open the <Resources> view via the <Views> menu and
check if any components are in a red/yellow state. If yes, check if there are any error messages shown as
items under that component in the tree-view.

For example, the Result storage component will be in the error state if there is less than 1 % free space on
the hard disk.

Try closing the software and starting again.

Contact our customer support if none of the above helps.

Question:
I've added my receiver but get no signal from it.

Answer:

In the case of a network receiver not being recognized, double-check the IP-addresses and ports you've
entered in the Receiver Configuration Tool. Try deactivating your firewall. Check if Jumbo-Frames are
activated on your network card (needed for IZT/narda receivers).

If you have multiple receivers in your configuration, delete them and add them again one-by-one.
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Question:
| cannot find my results in the ResultViewer. What should | do?

Answer:

There may be filter settings preventing the results from appearing. To solve this, click <Clear filter> on
the toolbar and increase the frequency/time range to the maximum. If frequency information was missing
in the signal, your results may be stored with frequency = 0 Hz.

Also, old results will by default be automatically deleted after one week from the database (this setting
can be changed in application settings).

If your hard disk is almost full, your oldest data will also be automatically deleted.

Question:
| would like to add a task to the task overview, however, the corresponding button is grayed out.

Answer:
To add tasks to the task overview, you must have a mission which is active. The new task is then added
to the mission. Switch to the mission view and check the status of the missions or create a new active
mission.

Question:
I've created an Automatic Wideband Monitoring mission and a corresponding task but no task is
shown within Task Activity.

Answer:
In the Task Activity view, tasks are only displayed for missions which are currently active. Make sure the
corresponding mission for the task you would like to see has been activated.

Question:
I've created an Automatic Wideband Monitoring task but get no expected results. What am | doing
wrong?

Answer:

Check in the Task Activity view if there are any triggers and/or started/dropped actions for your task. Use
the task-based filter in the <Emissions> view to interactively monitor if there are any live emissions which
fit your task trigger.

Question:
I am trying to use the task-based filter in the <Emissions> view, but it does not work correctly. Why?

Answer:
If a mission or task has changed, they won't be reloaded/updated automatically in a task-based filter. You
have to manually update using the <Reload Missions/Tasks> button.

Question:
The <Find emissions> button in the Emissions view seems to be missing. What can that be?

Answer:

An Automatic Wideband Monitoring mission is probably currently active in your system. You can check
this in the Missions view. After you activate the mission, wideband classification switches into continuous
mode. Therefore, snapshot classification is not available. After you deactivate your active mission, the
<Find emissions> button will appear automatically.
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Question:

I've created an offline Automatic Wideband Monitoring mission with a task containing only “Recogni-
tion + Decoding” narrowband channel action. | see many recording results in database but the WAV
files are missing. Why?

Answer:

Since it is an offline mission, the software has to store narrowband recordings in order to perform recog-
nition & decoding. The files are deleted afterwards (because recording action was not selected in a task),
but the recording information stays visible in the database.

Question:
How can | change the language of the GUI after installation?

Answer:
To do this, it is necessary to open and modify the prolang.cfg file in the installation folder with a text
editor. Valid entries are “de” for German and “en” for English. go2MONITOR must be restarted after the
change.

Question:
| would like to expand or supplement the integrated maps. Is that possible?

Answer:
The integrated map material is based on OpenStreetMap (OSM). It is possible to use your own maps. You
can specify a map server in the settings (see section General Settings).

Question:
How can | use go2MONITOR on a PC without a network card?

Answer:
If there are problems in starting go2MONITOR when no LAN is activated, add the Microsoft Loopback
Adapter.

d In the Device Manager, select <Add legacy hardware>

3 In the Add Hardware wizard, select <Install the hardware that | manually select from a
list (Advanced)>

. In the Common hardware types list, click <Network adapters> and then click <Next>
o In the Manufacturer list, click <Microsoft>
. In the Network Adapter list, click <Microsoft Loopback Adapter> and then click <Next>
twice.
. If a message about driver signing appears, click <Continue Anyway>.
. In the Completing the Add Hardware Wizard dialog box, click <Finish>, then click <OK>
Question:

How can | add my own modems/decoders in go2MONITOR?

Answer:

You will need go2DECODE to create your modems and decoders. From there, you should save your mo-
dem as a *.ver file and your decoder as a *.bin or *.pkg file. The *.ver file should be copied to your
<USER_DIR>/modems directory and your *.bin or *.pkg file to the <USER_DIR>/decoders directory.
go02MONITOR will automatically recognize that there are new files in these directories and add the corre-
sponding modems and decoders to the system.
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Similarly, if you want to delete or change modems or decoders, just delete or change the corresponding
files in <USER_DIR>/modems or <USER_DIR>/decoders directories. All changes will be applied automat-
ically.

Some decoders may need additional files, e.g. custom alphabets. These files have to be copied to your
<USER_DIR>/decoders as well and will be applied automatically, just as decoders.

The location of the <USER_DIR> is:

. Windows®

| %USERPROFILE9\go2SIGNALS\go2MONITOR x.y |

o Linux®

| $HOME/g02SIGNALS/g02MONITOR x.y |

Question:
Some modems in the modem list in narrowband channel are deactivated / grayed-out. Why?

Answer:

Some modems are not suitable for automatic modem recognition, so they will be deactivated if you are
in search mode. Which modems are suitable for automatic search can be seen in the Auto-recognition
column in the Modem List Editor Usage.

Also, if a modem list contains more than 200 modems, all modem will be disabled and appropriate message
will be displayed indicating that you have to select a shorter modem list.

Question:
The layout of my GUI is messed up - | would like to bring it in the default state. How can | do it?

Answer:
Click <Perspective> on the toolbar and select the Default perspective.

Question:
| have a problem with the software and the support team would like me to send log files for the
analysis. Where do | find these?

Answer:

You will find log files in the <USER_DIR>/log directory. Simply compress all files you find in that directory
and send them to support. It would also help if you could report the exact time when the problem occurred
and the steps to reproduce it.

The location of the <USER_DIR> is:

J Windows®

9%USERPROFILE %\go2SIGNALS\go2MONITOR x.y |

. Linux®

| $HOME/go2SIGNALS/g02MONITOR x.y |
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6.2. g02MONITOR Operator

Question:
What happens if an operator selects another processing channel although all channels are already
occupied? Will such use be intercepted or this channel will be assigned by another operator?

Answer:
The channel opens und shows the message “Waiting for a free channel...”. When a channel in the system
becomes free, the resources will be occupied automatically and the channel starts to work.

Question:
Are there upper limits for manual processing (channel count) for the operator and if yes, can the
operator change these?

Answer:
This limit can be set independent from the number of channels in the system by license for the operator
workplaces.

Question:

The administrator has control over the wideband inputs and defines the frequency ranges for use.
When an operator works in this frequency area and the administrator changes the input, the pro-
cessed signal also changes for the operator?

Answer:
The administrator has the control over the wideband inputs. This means that he can also “specify fre-
qguency ranges for use” or decide what should be processed in the system.

If the administrator turns off a wideband input, the operator couldn’t work with this. He looks in his chan-
nels that “frequency or bandwidth is out of range”. The operator gets a hint in the interface if the admin-
istrator changes something at the wideband inputs (yellow information box).

Question:
Do | have the possibility with NRC-option as operator assign a signal to a narrowband receiver and
to work with all available disposed channels?

Answer:
Yes, it is possible with the license option Narrowband Receiver Control Option (NRC).

Question:
The operator has access to a wideband input. Who decides which input the operator can use or does
it happen automatically?

Answer:

The operator has access to all wideband inputs in his narrowband channels. However, he can only moni-
tor/see one input in his wideband spectrogram. Even if he switches to a different wideband input, his work
on narrowband channels from another wideband input operates further.

This was implemented for performance reasons in order to reduce the network load in large systems.
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A. Support

Requests and suggestions?

All requests or suggestions regarding our goZ2signals product-range are very much appreciated; we would
be delighted to hear from you.

Any questions? We are happy to assist you!

If you have any further questions, please do not hesitate to contact our Support Team for rapid assistance
—just raise a service request at: http://servicedesk.procitec.com.

Log in to PROCITEC Service Desk

Powered by 4y Jia Senvice Management

PROCITEC GmbH

Rastatter StraRe 41

D-75179 Pforzheim

Phone: +497231 155610
Web: www.procitec.com
Email: service@procitec.com
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